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NMpeaucnoBue

Llenv v npuHumnel ctaHaapTusaumm B Poccuiickon ®epepaunn yctaHoBneHbl degepanbHbIM 3aKOHOM OT
27 pekabps 2002 r. Ne 184-0d3 «O TeXHWYECKOM perynupoBaHUM», a npasBuna NpUMEHEHMST HaLMOHANbHbIX
craHgaptoB Poccuiickon ®epepaumm - TOCT P 1.0-2004 «CraHpaptusauns B Poccuiickon dPepepaunu.
OCHOBHbIE MOMNOXEHUA»

CBegeHusi 0 cTaHpapTe

1 NOAIOTOBJIEH ®epepanbHbiM  rocyoapCTBEHHbIM — yupexaeHnem «[oCcyaapCTBEHHbIA  Hay4HO-
nccneaoBaTenbCkuiA UCNbITaTeNbHbIN MHCTUTYT MNpobnem TexHWYeckor 3awutbl MHdpopMauum degepanbHoi
CcnyX06bl N0 TEXHNYECKOMY W SKCNOPTHOMY KOHTposnto» (PIyY «THUUW MT3N dCTIK Poccumy»)

2 BHECEH YnpaBneHneM TEXHWYECKOro perynmpoBaHus U ctaHgaptuaumn ®egepanbHOro areHTcTea no
TEXHUYECKOMY PEryNMPOBaHUI0 1 METPOSIOTNA

3 YTBEPXXOEH W BBEOEH B JENCTBUE Mpuka3om deneparnsHOro areHTcTsa Nno TeXHUHECKOMY pery-
nMpoBaHuio 1 meTpororum ot 29 gekabps 2005 r. Ne447-ct

4 HacTtoswwmi cTaHgapT WAeHTUYeH MexayHapogHomy cTtaHgapty MCO/M3K 17799:2000 «WHdpopma-
LUMOHHaa TexHonorusi. [lMpakTudeckue npaswuna ynpaBneHuss uHdopmaumoHHon 6e3onacHocTeio» (ISO/IEC
17799:2000 «Information technology. Code of practice for security management»)

5 BBEJEH BIEPBbIE

UHpopmayusi 06 usmeHeHusix K Hacmosiuemy cmaHOapmy nybnukyemcsi 8 exe200HO u3dasaeMoMm
UHGQOPMaUUOHHOM yka3amerie «HauyuoHanbHbie cmaHOapmbi», @ MeKcm U3MEHEeHUU U ornpasokK - 8 exeme-
CsIYHO u30asaeMbix UHGOPMaUUOHHbLIX ykasamessx «HauyuoHanbHbie cmaHOapmebi». B criydae nepecmompa
(3ameHbI) unu ommeHbl Hacmosiweao cmaHdapma coomeemcmeyroujee ygedomeHue bydem ornybrukosaHo 8
exemecsiyHO u3zdasaeMoM UHGOPMayUOHHOM yKka3amere «HauuoHanbHble cmaHdapmbly. Coomeemcemesyrouwiast
UHhopmayusi, ysedomrieHUe U MeKCmbl pasMewarmecs makxe 6 UHOpPMayuoHHoU cucmeme obwe2o
rnonb308aHus - Ha oguyuanbHoMm calime ®edepasibHO20 azeHmcmea Mo MexXHUYEeCKOMY pe2yriuposaHuro U
Memporsioauu 8 cemu IHmepHem

© CrangapTtuHdopm, 2006

HacToawmn ctaHgapT He MoXeT OblTb MOSIHOCTBI0 MMM YacTUYHO BOCMPOM3BEAEH, TUPaXMpPOBaH M pac-

NnpocTpaHeH B kayecTBe oduuManbHOro nsnaHus 6e3 paspeweHus degepanbHOro areHTCTBa Mo TEXHUYECKOMY
perynupoBaHunto 1 METPONOrUN.

[na 3akasa oduumanbHOro M3fgaHWs HacTosLWEro crtaHgapta B OfeKTPOHHOW WM neyaTHon dopme
cneayet obpallaTtbes no agpecy: http://shop.gostinfo.ru/document/1809756.aspx (ueHa — 448.40 py6.)
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BBegeHue

Yto Takoe nHdopmalumoHHas 6e30nacHOCTb?

WHdopmauma — aTo akTuB, KOTOpbIA, NOAOOHO ApYrMM akTuBam OpraHv3auuun, UMeeT LEHHOCTb W, cre-
JoBaTenbHO, OOIMKeH ObiThb 3aluuuieH Hagnexawmm obpasom. WHdopMaumoHHas 6GesonacHOCTb 3alumuiaeT
MHdOPMaUMo OT LUMPOKOro Avanas3oHa yrpo3 C Lenbio obecnevyeHns yBEpEeHHOCTU B HEMPEpPbLIBHOCTU Gu3Heca,
MUHMMU3aLMK yuiepba, NnonyYyeHust MakCuManbHOW OTAauM OT MHBECTULMI, a Takke peanu3auun noTeHuuanb-
HbIX BO3MOXHOCTel GusHeca.

MHopmaLmsa MoxeT cyLuecTBOBaTh B pasnuyHblx dopmax. OHa MoxeT 6biTb HaneyataHa nnm HanucaHa
Ha Gymare, XpaHuUTbCA B 3MNEKTPOHHOM BuAe, nepefaBaTbCsl MO MOYTE WM C UCMOMb30BAHUEM SMEKTPOHHbIX
CpeacTB CBA3W, AEMOHCTPMPOBATBLCH Ha MreHKe unmn ObiTb BbipaXeHa yCTHO. bes3oTHocuTenbHO hopMbl Bbipa-
XEeHNst MHopmaumn, CPeacTB ee pacnpoCTpaHeHWs UMM XpaHeHWs OHa [AOrmkHa Bcerga ObiTb afgeKkBaTHO
3awmiLeHa.

WHdopmaLmoHHas 6e30MacHOCTb — MEXaHu3M 3awmThbl, 06ecne4mBatoLLnii:

- KOHUOEHUMANBHOCTL: AOCTYN K MHOPMaLMK TONbKO aBTOPU30BaHHLIX NOMb30BaTeENeN;

- LleNOoCTHOCTb: JOCTOBEPHOCTb M MOMHOTY UHGOPMaLMM U MeETOA0B ee 06paboTky;

- JOCTYNHOCTb: JOCTYN K MHOpPMaLMM 1 CBSI3aHHBIM C HEM aKTMBaM aBTOPU30BaHHbLIX MoNnb3oBaTenei no
Mepe HeobxoanMocCTu.

WHdopmaumoHHass 6e3onacHOCTb JOCTUraeTcst NyTeM peanusaumyM COOTBETCTBYIOLLENO KOMMIEeKca
MeponpuaATUA MO ynNpasneHnto UHGOPMaLMOHHON 6e30MacHOCTbLIO, KOTOpble MOryT ObiTb NpeacTaBneHbl Nonu-
TMKaMn, MeTogamu, npoueaypamu, OpraHM3aunoHHbIMKU CTPYKTYpaMn U PYHKUMSMU NporpamMmHoro obecneye-
HUA. YKasaHHble Meponpuatus OOMmkHbl obecneunTb OOCTUXKEHUe uenen MHgopMauuoHHon GesonacHocTh
opraHmsauum.

Heo6xoaumocTtb nHopMaumMoHHOM 6e3onacHoOCTH

WHopmaumsa, nogaepxusatoLwmne ee npouecchl, MHPOPMaLUMOHHbIE CUCTEMbI U CeETeBast MHAppacTpyKTypa
ABMSAOTCA CYLIECTBEHHbIMW aKTuBamu opraHusaunn. KoHdwuaeHUManbHOCTb, LIENOCTHOCTb WM AOCTYMHOCTb
MHdOpMauUM MOryT CyLLeCTBEHHO crnocobCcTBoBaTb OOECNEeYEHN0 KOHKYPEHTOCNOCOBHOCTHN, NUKBMOHOCTY,
[OX0OHOCTUN, COOTBETCTBUSI 3aKOHOAATENBLCTBY M AEMNOBOM penyTaLmMn opraHn3auum.

OpraHuzaumm, ux MHOPMaLMOHHbIE CUCTEMbI U CETU BCE Yalle CTanKMBarTCsl C PasfUYHbIMU Yrpo3amMu
6e30nacHOCTM, TakMMK KaK KOMMbIOTEPHOE MOLLUEHHWYECTBO, LUMMOHAX, BPeaUTENbLCTBO, BaHAAnNU3M, noxapbl
UNN HaBOAHEHWs. Takme UCTOYHMKU yuiepba, kKak KOMMbIOTEPHbIE BUPYChl, KOMMbIOTEPHbLIV B3FTIOM U aTaku Tuna
oTKasa B 0OCnyXuBaHWM, CTAaHOBATCA Gonee pacnpocTpaHeHHbIMK, Gonee arpeccuBHbIMM U Bce Gonee uM30-
LLPEHHBIMW.

3aBNCMMOCTb OT MHOPMALIMOHHBLIX CUCTEM M YCMyr O3Ha4aeT, YTO OpraHu3auun CTaHoBSITCA Bce HGonee
YS13BUMbIMU MO OTHOLLEHMIO K yrpo3am 6e3onacHocTu. BaanmopaencTBne ceten obLiero nonb3oBaHUS Y YacTHbIX
ceTel, a Takke COBMECTHOE WCMONb30BaHNE MHOPMALMOHHBIX PECYPCOB 3aTpyaHSIET ynpaBneHne JOCTYNOM K
MHpopMauun. TeHOeHUMs K UCMOMb30BaHWIO pacnpeaeneHHon o6paboTkn gaHHbIX ocnabnseT agdeKTUBHOCTb
LeHTPanM30BaHHOrO KOHTPONS.

Mpn NpoekTUpoBaHUN MHOMUX UHOPMALMOHHBLIX CUCTEM BOMPOCLI 6E30MacHOCTM He y4uThiBanuch, Ypo-
BeHb 6€30MacHOCTU, KOTOPbLIN MOXET OblTb AOCTUTHYT TEXHUYECKMMU CPEACTBAMMU, UMEET PSif OrPaHUYEHUn u,
crnepoBaTenbHO, AOIMKEH COMPOBOXAATLCS HaAMeXaliMMu opraHM3aumMoHHbIMM Mepamn. Bbibop Heobxoanmblix
MEepPonpuATUA NO YMNpaBrneHuIo WHGOPMaLMOHHON 6e30nacHOCTbi0 TpebyeT TwaTenbHOro NIaHMpoBaHUS WU
BHVMMaHUSA K geTansam.

YnpaBneHne UHOOpMaLMOHHON 6e30MacHOCTbIO HyXKAaeTcsl, Kak MUHUMYM, B Y4aCcTUN BCEX COTPYAHWUKOB
opraHusauun. Takke MoxeT noTpeboBaTbCa ydacTMe MOCTAaBLUMKOB, KIIMEHTOB MMM akumMoHepoB. Kpome Toro,
MOryT NOTPeboBaTbCA KOHCYNbTALMKU CMELManUCTOB CTOPOHHNX OpraHn3auni.

MeponpuaTtna no ynpaeneHuio B obnactu uMHopMauuoHHon 6Ge3onacHocTn obowayTcs 3Ha4MTenbHO
JelleBne n okaxyTcst 6onee acpdekTMBHbIMK, ecnv ByayT BKNOYEHbI B cneumdurkaumio TpeboBaHuii Ha ctagun
NPOEKTUPOBAHMUS CUCTEMBI.

Kak onpegenuTb Tpe6oBaHus K MH)OPMaLMOHHOM Ge30nacHOCTH

OpraHusauusa gormkHa onpegenutb cBou TpeboBaHust K MHGOPMaLMOHHOM 6e30nacHOCTM C y4eToM crne-
Ayowmx Tpex akTopos.

BO-ﬂepBbIX, OLleHKa pucKoB opraHusauun. nOCpeJJ,CTBOM OLleHKM PUCKOB MpoucCxXoauT BblABI1E€HUE Yrpos
aKTMBam opraHusaummn, oueHka ya3BMMOCTU COOTBETCTBYHOLLNX aKTUBOB U BEPOATHOCTU BO3HUKHOBEHUA Yrpos, a
TaKXe oueHKa BO3MOXXHbIX I'IOCJ'Ie,D,CTBI/II7I.

v



Bo-BTOpbIX, lopuanyeckue, 3akoHoOaTENbHbIE, PErynupyroliMe W LOroBopHble TpeboBaHWUsi, KOTOpbIM
[OOIMKHbI YOOBMETBOPATbL OpraHM3aLuns, ee TOproBble NapTHEPb!, MOAPSAYMKA U NOCTaBLUMKA YCIYT.

B-TpeTbux, cneumdmyecknii Habop NpuMHUMMNOB, Lenen n TpeboBaHui, pa3paboTaHHbIX opraHu3auven B
OTHOLLEHNM 06paboTkn nHdopmaunm,

OueHka puckoB MH(opMaLMOHHOM 6e3onacHoOCTH

TpeboBaHua K MHOPMaLUOHHON ©e30MacHOCTU ONPEedEenstoTCa C MOMOLLBID CUCTEMATUYECKOW OLIEHKM
puckoB. PelleHus o pacxogax Ha MeponpusaTUs Mo ynpasneHWio MHAOPMaLUMOHHOW 6e30NacHOCTLIO AOMKHbI
NPUHMMAaTBCS, UCXOAs M3 BO3MOXHOrO yulepba, HaHeceHHoro 6usHecy B pesynbTate HapyLleHui uHopmaum-
OHHOM 6e3onacHocT. MeToAbl OLIEHKM pucka MOryT NPUMEHATLCH Kak ANA BCEN OpraHunsaumm, Tak v AN Kakon-
nmbo ee vacTu, OTAEnNbHbIX MH(OPMALMOHHBLIX CUCTEM, OMpeAereHHbIX KOMMOHEHTOB CMCTEM WNW ycnyr, a
MMEHHO TaMm, rAe 9TO NPaKTU4eCKX BbIMOMHMMO U LienecoobpasHo.

OueHka pucka — 3To cucTemMaTUyecKkmin aHanma:

- BEPOSITHOro yuwepba, HaHoCcMMOro 6usHecy B pesyrnbTaTe HapyLleHU MHOPMaLMOHHOM 6e30MacHOCTU ¢
y4eTOM BO3MOXHbIX MOCMeACTBUA OT MOTEPU KOHMPUAEHLMANbHOCTW, LENOCTHOCTM WNW  AOCTYMHOCTU
MHdOPMaLMK 1 APYrMX aKTUBOB;

- BEPOATHOCTW HACTYNIIEHUS TaKoro HapyLUEHUS C y4eTOM CYLLECTBYIOLLMX YIPO3 U YS3BMMOCTEN, a TaKke
BHEAPEHHBLIX MEPOMNPUATUIA MO yNpaBneHuio MHpopmaLMoHHOM 6e30NacHOCTbIO.

Pe3ynbTaThl 3TON OLEHKM NOMOryT B ONpeAeneHUn KOHKPETHBIX Mep 1 NpuopuTeToB B obnactu ynpasene-
HWUSI pUCKaMu, CBA3AHHLIMU C MHPOPMAaLMOHHOM 6E30MacHOCTbLIO, @ Takke BHEAPEHUIO MEpPONpUSTUA No ynpas-
TNEHUI0 MHPOPMaLMOHHON 6e30NacHOCTLIO C LeNblo MUHUMU3ALIMM 3TUX PUCKOB.

MoxeT notpeboBaTbCs HeOOQHOKpPATHOE NPoBeAEeHNE OLIEHKM PUCKOB M BblIGOpa MeponpusaTuii nNo ynpas-
NEHVI0 NHAOPMALIMOHHON 6e30NacHOCTbIO ANg TOro, YTobbl OXBAaTUTL Pa3nNUyHbIe NoApas3geneHns opraHMsauum
U otAaenbHble MHPOPMALMOHHbIE CUCTEMBI.

BaxHO nepuogmnyeckun npoBoAWTb aHanmu3 puUckoB B obnactyv uHdopMaumoHHon 6e3onacHOCTU U BHed-
PEHHbIX MEPOMNPUATUI MO yrpaBneHnio NHOPMaLMOHHOW 6e30NacHOCTLI0 Af1s TOro, YTOObI YYecTb:

- U3MeHeHus TpeboBaHuii 1 NpuopuTeToB BMsHeca;

- NOSIBINIEHME HOBbIX YIPO3 U YA3BUMOCTEW;

- CHWXeHve 3P(EKTUBHOCTM CYLLECTBYIOLLMX MEPOMNPUATUIA MO ynpaBrneHuto MHgopmalmoHHon 6e3onac-
HOCTbIO.

YpoBeHb AeTanusauuy Takoro aHanusa criefyeTt onpenensite B 3aBUCUMOCTU OT pe3ynbTaToB npeabiay-
LLMX NPOBEPOK U N3MEHSIIOLLETOCS YPOBHS NpuemnemMoro pucka. OLeHka puckoB 0OblYHO NPOBOAMTCH CHavyana Ha
BEPXHEM YpPOBHE, MpU 3TOM pecypchbl HanmpaenslTca B obnactu Hambonbluero pucka, a 3atem Ha Gonee
JeTanbHOM YpOBHE, YTO NO3BOSSET PAacCMOTPETh crieuunduyeckme pucku,

Bbi6op MeponpuATuiA No ynpaBreHo MHopMaLunoHHOW 6e30NacHOCTLIO

Mocne Toro, kak onpegeneHbl TpeboBaHWs K MHMOpPMaLMOHHON Oe3onacHocTu, crnegyeT Bbibpatb U
BHEAPUTb TakMe MeponpuaTUs Mo ynpaBneHnio MHAOPMALMOHHONW 0e30MacHOCTbIO, KoTopble obecnevar CHu-
)KEHNE PUCKOB A0 MPUEMIIEMOrO YPOBHS. OTW MeponpuaTus MoryT ObiTb BbiOpaHbl M3 HacTosILero craHaapTa,
OPYrMX UCTOYHMKOB, @ TaKke MOryT ObiTb pa3paboTaHbl COGCTBEHHbIE MEPONPUATUS MO yNpaBreHuo nHdopma-
LMOHHOM 6e30nacHOCTbo, yAOBNEeTBOpALLME cneumduyeckuMm noTpebHocTaM opraHusauun. Mmeetcs MHo-
XKECTBO pasnuyHbIX MOAXOOOB K YMPaBIEHMIO PUCKaMW; B HACTOsLEM CTaHAapTe MpUBOASITCA MNpUMEpHI
Hambonee pacnpocTpaHeHHbix MeTogoB. OpHako criefgyeT OTMETWUTb, YTO HEKOTOpble U3 MEPOMNPUATUIA MO
ynpaBneHuto MHOpPMaLMOHHON 6e30MacHOCTbIO HEMPUMEHUMBbI K OTAENbHBIM UH(OPMAaLUMOHHBIM CUCTEMAM U
cpefaMm M MOryT okasaTbCs HenpuemrnembiMu Ansi KOHKPETHbIX opraHu3auuin. Hanpumep, B 8.1,4 npuBogutcs
onncaHune Toro, Kak MoryT 6bITb pacnpegeneHbl LOMMKHOCTHblIE 0683aHHOCTW, YTOObI NPefoTBPaTUTL OLWNOKN 1
MOLLEHHNYECTBO. B HEGONbLLIMX OpraHn3aumax MOXeT Oka3aTbCs HEBO3MOXHbIM pa3feneHne BCcex JOMKHOCTHbIX
0653aHHOCTEN; Toraa Anst AOCTWXKEHWUSI TOW Xe Lenu MOXeT ObiTb HeoOXOAMMO MPUHATME anbTepHaTUBHbIX
MEpONPUATMIA NO ynpaBreHutio MHdopmMaLmoHHo 6e3onacHocTblo. B kavecTBe pgpyroro npumepa MOXHO
npuBectn 9.7 n 12.1 — OCyLLECTBNIEHNE MOHUTOPMHIa WCMONb30BaHUSA CUCTEMbI M cOOpa [oKa3aTenbCTB.
YkasaHHble MeponpusTUSa No ynpaBneHuto MHOpMaLMOHHON 6e30MacHOCTLIO, Takue, kak permctpauns cobbitui
B CUCTEeMe, MOryT BCTynaTtb B KOH(MUKT C 3aKoHOAATeNbCTBOM, AEWCTBYIOLLUM, HanpuMep, B OTHOLUEHUU
3aLUNTbI OT BTOPXEHUS B NINYHYIO XU3Hb KMUEHTOB UM COTPYAHMKOB.

BbiGop MeponpusTuii Mo ynpasreHulo WHGOPMaLMOHHOW 6Ge30MacHOCTbI0 [OIKEH OCHOBLIBATHCS HA
COOTHOLLEHUM CTOMMOCTM UX peanu3aumm K aPekTy OT CHWKEHUSI PUCKOB M BO3MOXHBIM YObITKam B criyvae
HapyLleHus Ge3onacHocTu. Takke crieflyeT NpUHUMaTh BO BHUMaHWE (DaKkTopbl, KOTOpble HE MOryT ObiTh Npea-
CTaBrieHbl B AEHEKHOM BbIPaXXEHWUU, HANpUMep, NoTepro penyTauum.
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HekoTopble mMeponpusitTus No ynpaeneHuio MHOpMaLUmoHHoN 6e30nacHOCTbO, NpPYBEAEHHbIE B HACTOSI-
Lem cTaHgapTe, MOryT paccMaTpuBaTbCs Kak PYKOBOASLUME NPUHUMMbI ANs ynpaBreHust MHAOpMaLMOHHOW
6e30nacHOCTbI0 N MPUMEHATLCS ANns GonblnHCTBa opraHu3auunin. bonee nogpobHO Takne mMeponpusTus pac-
CMaTprBalTCA HUXE.

OTnpaBHas Touka Ans BHeApeHUs MHopMaumMoHHOM Ge3onacHOCTH

OTaenbHble MeponpuUATAS MO YNpaBneHW0 MHopMaLMoHHOW 6e3onacHOCTbIO MOTyT paccMmaTpuBaTbCs
KaK pyKOBOASALLME NPUHLMIMBI ANS YNpaBneHnst MHopmauMoHHOW 6e30MacHOCTBIO U CIYXXUTb OTNPaBHOW TOYKOW
Onsi ee BHeApeHusi. Takme mMeponpusitust mMbo OCHOBLIBAKOTCS Ha KIoYeBbIX TPeOOBaHWUAX 3aKOHOOATENbCTBA,
nnbo paccmaTpmBaloTCcs Kak obLLenpuHATast NpakTuka B obnactu nHdopmaumoHHon 6esonacHocTu.

KntoyeBbIMM MepamMK KOHTPOMS C TOYKU 3pEHUS] 3aKOHOAATENbCTBA ABMATCA:

- obecne4veHne KoHpMaeHLMaNbHOCTN NepcoHarnbHbIX AaHHbIX (12.1.4);

- 3alUmMTa YYETHbIX AaHHbIX opraHunsaumm (12.1.3);

- MpaBa Ha WMHTEeNNeKTyanbHy cobcTBEHHOCTL (12.1.2).

MeponpuaTus no ynpasneHno nHopMaLmoHHON 6e30nacHOCTbI0, paccMaTpuBaeMble Kak obLyenpuHaTas
npakTuka B obrnactu nHpopmMaunoHHon 6e30NacHOCTH, BKMOYAKOT:

- Hanuune JOKYMeHTa, OMUCLIBAIOLLLEro NONUTUKY MHopMaLumnoHHon 6esonacHocTu (3.1);

- pacnpegeneHune obasaHHocTen no obecneyveHunto MHopmaLmoHHon 6esonacHocTu (4.1.3);

- 0by4eHune BonpocaM MHpopMaLMoHHON 6e3onacHocTh (6.2.1);

- NHOpMUPOBaHME 06 MHUMAEHTAX, CBSA3AHHbLIX C MHCpOPMaLUMOHHON 6e3onacHocTbio (6.3.1);

- ynpaBreHve HenpepbiBHOCTbIO bu3Heca (11.1).

MepeyncneHHble MeponpuUATUSt NPUMEHUMbI A4St 6ONbLUMHCTBA OpraHu3aunii U MHPOPMAaLMOHHbLIX cpes.
CnepnyeT OTMETUTb, YTO, XOTS BCE MPUBEAEHHbIE B HACTOSLLEM CTaHOApTe MepONnpUSTUSE ABMSAOTCA BaXKHbIMU,
YMECTHOCTb Kakon-nnbo mepbl AOMKHa OnpeaensaTbCs B CBETE KOHKPETHBLIX PUCKOB, C KOTOPbIMU CTankveaeTcs
opraHusauusi. CnegoBaTenbHO, HECMOTPS Ha TO, YTO BbILLIEONNCAHHBIN NOAX0A paccMaTpuBaeTCs Kak OTrnpas-
Has Toyka AnA BHeApPEHWUS MeponpuaTuii no obecneyeHnio MHPOPMaUMOHHON 6e30MacHOCTU, OH He 3amMeHsieT
BbIGOP MEpPONPUATUIA MO yNpaBreHnto MHOpMaLMOHHON 6e30NacHOCTLI0, OCHOBAHHbIV HA OLEHKE PUCKOB.

BaxHenwue dakTopbl ycnexa

MpakTvka nokasblBaeT, YTO ANS YCMELWHOro BHeAPEHUS MHOPMaLMOHHOW 6e30nacHOCTV B OpraHusauum
peLlaLMMmn SBNSI0TCS creayroLlme akTopbl:

- COOTBETCTBME Lenewn, NonnTrK n npouenyp MHOopmaumoHHom 6e3onacHoCTh Lensam busHeca;

- COrnacoBaHHOCTb MOAX0Aa K BHEAPEHMNIO CUCTEMbI HE30MACHOCTM C KOPMOPATUBHOW KyNbTypoW;

- BUAUMas NogaepXka N 3auHTepeCcoBaHHOCTb CO CTOPOHbI PYKOBOACTBA;

- YeTKkoe NoHMMaHue TpeboBaHun 6e30MacHOCTY, OLeHKa PUCKOB U yrpaBreHne puckamu;

- obecneyeHne NOHMMaHWUA HeoOXOOMMOCTW MPUMEHEHUS Mep MHOopMaLMOHHON 6e3onacHOCTM pyKo-
BOACTBOM W COTPYAHMKaMu opraHn3aumu;

- nepefjava WHCTPYKUMIA B OTHOLLUEHUW MONWUTUKN MH(OPMAaLMOHHONW 6e30nacHOCTU U COOTBETCTBYHOLLMX
CTaHOapTOB BCEM COTPYAHUKAM U KOHTpareHTam;

- obecnedveHne HeobxoaMmMoro oby4yeHusa 1 NoaroToBKY;

- BCECTOPOHHAS M cbanaHCcMpoBaHHas cuctemMa M3MepsieMblX nokasaTenew, UCnonb3yemblX ANA OLEHKM
3PPeKTMBHOCTM ynpaBreHus MHAOPMaUMOHHON 6e30NacHOCTBI0 M MPEeANIOXKEHUA Mo ee YryyleHWo, nocTy-
NMBLUXX OT UCMONHUTENEN.

PaspaboTka cob6CTBEHHbLIX PYKOBOACTB OpraHu3aumm

Hactoswwmi ctaHgapT OOMKeH pacLeHuBaTbCs Kak OTrpaBHasi Touka Ans pa3paboTku pykoBoAcTBa nofg
KOHKPETHbIE HYX[bl OpraHmM3auun. He Bce UHCTPYKLMU U MepOoNpUsATUs, NPUBEAEHHbIE B HACTOSILLLEM CTaHaapTe,
MOryT GbITb MPUMEHUMBIMMU.

Bonee Toro, MoryT notpeboBaTbCs AOMNOMHUTENbBHLIE MEPLI, HE BKIOYEHHbIE B HACTOSLLMIA cTaHaapT. B
3TOM Cryyae MOXeT ObITb MONe3HbIM COXpaHeHUEe MepPEeKPeCcTHbIX CChINOK, KOTopble obreryart NpoBepKy COOT-
BETCTBUSA, NPOBOAVMYIO ayiUTOpPaMM1 U NapTHeEpPamu no GusHecy.
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1 O6nacTtb npMMeHeHuns

HacToswmn ctaHgapT ycTaHaBnNvMBaeT pekoMeHAaumnn no ynpasneHno nHpopmMaumoHHon 6e30nacHoCTbIo
nvuam, OTBETCTBEHHbIM 3a NMaHMpOBaHWE, peanu3auuio UNu MNOAAEPXKKY pelleHuin GesonacHocTM B opra-
Hu3auun. OH npepHasHaveH Aansa obecneyeHust obLIMX OCHOB AN paspaboTku crtaHgapToB Ge3onacHocTv v
BblbOpa MpakTUY4ecKMX MeponpuATMIA MO yrnpaBneHuto 6e30nacHOCTbI0 B OpraHuM3auMmn, a Takke B MHTepecax
obecneyeHnss JoBepusl B ENOBbIX OTHOLLEHNAX MeXQy opraHnsaumsamu. PekomeHgaumm HacTosLwwero ctaHgapTa
cnepyeT BbIGUpaThb U NCMOMb30BaTh B COOTBETCTBUM C AEWCTBYIOLMM 3aKOHOAATENLCTBOM.

2 TepMUHbI 1 onpeaeneHus

B HacTosilem cTaHaapTe NpUMEHEHbI crieayoLmne TePMUHbI C COOTBETCTBYIOLLMMUW ONPEAENEHNSIMU:
2.1 nHdopmaumoHHas 6e3onacHocTb: 3awmTa KOHPUOEHUMANbHOCTU, LENOCTHOCTM M OOCTYMHOCTM
MHdOopMauun.

MpumevaHns

1 koHmaeHUManbHocTb: OGecneyeHne JocTyna K MHCOPMALIMK TOMNBKO aBTOPU30BaHHLIM NMONb30BATENSIM.

2 yenocTHocTb: OGecneyveHre JOCTOBEPHOCTU 1 NMOMHOTLI MHGOPMaLIMK 1 MeTOA0B ee 06paboTKM.

3 poctynHocTb: OGecnedeHne OocTyna K MHGOPMaUMM U CBsI3aHHbIM C HEN aKTVBam aBTOPU30BaHHBLIX
nonb3oBaTtenei No Mepe HeO6xoaUMOCTH.

2.2 oueHka puckoB: OueHka yrpos, nx NocneacTeni, yassMmMoCcTu nHcopmaumm n cpeacts ee obpaboTku,
a TaKke BEPOSTHOCTUN UX BO3HUKHOBEHWS.

2.3 ynpaBneHue puckamu: [Mpouecc BbISBMEHWS, KOHTPONSA U MUHUMU3ALUM UNN YCTPAHEHUS PUCKOB
6e30MacHOCTM, OKa3blBaloLLMX BIUSIHWE HA MHOPMALMOHHbIE CUCTEMBI, B paMKax AONYyCTMMbIX 3aTpar.

3 NMonuTuka 6e3onacHoCTHU

3.1 NMonutuka nHdopmaLMoHHON 6e3onacHOCTH

Llenb: obGecneveHve pelleHUs BOMPOCOB WHGOPMAaLMOHHOM Ge30nacHOCTM M BOBMEYEHUE BbICLUEro
PYKOBOACTBA OpraHv3aumny B AaHHbIN npouecc.

PaspaboTka n peanusaumsa nonuTMKU MHAOPMALIMOHHOM GEe30nacHOCTM opraHM3aumu OCyLLEeCTBRseTcH
BbICLUMM PYKOBOACTBOM MyTeM BblpaboTKM YeTKOW MO3UUUM B peLleHMn BOMpOCOB WH(opMaunoHHon Gesonac-
HOCTMW.

3.1.1 JokymeHTanbHoe opopmMmneHue

MonuTtuka nHpopmaunoHHOM 6e3onacHOCTM JOIMKHA ObITb YTBEPXKAEHA, M3[aHa U Hagnexawmm obpasom
JoBefeHa [0 cBeaeHust Bcex COTPYAHMKOB opraHu3auun. OHa JoSmkHA yCTaHaBnNmMBaTb OTBETCTBEHHOCTb

U3pnaHue ocdmumansHoe



PYKOBOACTBA, a Takke m3naratb NOAXOA OpraHusauuu K yrnpasneHuio MHopMaLuoHHol Be3onacHocTblo. Kak
MUHMMYM, NONMTMKA AOIMKHA BKINOYaTb CrieaytoLulee:

a) onpegeneHve WHAOPMALMOHHOW ©Oe3onacHoOCTH, ee obwmx uenem v cdepbl OEWCTBUSA, a TaKke
packpbiTe 3Ha4YMMoCcTM 6e30nacHOCTM Kak WHCTpyMeHTa, obecrnedqvBalolero BO3MOXHOCTb COBMECTHOro
MCMNonb30oBaHWsa nHdopmaumu;

6) usnoxeHuwe Uenem u NpUMHUMNOB WHMOPMaLUMOHHONW 6e3onacHoCcTn, COPMYNUPOBaAHHBIX PYKO
BOLICTBOM;

B) KpaTkoe u3noxeHve Hauboree CyweCcTBEHHbIX [Ans oOpraHusauum nonuTuk  6GesonacHocTy,
NPVHLMNOB, NpaBun 1 TpeboBaHWi, Hanpumep:

1) cooTBeTCTBME 3akoHOAATENbHBIM TPEOOBAHMAM 1 LOTOBOPHLIM 06s13aTENbLCTBAM;

2) TpeboBaHuA B OTHOLLEHUN 0By4eHns Bornpocam 6e3onacHocTy;

3) npepoTBpaLleHne NosBNeHns n obHapyxeHue BUPYCOB 1 APYroro BPeAOHOCHOIO NPOrpaMMHOro
obecneyeHus;

4) ynpaBneHue HenpepbIBHOCTLIO BusHeca;

5) oTBETCTBEHHOCTb 3a HapyLLeHMs NoNUTUKK 6e3onacHoCcTy;

r) onpegeneHne obLIMX W KOHKPETHbIX 00SI3aHHOCTEN COTPYAHWKOB B paMKax YyrnpasneHus uHdop
MauUMOHHON 6e30MacHOCTbO, BKMYas WHGOPMUMPOBaHME 00 WHUMAEHTAx HapyLleHus WHEOPMaLVOHHON
©e3onacHoCTY;

) CCbiNKM Ha [OKYMEHTbI, OOMONHSIWME MNONUTUKY WHAOPMaUMOHHON ©e3onacHocTw, Hanpumep,
6onee petanbHble NOMUTUKU M NpoLeaypbl 6e30nacHOCTN OIS KOHKPETHbIX MHPOPMAaLMOHHBIX CUCTEM, a TaKke
npasuna 6e3onacHOCTU, KOTOPLIM OOMKHbI CreoBaTh Nonb3oBaTenu,

Takast nonuTuka gormkHa ObITb JoBedeHa [0 CBEAEHMSI BCEX COTPYAHWKOB OpraHu3aumu B LOCTYMHOW U
NOHATHOM hopme.

3.1.2 NepecmoTp 1 oueHKa

Heobxogmmo, 4Tobbl B OpraHusaumm HasHavanocb OTBETCTBEHHOE 3a NONUTUKY 6e3onacHOCTU AOMKHOCT-
HOe NuLo, KOTOpOe oTBeYaro Obl 3a ee peann3auunio U NepecMoTp B COOTBETCTBMU C YCTAHOBIEHHOW Npoueay-
poii. YkasaHHas npoueaypa AormkHa obecnevmBaTh OCYLLECTBIIEHUE MEepPecMoTpa MONUTUKMA MHEOPMAaLMOHHOMN
6e30nNacHOCTM B COOTBETCTBUM C M3MEHEHVSIMW, BIUSIOWMMU Ha OCHOBY MepBOHA4YanbHOW OLEHKU pucka,
HanpuMmep, NyTEM BbISIBNIEHUS CYLLECTBEHHbIX WHLUMOEHTOB HapylleHWs WHopmMaLMoHHOW 6e30nacHoCTH,
NOSIBMEHNE HOBbIX YS3BUMOCTEW UMW M3MEHEHUSI OPraHW3auMOHHOW UMW TEXHOMOMMYECKON WHGPaACTPYKTYPbI.
Mepvoguyeckme nepecmoTpbl AOMKHbI OCYLLECTBMAATECS B COOTBETCTBUM C YCTAHOBMEHHLIM Tpadukom U
BKIIOYATh:

- NpoBepKy 3 HEKTUBHOCTY NMONMUTUKU, UCXOASA U3 XapakTepa, Yncna u NocrneacTBUIN 3aperMcTpMpoBaHHbIX
WHUMOEHTOB HapyLleHns nHopMaumMoHHON 6e3onacHocTy;

- onpegerneHne CTOMMOCTU MEPOMpUATMIA NO yNpaBneHuo UHPOpMaLnoHHON 6e30NacHOCTbI0O U NX BRUS-
Hue Ha adbdpekTMBHOCTL Br3Heca;

- OLIEHKY BIUSIHUS U3MEHEHWIA B TEXHOMOTUSIX.

4 OpraH13auMoHHblIe BONPOCbl 6€30MacHOCTH

4.1 OpraHu3saunoHHasa uHdpacTpykTypa MHcopmaunoHHon 6e3onacHoOCTU

Llenb: ynpaBneHne nHgpopMaLoHHON 6e30NacHOCTbIO B OpraHvM3auum.

CTpyKTypy ynpaBsrneHus crnepyeT co3gasaTtbh Tak, YToObl OHa cnocobcTBoBana MHMUMaumMm 1 ocyluecTsne-
HUIO KOHTPONS 3a BHegpeHeM MHOpPMaLMOoHHOW 6e30MacHOCTM B OpraHu3aumu,

CnenyeT co3gaBaTb COOTBETCTBYOLUME YNpaBrsiioliMe COBETbl C y4acTWeM BbICLLUErO PYKOBOACTBA AMNS
YyTBEPXOEHNA MNOMUTMKM MHAOPMaUMOHHOW ©e3onacHOCTN, Has3HayeHWs OTBETCTBEHHbIX nwy B obnacTu
MHdOPMaLMOHHON 6e30MacHOCTM, a TakkKe OCYLLECTBIIEHNS KOOpAMHALUM BHEAPEHUS MepPOnpuUATUIA MO ynpas-
neHnio  MHopMaLMOHHON 6e3onacHOCTbio B opraHu3aumu. pu HeobxoAuMocTn crnepyeT npedycMoTpeTb
Hanuune crneumanucTa no BonpocaMm MHMOPMaLMOHHON 6e30NacHOCTU BHYTPU OpraHvM3auun, K KOTOpoMy MoryT
obpallatbca 3aMHTEepecoBaHHbIe COTPYAHMKM. CrnedyeT HanaxuBaTb KOHTaKTbl C BHELUHMMW crieupanuctaMmm no
©6e3onacHoOCTV Ans Toro, YToObl ObITh B Kypce OTpacneBbiX TEHOAEHLUIA, CMOCOOOB 1 METOAOB €€ OLIEHKM, a Takke
C Uenbl afekBaTHOrO pearMpoBaHMsA Ha WHUMOEHTbI HapyweHus mHpopmauuoHHon 6e3onacHocTn. Cnegyet
NoOLLPATL MHOTONPOMUMbLHBLIA NOAXOA K MHAOPMAaUMOHHOW 6e3onacHoCT, Hampumep, MyTem HamnaxvBaHus
COTpyAHMYECTBa MexXay MeHeaxXepamu, Nonb3oBaTensamMu, aaMUHUCTpaTopamu, paspaboTymkammn NpUNoXeHun,
ayauTopamu u coTpyaHukammu 6e3onacHOCTU, a Takke crneuuanuctamy B obnactn cTpaxoBaHus U ynpasneHus
puckamu.
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4.1.1 YnpaBnsilowun coBeT No Bonpocam MHgpopMaumoHHON Ge3onacHOCTHU

ObGecneveHne nHpOpPMaUNOHHON 6e30MacHOCTM — 3TO OTBETCTBEHHOCTb BbICLLIErO PYKOBOACTBA Opra-
HU3auuun, pasgenseMas Bcemu ee yneHamu, [1oaTomy npu opMmMpoBaHUM coBeTa Mo Borpocam MHdopMaLum-
OHHOM 6e3onacHOCTM JOMMKHbI obecneyvBaTbCs YETKOe YyhnpasfieHWe W peanbHas nogdepxka CO CTOPOHbI
pykoBoAcTBa uHMUMaTMB B obnacTtn GesonacHOCTW. Takow COBET AOMmKeH cnocobcTBoBaTb yKpenneHuto 6eso-
NMacHOCTX B OpraHuM3auuyM nyTem HenoCcpedCTBEHHOrO Y4acTus PYKOBOACTBA W BbiAeNeHWs HeobxoanMbIX
pecypcoB. OH MOXeT OblTb YaCTbIO CYLLECTBYIOLLEro opraHa ynpasrneHusi. Kak npaBumno, Takon COBET BbINOMHSAET
crnegytoLume yHKUUK:

- yTBepXaeHvue U nepecMoTp MOMUTMKM MHpopMaLMoHHON 6e30nNacHOCTM M COOTBETCTBYIOLUMX OOsA3aH-
HOCTeN Mo ee BbIMOSIHEHUIO;

- OTCMNEXWUBAHWE CYLLECTBEHHbIX U3MEHEHUIN B BO3AENCTBUSAX OCHOBHBLIX YrpO3 MH(POPMAaLMOHHBIM aKTu-
Bawm;

- aHanu3 1 MOHUTOPUHI UHLMOEHTOB HapyLUeHNs NHOopMaLUMOHHON Be3onacHoCTy;

- yTBEPXXAEHNE OCHOBHbIX MPOEKTOB B 06racT nHdopmMaLumnoHHon 6esonacHocTu.

Kpome aTtoro, gormkeH ObiTb Ha3HayeH PYyKOBOAUTENb, OTBEYAlOLWMIA 3a BCE BOMPOCHI, CBA3aHHblE C
MHpbOpMaUNOHHON 6e30NacHOCTLIO.

4.1.2 KoopauHauusa BonpocoB MHopmaLMoHHON 6e3onacHOCTH

Ona koopavHauMM BHEAPEHWs MeponpuATMIA MO yNpaBneHWio WHGOPMaUMOHHON 6e30MacHOCTbIO B
6onbLION opraHnsaumMmn MoxeT noTpeboBaTbCs CO3daHVWe KOMUTETA, BKMOYAlOWEro npeacraBuTenei pykoBo-
ACTBa 3aMHTEpeCcoBaHHbIX MoApPa3AeneHnin opraHm3asunm.

Kak npaBuno, Takon KOMUTET:

- cornacoBbIBaeT KOHKpeTHble hyHKUMM n obssaHHOCTM B obnactn mHdOopMaumoHHol 6e3onacHoCcTM B
pamMKax BCeW opraHu3aumu;

- cornacoBblBaeT KOHKpeTHble MeToAMKM W npouedypbl MHopmaunoHHoW 6GesonacHOCTU, Hanpumep,
Takue Kak oLeHKa pPUCKoB, knaccmdukaumsa nHpopMaLmum ¢ TOYKM 3peHns TpebosaHuin 6e3onacHocTy;

- cornacoBbiBaeT ¥ obecnevmBaeT NOAOEPXKKY WHMLMATUB M NPOEKTOB B 06nactm WHMOPMaLMOHHON
6e3onacHOCT B pamMKax BCEN OpraHumsauuv, Hanpumep, Takux kKak pa3paboTka nporpamMmbl MOBbILEHWS OCBe-
OOMITEHHOCTW COTPYAHMKOB B obracTty 6e3onacHocTu;

- obecneumBaeT y4yeT BkNOYeHUA TpeboBaHni 6e30MacHOCTM BO BCE MPOEKThI, CBA3AHHbIE C 06paboTkol 1
ncnosnb3oBaHMeM nHdopmaLumm;

- OUeHMBaeT afeKkBaTHOCTb W KOOPAWHWUPYET BHeOpPeHWEe KOHKPETHbIX MEPONPUSATUIA MO yNpaBrieHuto
MHdOpMaLMOoHHON 6e30NacHOCTBIO AN HOBbIX CUCTEM UK YCNYT;

- NPOBOAUT aHanu3 MHUMGEHTOB HapyLleHusi nHpopmaumoHHon 6e3onacHoCTw;

- cnocobcTByeT AeMOHCTpauMn MoadepXKM MHAOPMaLUMOHHOM 6e30MacHOCTM CO CTOPOHbI BbICLLErO
pyKOBOACTBa OpraHm3aumm.

4.1.3 PacnpepeneHue o6s3aHHOCTeM No obecnevyeHno MHPOPMaLMOHHON 6e30NacHOCTH

CnegyeT onpegenuTtb 06A3aHHOCTM MO 3aliMTe OTAENbHbBIX aKTMBOB W MO BbINOMHEHWNIO KOHKPETHBIX Mpo-
Leayp, CBSA3aHHbIX C UHPOPMaLMOHHON 6e30NacHOCTbIO.

MonnTuka uHdopmaunoHHon GesonacHocTn (pasgen 3) AorKHa ycTaHaBnuBaTb obLWmMe MpuHUMNBL U
npasuna pacnpegeneHvs dyHKUMA 1 obssaHHOCTeW, cBA3aHHbIX C obecneveHvem uHdOPMaumoHHon 6e3o-
nacHoOCTV B opraHu3auuu. MNMonuTuky cnegyeT AONONHWTb, rae Heobxoammo, 6onee aeTanbHbIMKM PYKOBOACTBaMM
ANs KOHKpeTHbIX obnacten, cuctem unu ycnyr, Kpome atoro, gomkHa ObiTb YeTKO onpegeneHa KOHKpeTHast
OTBETCTBEHHOCTb B OTHOLUEHUWN OTAENbHbIX MaTtepuarnbHbiX U MHOPMALIMOHHBIX aKTUBOB W MPOLIECCOB, CBSi-
3aHHbIX C MH(bOPMaLMOHHOM 6e30NacHOCTbLIO, HAaNPUMeEP, TakMX Kak NraHMpoBaHMe HenpepbIBHOCTM BusHeca.

Bo MHorux opraHusdaumsax Ha pykoBoauTens cnyxbbl nHdopmaumoHHon 6Ge3onacHocTV Bo3naraeTtcs
obLasa oTBETCTBEHHOCTb 3a pa3paboTKy M BHegpeHue cuctemMbl MHgopMaumoHHoW BesonacHoOCTU, a Takke 3a
oKasaHue CoAeNncTBus B onpegeneHny MeponpuaTviin no ynpaBneHnto nHopMauroHHON 6e30nacHOCTbIO.

B TO e Bpems OTBETCTBEHHOCTb 3a OnpeferneHvie noanexawux 3aluTte pecypcoB M peanusaumio
MepOonpUATUA MO YNpaBfieHNIo MHAOPMaLMOHHON 6e30nacHOCTbi0 B BOMbLUMHCTBE CryyYaeB BO3faraetcs Ha
pykoBoauTenen cpegHero 3seHa. OOLENPUHATON NPaKTUKON SBMSETCS Has3HayYeHWe OTBETCTBEHHOro nuua
(apMuHMCTPaTOpa) ANA Kaxaoro MHAOPMaLMOHHOIoO akTmea, B YbW MOBCeAHEBHblE 006513aHHOCTM BXOAWUT obec-
neveHne 6e30MacHOCTM AaHHOMO aKTuBa.

AgmMuHucTpaTop MHMOPMAaUMOHHBIX aKTMBOB MOXET fnepefasBaTb CBOM MOSIHOMO4YMS NO obecneyeHuio
6e30nMacHOCTM kakoMy-nMbo pyKOBOAWUTENO CPedHEero 3BeHa Wiu nocTaBlvkaMm ycnyr, Tem He MmeHee, agmu-
HUCTpaTOp OCTaeTcs OTBETCTBEHHbIM 3a obecrneveHvne Ge30MacHOCTM aKkTMBa M OOMKEH ObiTb B COCTOSIHUM
onpepenuTb, YTo Nobble NepeaaHHbIe NONIHOMOUYNS peanuayTcs A0MMKHbIM 06pa3oMm.

CnepyeT ycTtaHaBnvBaTtbh rpaHuLUbl OTBETCTBEHHOCTU KaX4oro pykoBOAWTENS W BLIMOMNHATL criegylowmne
npasuna:



- pasnuyHble akTMBbl M npolecchl (npoueaypbl) 6e3onacHOCTU, CBA3AHHbLIE C KaXAOW OTAENbHOW cucte-
MOW, [OJMKHbI ObITb BbIAENEHbI 1 YETKO ONpeaeneHsl;

- Heo6XoaUMO HasHauMTb OTBETCTBEHHbIX (AOMUHUCTPATOPOB) 3a KaxAdblA akTMB Mnu npoueaypy 6e3o-
NacHOCTU, U AeTann 3ToM OTBETCTBEHHOCTU AOMKHbI ObiTb AOKYMEHTUPOBAHbI;

- YPOBHW NMOMHOMOYMIA (aBTOPM3aLMM) AOIMKHbI ObITb SCHO onpeaeneHbl U JOKYMEHTUPOBAaHbI.

MpumevaHne — lNog aBTOpU3aLmen NOHUMAETCA onpeaeneHne ypOBHeVI O0CTyna nonb3oBaTesnia K onpe-
JeneHHbIM MaccBam MHdopMauuu; B Gonee LLUMPOKOM CMbICIle — paspeLleHne onpeaeneHHbIX 4eNCTBUN.

4.1.4 MNpouecc nonyyYeHUs paspeLleHns Ha ucnornb3oBaHue cpeacTB 06paboTkn uHgopmauum

Heobxogmmo onpegenutb npoueaypbl MONYyYeHWs paspelleHus Ha WUCMNonb3oBaHWe HOBbIX CpeacTB
06paboTku nHdopmaumu.

Mpn 3TOM MOryT OCYLLECTBRATLCHA CreayroLlme MeponpuaTua no ynpasreHuio MHdopMaunoHHon 6e3o-
NacHOCTbIO:

- HOBble CpeacTBa [OOMKHbI ObiTb COOTBETCTBYOWMM 06pa3oM ogobpeHbl CO CTOPOHbI PYKOBOACTBA
nonb3oBaTenen n agMUHUCTPATOPOB CPEACTB YMNpaBreHns, aBTopu3yoLWnX Ux Lenb ucnonb3oBaHns. Opobpe-
HWe criefyeT Takke nony4vaTtb OT MeHeaXepa, OTBETCTBEHHOrO 3a nopaaepXaHue cpefbl 6e30nacHOCTM nokanb-
HOW MHMOPMALMOHHON CUCTEMBI, YTODObI 06ecnevnTb YBEPEHHOCTbL B TOM, YTO BCE COOTBETCTBYHOLUME MONMUTUKM
6e3onacHocTM n TpeboBaHus cobaeHbI;

- annapaTHble CPeACcTBa U NporpamMmmHoe obecneyeHue cneayeT NpoBepsATb Ha COBMECTUMOCTb C APYTrMU
KOMMOHEHTaMW CUCTEMBI.

MpumeyvaHua

1 OpobpeHne moxeT noTpeboBaTbCs AN COEANHEHWNIA HEKOTOPbIX TUMOB.

2 Wcnonb3oBaHne NMUYHbIX cpeactB 0bpaboTkvu uHdopmaumu ans obpaboTku crnyxebHon uHgopMaumn n
MNOObIX HEOOXOAMMbIX MEPONPUATUA MO  YNpaBleHWIo MHOPMAUUOHHOW ©e30MacHOCTbI0  [AOIMKHO  ObIThb
aBTOPM30BaHO.

3 Vcnonb3oBaHue nnM4HbIX cpeacTB 06paboTku MHpopMaummn Ha paboyeM MecTe MOXET ObITb MPUYNHOM HOBbIX
YA3BUMOCTEN W1, CriefoBaTenbHO, A0MMKHO ObiTb OLEHEHO U aBTOPU30BAHO.

OTn MeponpuaTUs No ynpasneHuto MHPOPMaLMOHHON 6e30NacHOCTbLI0 0COBEHHO BaXkHbl B CETEBOW Cpefe.

4.1.5 KoHcynbTauum cneymManmcToB nNo Bonpocam MHOpMaunoHHOU 6e30nacHOCTH

KoHcynbTauum cneuunanmcToB no Bonpocam 6e3onacHocT TpebyoTcss MHOMMM opraHu3auusam. B ngeane,
X [JomkeH obecneunBaTb OMbITHBIA KOHCYNbTAHT MO WMHOPMaLMOHHOW Ge3onacHocTW, SIBNSOLMIACS
COTPYOHVKOM OpraHu3aumu. Ho He Bce opraHusauum MoOryT MUMeTb B CBOEM LUTATE MpodheccrMoHana-KoHCyMb-
TaHTa. B Takux cny4asax pekoMeHOyeTCsi HasHaYeHue BbIAENeHHOro CoTpyaHuKa (agMuHucTpartopa) Ans o6o6-
LLLEHNSI 3HaHWIA 1 OMbITa BHYTPM OpraHM3aumm ¢ Lenbio obecnevyeHns cornacoBaHHOCTU U NOAAEPXKKN B MPUHATAN
peweHuin no GesonacHOCTWM. JTOT COTPYOHWMK AOIMKEH Takke WMeTb [OCTyn K HeoOXOAMMBbIM BHELLUHWM
KOHCymnbTaHTam Ansi NornyyYeHns npodeccuoHanbHblX KOHCYNbTauMin MO BOMPOCaM, BbIXOASLWMM 33 paMKu €ro
COBCTBEHHOW KOMMETEHLIUN.

Mepen koHcynbTaHTamu Mo WHAOPMAaLMOHHOW 6€e30MacHOCTM WM agMUHMCTpaTopamMu AOofkHa ObiTb
nocTaereHa 3agaya no obecnevyeHnto KOHCynbTauUuii No BCEM acnekTam MHpopmaLmoHHon 6e3onacHocTy, B TOM
yncne n C NpMBNEYEHNEM BHELLHMX KOHCYNbTaHTOB. OT KayecTBa UX OLEHKM yrpo3 6e3onacHoCcTu 1 pa3paboTku
pekomMeHaauUMin OTHOCUTENBHO MEPONPUATUIA NO YNpaBreHnio MHPOPMaLMOHHON 6e30MacHOCTbIO CYLLLECTBEHHBLIM
obpasom 3aBUCUT ee 3(pEKTMBHOCTb B opraHu3aumu. [Onsa obecnedyeHnsi MakcumanbHoON 3ddEeKTUBHOCTU U
pe3ynbTaTUBHOCTU [OEATENBHOCTU KOHCYNbTAHTOB (2AMWHUCTPATOPOB) WM [OOMkHa ObiTb npegocTaBneHa
BO3MOXHOCTb HENOCPEACTBEHHOMO AOCTYNA K BbICLLEMY PYKOBOACTBY OpraHvM3aumu.

C KOHCYNbTaHTOM MO UH(OPMaLMOHHON 6e30MacHOCTM UNN aAMUHUCTPATOPOM CreayeT COBETOBaThLCS, Mo
BO3MOXHOCTW, He3aMeanuTenbHO, B Cryyae MoAO3PEeHUs Ha BbiBNEHME WHUMAEHTa HapylieHus uHdopma-
LMOHHOM 6e30nacHOCTM Mnu ya3BMMOCTM Be3onacHoCTU AN obecneyveHus nornyyYeHus KBannduumpoBaHHOro
coBeTa Mnu BblgeneHnst pecypcoB. HecmoTps Ha TO, 4TO BGOMLLWIMHCTBO BHYTPEHHMX paccrefoBaHUin B OTHOLLE-
HUM Ge3onacHOCTU OObIYHO BLIMOSHAT MOA KOHTPONEM PYKOBOACTBA, MOXET ObiTb LenecoobpasHbeiM obpa-
LeHNne K KOHCyNnbTaHTy (agmuHUCTpaTopy) Mo WHAOpPMaUMOHHOW 6e3onacHOCTU C Uenbl  paspaboTku
pekomMeHaauUuMi, a TaKkke ero y4actus B paccrnegoBaHvumn v B €ero pyKoBOACTBE.

4.1.6 CoTpyaHM4YeCcTBO MeXAy opraHusauusamm B obnactu uHdopmaumoHHon 6e3onacHOCTH

CooTBeTCTBYIOLIME KOHTAKTbl C OpraHamu, OTBeYalLuMKN 3a coOMogeHMe 3aKOHOB, C PerynupytowmmMm
opraHamu, MocTaBLLMKaMU MH(POPMALMOHHBIX YCIyr U onepaTtopamu CBA3W creayeT noaaepXusartb Ans Toro,
4YTOObI rapaHTMPOBaTb, YTO U B CNy4ae HapyLlleHUs MHPOPMaLMOHHON 6e30NacHOCTM MOXHO BbICTPO Npeanpu-
HSTb COOTBETCTBYHOLLME OEWCTBUS W NMOMYYUTb NpPaBuribHbIA cOBET. C aHanornyHom Lenbio crnegyet paccMat-
puBaTb yyactve B npodpeccrmoHanbHbix coobLlecTBax 1 B OTpacneBbiXx Meponpusitusix B obnactv 6e3onacHocTy.
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Mpn obmeHax uHdopmaumelr no Bonpocam MHAOpPMaUMOHHOW 6GesonacHocTM crnepyeT obecneumBaTb
3aWwmTy KOHMAEHUMAaNbHOM MHMOPMaLUM opraHn3aumm oT HecaHKLUMOHUPOBAHHOIO 4OCTYNa.

4.1.7 HezaBucumas nposepka (ayavT) mHcopmMauMoHHOM 6e3onacHOCTH

[okymMeHT nonutukn mHdopmaumoHHon 6esonacHoctu (mogpasgen 3.1) yctaHaBnmBaeT uenu n obasax-
HoCcTW B obnactn nHdopmaumnoHHo 6esonacHocTu. Ero BeinonHeHne AOMKHO NpoBepsATLCA B MHTepecax obec-
nevyeHnss yBepeHHOCTU B TOM, YTO pa3paboTaHHble B OpraHusauuy MeponpusaTusi AOMKHbIM 06pa3omM oTpaxatoT
NONMUTKKY N YTO OHa ABNSIETCS BbINOMHUMON 1 3dbdpekTMBHOW (mogpasgen 12.2).

Takas npoBepka (ayanT) MOXeET OblTb BbINONHEHA BHYTPEHHUM ayAUTOM, HE3aBUCUMbIM MEHEKEPOM WU
CTOPOHHEN OpraHu3auuen, cneLmanmanpyloLenca Ha Takmx NnpoBepkax, Mpy 3TOM CNeLnanuncTbl, npusnekaemble
K NpoBepKe, AOMKHbI 06ragaTe COOTBETCTBYOLLMMW HABbIKAMU U OMbITOM.

4.2 ObecnevyeHne 6e30NacHOCTU NPV HaNM4YMM JOCTyNa K MHhOpPMaLNOHHBLIM CUCTEMaM CTOPOHHUX
opraHusauumu

Llenb: nopaepxuBaTtb 6e3onacHoCTb cpeacTs 06paboTku MHdopMaLmm opraHM3aunm 1 UHOPMaLMOHHbIX
aKTMBOB NpW AOCTYNe TPETbUX CTOPOH.

HocTyn k cpegcTBam 06paboTkv HGOpMaLMmn opraHM3auum TPeTbMX CTOPOH AOSHKEH KOHTPONMpPOBaThLCS.

Tam, rae ecTb noTpebHOCTL BM3Heca B TakoM JOCTyne TpeTbel CTOPOHbI, credyeT NMPOM3BOAUTL OLIEHKY
pucka, onpepensatb nocneacTsus Ana 6es3onacHOCTM U ycTaHasBnveaTb TpeboBaHUS K MeponpuaTUSaM Mo
ynpaBneHuto MHMOpMaLMoHHON 6e3onacHoCTbi0. Takve MeponpuaTysa crieqyeT CcornmacoBbiBaTh U onpeaensTb B
KOHTpPaKTe C TPETbeW CTOPOHOMN.

KoHTpakThbl, pa3peLuatoLiue 4OCTyn TPeTbeln CTOPOoHE, AOMMKHbI BKNOYATL Npoueaypy onpeaeneHns npas v
yCrnoBui JoCTyna Apyrmx y4acTHMKOB.

HacTosawmn craHgapT MOXEeT MCNOoMb30BaTbCA Kak OCHOBA ANS COCTaBMEHUs TakMX KOHTPAKTOB, a Takke
npy paccMOTPEHUN 1 NPUBMEYEHUN CTOPOHHMX OpraHM3auui anst o6paboTtkm nHpopmaumm (outsourcing).

4.2.1 OnpegeneHne puUcKoB, CBA3aHHbIX C HANUYUEM AOCTyNna CTOPOHHUX NULL U OpraH1M3aumn K
MH(OPMaLMOHHbLIM CUCTEMaM

4.2.1.1 Tunsl gocTtyna
OnpepgeneHne Tuna goctyna, NpegoCcTaBeHHOro TpeTbelnt CTOPOHE, MMeeT ocoboe 3HadeHne. Hanpumep, pucku
[OCTyna Yepes ceTeBoe COeAMHEHNE OTNNYATCA OT PUCKOB, CBA3AHHbIX C (N3NYECKMM AOCTYN OM. Tunamm
AOCTyna, KoTopble cregyeT paccmaTpuBaTth, SBASIOTCS:

- PM3NYECKNn — K OCPUCHBIM MOMELLEHMAM, KOMMBIOTEPHBIM KOMHATaM, CEPBEPHbIM;

- nornyecknt — Kk 6a3am faHHbIX, MHPOPMAaLMOHHBIM CUCTEMaM OpraHM3aLuu.

4.2.1.2 ObocHoBaHusA onsa goctyna

TpeTben cTopoHe MOXeT ObiTb NMpeaocTaBneH AOCTYN NO psay NPUYMH. Hanpumep, CTOPOHHUM KOMMNaHu-
AIM, OKa3blBAOLMM YCNyrn OpraHn3aunsm, HO He PacnonOXeHHbIM TeppuTopuanbHO B TOM Xe MecTe, MOXeT
6bITb MPeAocTaBneH MU3NYECKUIA 1 NTOTMYECKUIA JOCTYM, KaK, Hanpumep:

- COTPYAHMKaM TpeTbel CTOPOHbI, OTBeYaWwmnM 3a obcrnyxuBaHue annapaTHbIX CPeAcTB W MPOrpamMmmHO
ro obecneyeHusi, KOTOpbIM HeobxoAuMM AOCTYN Ha YpPOBHe cUCTeM WM Oofiee HU3KOM YpPOBHE MpUKNagHOW
YHKLMOHANBLHOCTH;

- TOProBblM W AEenoBbIM NapTHepam, KOTOpblM MOXeT noTpeboBaTbcsi 0OMeH uHdopmaumen, JocTyn K
MHPOPMAaLMOHHBIM cucTeMam unu odwmum 6asam AaHHbIX.

WHdopmauma opraHnsaumm MoxeT ObiTb NOABEPXEHa PWUCKY HapylueHwss GesonacHoCTM mnpu JocTyne
TPeTbUX CTOPOH C HeageKBaTHbIM ynpaerneHneMm 6e3onacHocTblo. Tam, rge ecTb NPou3BOACTBEHHAs HeobXo-
OVIMOCTb KOHTaKTOB C TPEeTbeW CTOPOHOW, crieayeT NpoBOAUTb OLIEHKY pucka, 4Tobbl naeHTuduumposaTe Tpe-
6oBaHUs 1 onpeaennTb MEpoNpPUATUS MO ynpasneHnio nHdopmaumnoHHon 6esonacHocTbio. Mpn aTom cnepyet
NpUHUMaTbL BO BHUMaHWe Tun Tpebyemoro goctyna, LEHHOCTb MHOopMauuuM, MeponpusaTUa Mo ynpasreHuto
MHdOPMaLMOHHON 6e30MacHOCTbIO, MCNOMb3yeMble TPeTbel CTOPOHOW, W NOCMeACTBMSA 3TOr0 AocTyna Ans
nHdopMaLmoHHo 6e3onacHoOCTN opraHn3aumn.

4.2.1.3 Nogpsaunkm, BeiNOMNHsOWME paboThl B NOMELLEHUAX B OpraHmM3aumm

TpeTbM CTOPOHbLI, pa3MelleHHble B MOMELLEHWAX opraHusaumn Gonee cpoka, onpeferieHHoro B MX KOH-
TpakTe, MoryT ocrnabutb 6e3onacHocTb. KaTeropum coTpyaHUKOB TpeTbel CTOPOHbI, pa3MellaeMblX B noMelle-
HWSX OpraHM3aumu:

- COTPYAHWKW, OCYLLECTBASOWME NOJAEPXKKY M CONPOBOXAEHWE annapaTHbIX CPeAcTB U NPOrpamMmMHOro
obecneyeHus;

- COTPYAHUKK, ocyLlecTBnsALWwme ybopky, obecneunBaowme nuTaHne, oOXpaHy 1 Apyrue ycnyru;

- CTyAeHTbl U nuua, paboTatowwme nNo TpyLOBbIM COrMaLlLeHUsIM;

- KOHCYMbTaHThbI.



BaxHo npegycMoTpeTb MeponpuaTvs Mo yrnpaBneHuio MHopMauMoHHOW 6e3onacHoCTbi0, Heobxoaumble
ONst ynpaBneHust OOCTynoM K cpeactBam o6paboTku mHdopmaumMu TpeTbel CcTopoHbl. Bce TpeboBaHus
6e3onacHOCTH, CBA3aHHble C AOCTYNOM TpPeTbel CTOPOHbI UMM MEPONpUATUAMU MO YNpaBreHuo MHopMaum-
OHHOW ©e3onacHOCTbIO, crefQyeT oTpaxaTb B KOHTpPaKTe C TpeTben cTopoHon (4.2.2). Hanpumep, ecnm
CyllecTByeT cneuuanbHas noTpebHocTb B obecneyeHunM KoHMAEHUMAnbLHOCTM wHdopmauum, cregyet
3aKIMIOYMTb CornalleHve o ee Hepasrnawenum (6.1.3).
Heponyctumo npenoctaBnAaTb TPETbEN CTOPOHE AOCTYN K MHdopmaumm 1M cpeactBam ee ob6paboTku oo
Tex nop, noka He yCTaHOBIEHbI COOTBETCTBYIOLLME MEPONPUSTUS NO ynpaBreHnio MHdopMaunoHHon 6esonac-
HOCTbIO 1 HE MOAMNMCaH KOHTPAKT, ONpeaensioLLMiA yCNoBUsi NpeoCTaBNeHns CBA3W UNn 4ocTyna.
4.2.2 BknroyeHue TpeboBaHui 6e3onacHOCTU B JOTOBOPbI CO CTOPOHHMMM NULLAMU U OpraHu3a-
UUAMN
Bce gencrtBus, cBA3aHHble C NpUBrEYEHNEM TpeTben CTOPOHbI K cpedcTBam obpaboTku nHdopmaumm
opraHvsauun, LOMKHbI ObITb OCHOBaHbI HA OULMANBHOM KOHTPAKTE, COAEPXKaLLEM WX CCbINAlLWEMCs Ha HUX,
1 OOIMKHbI 06ecnevmBaTbCa B COOTBETCTBUM C MOMUTUKOM U CTaHgapTaMy 6e30nacHOCTU opraHu3aumm. KoHTpakT
JormkeH obecnevnmBaTb YBEPEHHOCTb B TOM, YTO HET HMKAKOro HeAOMOHNMaHNs Mexay ctopoHamu. OpraHusauum
Takke AOIPKHbI NPefyCMOTPEeTb BO3MELLEHNE CBOMX BO3MOXHbIX YOBITKOB CO CTOPOHbI KOHTpareHTa. B KOHTpakT
BKITHOYAKOTCS CNeayoLmne NoNoXeHUs:
a) obLasa nonuTuka nHopmauMoHHon 6e3onacHocTy;
6) 3awmuTa aKTMBOB, BKIOYas:
1) npoueaypbl NO 3allMTe aKTUBOB OpraHu3auuu, B TOM Yucre MHdopmauMu U nporpaMmmHoro obec-
neyeHus;
2) npouenypbl Ans onpegeneHvs KOMMNpomeTauuMuM akTUMBOB, Hanpumep, BCreacTeBuve notepu wunm
MoaMdUKaLUUN AaHHbIX;
3) MeponpuaTMa No obecneyeHno BO3BPaLLEHNS UMW YHUYTOXEHUS MHAOPMaLnM U akTUBOB MO OKOH-
YaHMM KOHTPAaKTa U B YCTAHOBITEHHOE BPEMSI B TEYEHME OENCTBUSA KOHTPAKTa;
4) UenoCTHOCTb U AOCTYMHOCTb aKTMBOB;
5) orpaHnyeHust Ha KOMUPOBaHNE M PacKpbITUE MHAOPMaLWK;
B) onucaHue KaXxaon NpeaocTaBnsaeMon yCnyru;
r) onpegeneHne HeobxoaMMOro 1 HeENPUEMIIEMOro YPOBHS 06CNYXUBaHWS;
[) ycrnoBusi OCTaBKM COTPYLAHUKOB K MecTy paboThbl, Npy HEO6X0ANMOCTY;
€) CooTBETCTBYIOLIME 06513aTENLCTBA CTOPOH B paMKax KOHTPaKTa;
X) obsizaTenbCTBa OTHOCUTENBHO HOPUAMYECKMX BOMPOCOB, HanpuMMep, 3akoHo4aTenbCTBa O 3alu
Te [OaHHbIX C Y4eTOM pasfMyHbIX HauMOHarbHbLIX 3aKOHOAATENbCTB, OCOOEHHO E€CnM KOHTPaKT OTHOCMTCH K
COTPYAHWYECTBY C OpraHusaumammn B Apyrux ctpaHax (12.1);
3) npaBa wHTennektyanbHow cobcTtBeHHocTn (IPRs) u aBTopckue npasBa (12.1.2), a Takke npaso
Basi 3aLmTa nobor coBmecTHol paboThl (6.1.3);
1) cornawleHus No ynpaefeHno AOCTYNOM, OXBaTbiBaKOLLME:
1) paspelLeHHble MeToAbl AOCTYMNa, a Takke yrnpaBfieHWE M MUCMONb30BaHUE YHUKANbHbIX MAEHTUDK-
KaTtopoB, TUNa nons3osarensckux |ID n naponew;
2) npouecc aBTopusauuy B OTHOLLEHUW JOCTYNa 1 NPUBWUMEriA Nonb3oBaTenen;
3) TpeboBaHMe akTyanuaauum cnmucka nui, MMEILLMX NPaBo UCMONb30BaTb NPefoCcTaBnsieMble YCnyru,
a Takke COOTBETCTBYIOLLEro Cnvcka npas v NpUBUIErin;
K) onpegeneHne naMepseMblx nokasatenen aeKTUBHOCTM, a TakKe X MOHUTOPUHT U NpeaocTaBneHne
OTYETHOCTU;
1) NpaBO MOHUTOPWUHIa AENCTBUI Nonb3oBaTenen u 6rnokKnpoBkK 4OCTyNa;
M) NpaBo NPOBOAUTL NPOBEPKM (ayanT) AOrOBOPHbIX 0653aHHOCTEN UNu AenermpoBaTh NpoBeaeHNe Takoro
ayauTa TpeTben CTOPOHE;
H) onpegeneHue npouecca MHAOPMUPOBAHMS O BO3HUKAKOLWMX Npobrnemax B criyvyae HenpeaBuAEHHbIX
06CTOATENBLCTB;
0) 00653aHHOCTM, KacalLmecss YCTaHOBKM W COMPOBOXAEHWS annapaTtHbiX CPeACTB M MpPOrpaMMHOro
obecneyeHus;
n) YeTkasa CTPYKTypa NoAOTYETHOCTU M CornacoBaHHbIe hopMaThbl MPEACTABEHNS OTYETOB;
p) SICHbIV U ONPeAEneHHbI NPOLECC YNPaBneHNs U3MEHEHUAMN;
c) nobble HeobxoauMble Cnocobbl orpaHMYeHnst n3mM4eckoro AocTyna v npolenypbl Anst obecneveHns
YBEPEHHOCTU B TOM, YTO 3TU Mepbl 3PEKTUBHbI;
T) o6yyeHue nonb3oBaTensi U agMUHUCTpPaTopa MeToAam v npoueaypam 6e3onacHocTy;
y) MeponpusiTus Mo ynpaBneHuio WHOpMaUMOHHON 6e3onacHOCTbi Ans obGecrneveHnss 3awutbl OT
BPEAOHOCHOro nporpaMMmHoro obecneveHus (cm. 8.3);
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) npoueaypbl OTYETHOCTU, YBEAOMITEHUS] U paccrnefoBaHWsa MHLUOEHTOB HapyLleHWUs MHMOPMaLMOHHOM
6e30nMacHOCTU 1 BbISIBNEHUs cnabblx 3BeHbEB CUCTEMbI HE30MaCcCHOCTH;
X) NpMBReYeHne TpeTben CTOPOHLI BMECTe ¢ cybnoapsavmkamu.

4.3 NpuBneyeHne CTOPOHHUX OpraHu3auun K o6paboTke MHopmMaLnmM (ayTCOPCUHT)

Llenb: obecneveHne mHpOpPMaLMOHHON Oe3onacHOCTU, Korga OTBETCTBEHHOCTb 3a 06paboTKy MHGOp-
Mauuv nepegaHa Apyron opraHvsaumm.

[loroBOpeHHOCTM, CBSI3aHHbIE C MPUBIIEYEHUEM TPETBUX CTOPOH, AOIMKHbI YYUTbIBATb OLIEHKU PUCKOB,
MeponpuATMS Mo ynpaBneHnio MHMOPMaLMOHHON 6e30MacHOCTLI0 M Mpoueaypbl B OTHOLIEHUM MHOPMaLMOH-
HbIX CMCTEM, CETEN U/UNN HACTOMbHbLIX KOMMLIOTEPOB M AOIMKHbI ObITb OTPaXXEHbI B KOHTPAKTE.

4.3.1 BknroyeHue Tpe6oBaHui 6e3onacHOCTU B JOrOBOPbLI Ha OKa3aHue ycnyr no o6pabotke
MHcOopMaLun CTOPOHHUMU OpraHU3aunAMM (ayTCOPCUHTY)

TpeboBaHus 6e3onacHOCTU B criyyae, korga opraHusauusi nepefaeT ons ynpaBreHust U KOHTponst Bce Unm
HeKOoTOopble U3 CBOMX MH(OPMALMOHHBIX CUCTEM, CETEN /UMW NepCOoHanbHbIX KOMMbIOTEPOB, CrieayeT ykasaTb B
KOHTpakTe, COrnacoBaHHOM Mex4y CTOPOHaMM 1 yYUTbIBaKOLLEM:

- BbINONHEHWe TpeboBaHWi 3aKkoHOA4ATENbCTBA, HAaNPMMeEp, B OTHOLLEHUW 3aLUMTbI AaHHbIX;

- [OCTMXKEHWE [OroBOPEHHOCTeN, obecrneymBaloliMX YBEPEHHOCTb B TOM, YTO BCE CTOPOHbI, BKMOYas
cybnoapsaunKoB, ocBEAOMIEHBI O CBOMX 06513aHHOCTSAX, kacarowmxcs 6esonacHocTu;

- kak OyayT obecneumBaTbCa U TECTMPOBATLCS NapamMeTpbl LEMOCTHOCT U KOHuAeHUnansHocTn brusHec-
aKTMBOB OpraHunsauuu;

- TUNbl PU3NYECKNX U NOTMYECKNX METOAOB MO ynpaBreHntio nHdopmMaunoHHon 6e3onacHOCTbIO, UCMOoNb-
3yeMbIX Npy NpefocTaBneHnn HeobxoaMMoro oCcTyna K YyBCTBUTENBHON CryxebHon nHdopmaumm opraHmsaumm
CTOPOHHVM NOMb30BaTENSIM;

- obecneyeHne OOCTYNHOCTU CEPBUCOB B cryyae 6eacTBus;

- YpoBHUM chmauyeckon 6e3onacHOCTU, KOTopble AOSMKHbLI ObiTb 0GecnedeHbl B OTHOLEHUM 060opyaOBaHUS,
MCMoSb3yeMOoro B paMkax ayTCOPCUHra;

- NpaBo Ha NpoBeAeHne ayauTa.

Ycnosus, npuBegeHHbIe B NyHKTe 4.2.2, cnegyeT Takke paccMaTpyBaTh Kak YacTb KOHTpakTa. Heobxoau-
MO, 4TODObl KOHTPaKTOM Oblna NpPegycMOTPeHa BO3MOXHOCTb AanbHeWLen geTanusauum u peanusauum tpebo-
BaHWN W npouenyp 6e3onacHOCTM B COMMacoBaHHOM MEXAY CTOPOHaMW NfaHe MeponpusTuiA B obnactu
6e3onacHocCTy.

HecMoTps Ha TO, YTO KOHTPaKTbl MO NPUBIIEYEHUIO TPETbUX CTOPOH MOTYT BKMIOYaTb PAA CIOXHbIX BOMpPO-
COB, MpaBurna u pekoMeHaauuy no yrnpaeneHnio MHpOpMaLMOHHOM 6e30MacHOCTbIO, BKIOYEHHbIE B HACTOALLNIA
CTaH4apT, AOIMKHbl CIYXWUTb OTMNPaBHOW TOYKOW MPU COrMacoBaHWM CTPYKTYpbl U COAEPXaHUSA nnaHa no
ynpasneHuto 6e3onacHocTbHo,

5 Knaccudmkauma v ynpasneHume aktusamu

5.1 Yyet akTnBoB

Llenb: obecneyeHne coOTBETCTBYIOLLEN 3ALLUTLI aKTMBOB OpraHn3auuu.

Bce OCHOBHble MHMOPMAUMOHHbIE aKTMBbI LOOIMKHbI ObITb YYTEHbI U 3aKpenseHbl 3a OTBETCTBEHHbLIMU
Bnagenbuamu.

Y4yeT akTMBOB nomoraeT obecneyvvBaTb YyBEPEHHOCTb B MX Hagnexawen sawmre. Heobxogumo naeHTu-
duumnpoBaTtb BnagenbLeB BCEX OCHOBHbIX aKTMBOB U ONpeaenuTb MX OTBETCTBEHHOCTb 3a NoadepXaHue cooT-
BETCTBYHOLLUMX MEPONPUATUI NO yNpaBneHnio MHpopmMauuoHHon 6e3onacHocTblo. OcyLecTBneHme MeponpusaTui
no ynpaeneHuio MHOpPMaLMOHHON 6e30NacHOCTEI0 MOXKET ObITb AenernpoBaHo, HO OTBETCTBEHHOCTb [OSKHA
ocTaBaTbCH 3a Ha3HAYeHHbIM BnajernbLeM akTuBa.

5.1.1 NlHBeHTapu3aLmna akTUBOB
OnucaHne akTMBOB faeT yBEPEHHOCTb B TOM, YTO obecneunBaeTcs adhpeKkTMBHAs 3alumMTa akTUBOB, U OHO MOXET
Takke notpeboBaTtbes Ansa uenen obecneveHns 6e3onacHOCT Tpyaa, CTPAXOBaHUS UMK peLleHns pMHaHCOBbIX
BOMpocoB (ynpaBneHue aktuBamu). [pouecc cocTaBneHus ONMCU aKTUBOB — BaXHbIW acrnekT ynpasreHusi
puckom. OpraHu3aumst AoMmkHa GbiTb B COCTOSIHUM MAEHTUMUMPOBaTL CBOM aKTUBbLI C Y4ETOM UX OTHOCUTENbLHOMN
LeHHoCTM 1 BaxHOCTU. OCHOBbIBasiCb Ha 3ToW WHOpMaLMK, OpraHM3aumus MoXeT obecrnednBaTb 3afaHHble
YPOBHWM 3alUuUTbl, COOTBETCTBYHOLUME LIEHHOCTM W BaxHOCTM akTtuBoB. Onucu cnegyeT coOCTaBnsATb W
NnoAaepXKnBaThb AN BaXHbIX aKTUBOB, CBA3aHHbIX C KaXA0W MHOPMaLMOHHON cucTeMOo. Kaxabi akTUB JOMMKeH
ObITb YeTKO MAeHTUUUMPOBaH K KnaccuduuMpoBaH C TOYkM 3peHus BesonacHoctu (5.2), ero BnagenbLbl
[OOIMKHbI ObITb aBTOPM30BaHbI, @ AaHHbIE O HUX AOKYMEHTUpoBaHbl. Kpome Toro, OMmKHO ObiTb yka3aHo dhakTu-



Yeckoe MEeCTOMOSIOKEHNE aKTUBa (3TO BaXHO B Crydae BOCCTAHOBMEHWS aKTUBOB NpW MoTepe uWnu
nospexaeHun). NMpumepamu akTMBOB, CBSA3aHHbIX C MHPOPMAaLMOHHBIMU CUCTEMaMU, SIBISIOTCS:

- WH(OPMaUUNOHHbIE akTMBbI: 6a3bl AaHHbIX M dainbl AaHHbIX, CUCTEMHAs AOKYMEHTauusi, pyKoBOACTBaA
nonb3oBaTens, y4ebHble MaTepuarnbl, Npoueaypbl 3KChnyatauum unu nogaepxku (06cnyxmuBaHus), nnaHbl No
obecneyvyeHnto HenpepbIBHOCTN DYHKLMOHUPOBaHUS MHPOPMAaLMOHHOTO obecneyeHuns, npoueaypbl AENCTBUIA Mpn
cbosx, apxuBMpoBaHHas nHdopmaums;

- aKkTuBbl nporpaMMmHoro obecrnevyeHus: MpuKNagHoe mnporpaMmmHoe obecrneyeHne, CUCTEMHOE
nporpaMMHoe obecneyeHne, MHCTPYMEHTarbHbIE CPEACTBA pa3paboTKM U yTUNUTbI;

- dmsmyeckne akTuBbl: KOMMbIOTEPHOE OOOpyaoOBaHME (MPOLECcCOopbl, MOHUTOPbLI, NEPEHOCHbLIE KOMIMbLO-
Tepbl, MogeMbl), 06opygoBaH/Me CBA3M (MapLUpyTU3aTopbl, YacTHble aBTOMaTudeckMe TenedoHHbIe CTaHUMK C
BbIXOJOM B CETb OOLLEro nonb3oBaHusl, hakchbl, aBTOOTBETUMKM), MArHUTHbIE HOCUTENW (NEHTbI 1 OUCKK), ApYroe
TexHudeckoe obopyaoBaHue (aneKkTponuTaHue, KOHANLMOHepPbI), Mebenb, NoMeLLeHuUs;

- YCNyrn: BblMUCTIUTENbHbIE YCMYrX U YCMYrn CBA3WU, OCHOBHblE KOMMYHarbHbIE YCIyru, Hanpumep, OTo-
nneHve, oCBELLEHNE, SMNEKTPOIHEPTUSA, KOHANLIMOHUPOBAHNKE.

5.2 Knaccudmkauma nHdpopmauum

Llenb: obecnevyeHve yBepeHHOCTM B TOM, YTO MH(OPMAaLMOHHbIE aKTMBbl 3alUMLLEHbl HA Haanexaliem
YPOBHe.

VHdopmaumio cnegyeT knaccuduumMpoBatb, YTOObI onpegenuTb ee NPUoOpUTETHOCTb, HEOOXOAUMOCTb U
CTerneHb ee 3aluThbl.

MHpopmaumnsa nmeeT pasnnyHble CTeNeHn YyBCTBUTENMLHOCTU U KPUTUYHOCTU. HekoTopble BuAabl MHAOP-
Mauun mMoryT TpeboBaTb AOMOMHUTENBHOMO YPOBHSA 3aliMThbl AW crleumarnbHbiX MeToaoB obpaboTtku. Cuctemy
Knaccudvkaumm wuHdopmaumMn cnegyet ucnonb3oBatb AN OonpefeneHns COOTBETCTBYIOLLEN0 MHOXeCTBa
YPOBHeW 3awunThbl 1 NOTpebHOCTN B cneumanbHbiX MeTogax o6paboTku.

5.2.1 OcHOBHbIe NpUHLUMNbI Knaccudukaumm

Mpu knaccndmkaumm nHOpPMaLUMN 1 CBA3AHHbIX C HEN MEPOMPUSATUA NO YyNpaBneHno NHAOPMaLMOHHOW
6e3onacHOCTbIO criedyeT yunTbiBaTb TpeboBaHus Gu3Heca B COBMECTHOM WCMOMb30BaHUWM UMW OrPaHUYEHUN
AocTyna K MHdopmauum, a Takke nocneactsns ans busHeca, ceAsaHHble ¢ Takumy TpeboBaHMsAMKU, Hanpumep,
HeaBTOPM30BaHHLIM JOCTYN WNW nospexaeHne uHdopmauun. Knaccudukaums wuHdopmaumMm no3sonseT
onpefennTb, Kak aTa nHpopmaumsa fomkHa 6blTb 0bpaboTaHa 1 3awmileHa.

NHdopmaumio 1 BeIXOAHbIE OTYETHI CcUCTEM, obpabaTeiBaloLMX KnaccuduumpoBaHHble AaHHbIe, cnegyeT
OTHECTU K KakoW-NMBOo KaTeropum ¢ TOYKU 3peHNs ee LEHHOCTU U YyBCTBUTEMbHOCTU AN opraHusaumn. MoxHo
TaKke OLEHUTb COOTBETCTBYIOLLYIO MH(POPMAaLMIO C y4ETOM TOrO, HacKOMbKO OHAa KpUTWUYHA ANS OopraHusaumu,
Hanpumep, ¢ TOYKM 3peHust obecrneveHns ee LenoCTHOCTU U JOCTYMHOCTH.

WHdopmaLumsa obblvHO nepectaeT 6biTb YyBCTBUTENBHON MU KPUTUYHON K KOMNPOMETaLun no NcteveHmm
HEKOTOPOro nepuvoAa BPEMEHW, Hanmpumep, Korga OHa CTaHoBUTCA obLedocTynHoW. 3TW acnekTbl cnegyet
NPUHMMaTb BO BHMMaHWeE, NMOCKOSMbKY MPUCBOEHME MOBLILIEHHON KaTeropum MOXeT BECTM K HEHYXHbIM Aomnorn-
HUTENbHBIM pacxodaM. B pykoBoaAwmx npuHUMNax knaccudukauuv cnegyet npeaBuaeTb M yYUTbIBaTb, YTO
KkaTeropus nboro Buaa nHdopmMaumm HeobssaTenbHO OOMKHA ObiTb MOCTOSHHOW B TEYEHME BCEro BpEMEHN —
OHa MOXeT U3MEHATLCA B COOTBETCTBMM C HEKOTOPOW MPUHATOW NONUTUKOM BesonacHocTu B opraHm3auum (9.1).

YUpe3mMepHO CrOXHbIE CXeMbl KaTeropMpoBaHus MHOPMaLMN MOTyT CTaTb OBPEMEHUTENbHBIMUA N HEIKO-
HOMWYHBLIMW AN WUCMONb30BaHWA UMM OKa3biBAKOTCA HeocylecTBMMbIMU. CriegyeT NposiBNATb OCMOTPUTESb-
HOCTb NpW UHTepnpeTauun kateropuin (rpudoB) Knaccudmkauum Ha [OKYMEHTax OT APYrMX OpraHv3auun,
KOTOpble MOTYT UMEeTb ApYyrue onpeaerieHns Unn cogepxaHve Ans Tex xe camblX Uim nogobHbIX KaTeropui.

OTBeTCTBEHHOCTb 3a onpefeneHve Kateropuvm WHdopMauuu (Hanpumep, AOKYMEHTa, 3anucu AaHHbIX
harina vnu guckeTbl C AaHHBIMU) U MEPUOANYHOCTL NepecMoTpa 9TOM KaTeropum OOMKHbI OCTaBaTbCs 3a
cosgarenem, HasHavyeHHbIM Bnagensuem nnm cobCTBEHHNKOM MHAOpMaLIMK.

5.2.2 MapkupoBKa n o6paboTka uHcgpopmauum

BaxHo, 4Tobbl ObIN ONpeneneH COOTBETCTBYHOLWMIA HAbop npouedyp ANst MapkMpoBKM npu obpaboTke
MHdOpMaLuM B COOTBETCTBMM C CUCTEMON Kraccudmkauum, NpUHATON opraHm3aumein. 3Tu npoueaypbl AOMMKHbI
OTHOCUTLCA K MHPOPMAaLMOHHBLIM akTUBaM, NpeacTaBneHHbIM Kak B (OU3NYECKOW, Tak U B SMNEKTPOHHON dhopme.
Ana kaxgon knaccudukaumm crnegyeT onpedendtb Mpouedypbl MapkMpoOBKM ANsi TOro, 4To6bl yyecTb
cnegytwoLume Tinbl 06paboTkn nHpopmaumu:

- KonupoBsaHue;

- XpaHeHve;

- nepegady no no4re, pakcom 1 3rEKTPOHHOM NOYTOW;

- nepegady ronocom, BkroYas MobunbHbIN TenedoH, rofoCoBYHO NMOYTY, aBTOOTBETHYUKMY;



- YHUUTOXEHME.

Mpy ocyliecTBNeHNN BbIBOAA OaHHbLIX M3 CUCTEM, COAEpXallmMx MHAopMaLuo, KoTopasi Knaccuduumpo-
BaHa Kak YyBCTBUTENbHas UMM KPUTWYHasi, cnedyeT MCMonb30BaTb COOTBETCTBYHOLLYIO METKY knaccudukaumm
(mpn BbIBOAE). B mapkmpoBke criefyeT oTpaxaTtb knaccudmkaumio cornmacHo 5.2.1, CnegyeT mapkvpoBatb
HaneyaTaHHble OTYETbl, 3KPaHHble POPMbI, HOCUTENW MHAOPMaLUK (NEHTbI, AUCKWU, KOMNAKT-OUCKA, KacceTbl),
3MEeKTPOHHbIE CO0bLLEHMS U NepedaYy danros.

dusnyeckne MeTKM ABMAOTCSA, B oblweM crnydae, Hanbonee nogxogsiuen hopmon mapkmposku. OgHako
HeKoTopble MHOPMALMOHHbIE aKTMBbI, TaKNe KaK JOKYMEHTbI B 3NIEKTPOHHOW dhopMe, husnyeckn He MoryT GbiTb
NPOMapKUpPoBaHbl, U NO3TOMY HEOBXOAUMO UCNOMb30BaTh SNEKTPOHHbLIE aHANOMY MapPKUPOBKW.

6 Bonpocbl 6e30nacHOCTU, CBAA3aHHbIE C NepPCOHar oM

6.1 YyeT BonpocoB 6e30nacHOCTU B AOMKHOCTHbIX 006A3aHHOCTAX U npu Hanme nepcoHana

Llenb: MMHMMK3aLMSA PUCKOB OT OLUMOOK, CBSI3@HHbLIX C YEroBEeYeCckUM (pakTOpoM, BOPOBCTBA, MOLUEHHU-
YecTBa, KpaXu UnNn HenpaBUIbHOIroO NUCMOoNb3oBaHMA cpeacTs 0b6paboTkv MHdopMauun.

O6sa3aHHOCTM No cobnoaeHuio TpeboBaHU Ge3onacHOCTU cnedyeT pacnpedenaTb Ha cTtaguu nogbopa
nepcoHarna, BKrYaTb B TPYAOBblE AOrOBOPbLI M MPOBOAUTL MX MOHWUTOPUHI B TeYeHue Bcero nepuoga paboTtbl
COTpyAHMKa.

CnenoyeT ocywecTBnATb COOTBETCTBYHOLLYH MPOBEPKY KaHAMAaToB Ha paboty (6.1.2), ocobeHHO 3To
KacaeTcsl OOIDKHOCTEN, npegnonararwmx AOCTyn K BaXKHOW MHopmauuu. Bce coTpyaHuKM 1M npeactaBuTenu
TPETLEN CTOPOHbI, MCMOMb3yllMe cpeactsa obpaboTkM MHGOPMauuM opraHu3auMun, OOIMKHbI MOAMNMChIBaTb
cornatleHue o KoHpuaeHLManbHOCTH (HepasrnatleHun).

6.1.1 BknroyeHue BonpocoB MH(popmMaLMoOHHOM 6e30MacHOCTU B AOJKHOCTHbIE 06513aHHOCTH

PyHKUMKM (ponn) M OTBETCTBEHHOCTb B 0obnactn MHMOpMauMoHHON 6e30nacHOCTW, Kak yCTaHOBMNEHO B
nonuTnke uHdopMaunoHHon 6esonacHocTu opraHusauum (3.1), cnegyeT AOKyMeHTUpoBaTb. B AOMKHOCTHblE
WHCTPYKUMKU criegyeT BKIoYaTb Kak oblme 0643aHHOCTM NO BHEAPEHUIO Unn cobnogeHuio nonutuki 6esonac-
HOCTM, Tak M cneuuduryeckne ocoOEeHHOCTV MO 3aliMTe onpedeneHHbIX akTMBOB WNW OEWCTBUIA, KacaloLMXCs
6e3onacHocTy.

6.1.2 NpoBepka nepcoHana Nnpu HaMMe U COOTBETCTBYHOLLANA MONIUTUKA

MpoBepkn COTPYAHUKOB, MPUHMMAEMbIX B MOCTOSIHHbIV LUTAT, CrieAyeT BbINOMHATL N0 Mepe nogayv 3ass-
neHuii o Npueme Ha paboTy. B H1MX Heobxoaumo BKMoYaTh CrieayoLlee:

- HanM4me MONOXMTENbHbIX PEKOMEHAALMNIA, B YaCTHOCTM B OTHOLUEHWUM OEMNOBbIX W MUYHbIX Ka4ecTB npe-
TEHOEHTa;

- NpoBepKa (Ha NpeaMeT MOMHOTLI U TOYHOCTM) pestoMe NPeTeHAEHTa;

- NOATBEPXAeHNe 3asBrnsemoro obpasoBaHunst u npodeccnoHanbHbIX KBanvdukaumn;

- He3aBuUCKMMas nNpoBepka MOAJSIMHHOCTM AOKYMEHTOB, yAOCTOBEPSIOLWMX NMYHOCTL (nacnoprta unun 3ame-
HSIOLLIEro ero OKYMeHTa).

B cnyyasx, korga HOBOMY COTPYOHWKY HEMOCPEACTBEHHO Mocre npuema Ha paboTy unu B ee npouecce
npeacTouT JOCTYn K cpeacTBaMm ob6paboTku BaKHOW MHopmauuu, Hanpumep (UHAHCOBOW WM COBEPLUEHHO
CEKPEeTHON MHOopMaUMU opraHu3auun, criefyeT BbIMOMHUTL CreunanbHylo «NpoBEpKy Ha Aosepue». B oTHo-
LEHNN COTPYOHMKOB, MWMEKLWNX 3HaAYMTENbHblIE MOMHOMOYMS, 3Ta MpoOBepka [OfKHa NpPOBOAUTLCA
nepuoanNYECcKN.

AHanorM4HbIn NpoLecc NpoBepKU crieyeT OCYLLECTBNATb A4S NOAPSAYUKOB U BPEMEHHOIO nepcoHana. B
Tex cryyasix, korga npuem CoTpYyOHWKOB OCYLLECTBISIETCS Yepes3 KapOBOE areHTCTBO, KOHTPAKT C areHTCTBOM
OOIMKEH YeTKo onpeaensTb 06593aHHOCTU areHTCTBa Mo NPOBEpKe NpeTeHOEHTOB U npoleaypaM yBedoMIeHus,
KOTOpbLIM OHO AOMMKHO CneaoBaTh, €Cnv NpoBepka He Obina 3akoHYeHa MM ecnu pesynbTaThl AalT OCHOBaHUS
OISt COMHeHus1 unn 6ecnokoncTBea.

PykoBoACTBY oOpraHmsauuv cnegyeT OUeHWTb HeobXOoOuMbI ypoBeHb HabniogeHws 3a HOBbIMK U1
HEOMbITHBIMW COTPYyAHWKaMK, obnagarowmmmn nNpaBomM AOCTyNa K BaXHbIM cucTtemam, Heobxoammo BHeOpuWTb
npoueaypbl N0 NEPUOANYECKOMY KOHTPOMIO U YTBEPXKAEHWIO OENCTBUIA BCEX COTPYAHUKOB CO CTOPOHbI BbILLE-
CTOSALNX PYKOBOAMTENEN,

PykoBoautenam criegyeT yumTbiBaTb, YTO NMYHblE NPOGNEMbl COTPYAHMKOB MOFYT CKasblBaTbCA Ha WX
pabote. JInyHble unu ruHaHcoBble NPOONEeMbl COTPYAHMKOB, N3MEHEHUSI B UX NMOBEAEHUM UMM 0Opase Xn3Hw,
nepuoanyeckas paccesiHHOCTb M MpU3HaKU CTpecca WUnu Aenpeccun MoryT ObiTb NPUYMHAMM MOLLUEHHUYECTBA,
BOPOBCTBA, OWMOOK MNN ApyrMx HapyweHui BesonacHocTn. Ty uHGoOpMauuio criegyeT paccmatpuBaTb B
COOTBETCTBUM C AENCTBYHOLLUMM 3aKOHOAATENbCTBOM.




6.1.3 CornaweHuna o KOHpMAEHLNANBLHOCTU

CornaweHns 0 KOH(OMAESHUNANbHOCTU UMK COMMalleHNss 0 HepasrnalleHnM MCMonb3yTes Ans yBeOoM-
JNIEHVS1 COTPYAHMKOB O TOM, YTO WHGopmauusi ABNsSieTCs KOHMAEHUMANbHOM unu cekpeTHon. CoTpyaHuKK
00bIYHO AOMKHBLI MOAMUCHIBATb TAaKOE COrMalleHne Kak HeOTbEeMITEMYHO YacTb YCIOBUIA TPYAOBOrO 4OroBopa.

BpeMeHHble COTPYAHUKM 1 NpeacTaBUTENn TPETbUX CTOPOH, HE MonajatoLmne nog CTaH4apTHBIN TPYLOBON
[oroBop (coaepxawuii cornalueHne o cobnioeHnn KoHpuaeHUManbHOCTN), AOMMKHbI NOAMNWUCHIBATb OTAENBHO
cornaileHue o cobnogeHnn KoHpuaeHUManbHOCTU A0 TOro, kak MM ByaeT npefocTaBrneH OOCTYN K cpeacTBam
06paboTku nHdopmaLun.

Cornawenus o cobniogeHnn KoHpumaeHumansHOCTU cnegyeT nepecMaTtpuBaTb MpU M3MEHEHWUU YCIIOBUIA
TPYLOBOro [0roBopa, 0CO6EHHO B criydae M3MeHeHUs1 06s13aHHOCTEN COTPYAHUKA MU UCTEYEHUWN CPOKOB TpY-
[OBbIX JOTOBOPOB.

6.1.4 YcnoBusa TpynoBoOro cornaiwleHus

YcnoBusi TpyAOBOro JOroBopa AOMMKHLI ONpeaensiTb OTBETCTBEHHOCTb CryXallero B OTHOLUEHUN MHop-
MaLMoHHOM Oe3onacHocTu. Tam, rae Heobxooumo, 3Ta OTBETCTBEHHOCTb JOJMKHA COXPAHATbCS M B TeYeHUue
onpeferneHHoro cpoka nocne yBofibHEHUs ¢ paboTbl. Heobxoanmo ykasaTb Mepbl AWCLMNIMHAPHOIO BO3ae-
NCTBUS, KOTOpble ByQyT NPUMEHUMbI B ClyYae HapyLUeHNst COTPYAHUKOM TpeboBaHuii 6€30NacHOCTY.

OTBETCTBEHHOCTb ¥ MpaBa COTPYAHWMKOB, BbiTEKAIOLME U3 AENCTBYIOLLErO 3aKoHoAaTeNbCTBA, Hanpumep B
YacTu 3aKoHOB 06 aBTOPCKOM NpaBe MM 3akoHoOaTesNbCTBa O 3alUTe NepcoHarbHbIX AaHHbLIX, AOMKHbI OblTb
pasbsiCHEHbl MepcoHany W BKMKYEHbI B YCMOBUS TPy4OBOrO [J0roBopa. Takke [OmKHa ObiTb ykasaHa
OTBETCTBEHHOCTb B OTHOLLEHWNM KaTErOpUpOBaHNsi U yNpaBneHust AaHHbIMW opraHu3auun-pabotogatens. Besakuia
pas, npu HeobGXxoAMMOCTU, B YCMOBMSX TPYOOBOrO JOroBopa CrefyeT ykasbliBaTb, YTO 3Ta OTBETCTBEHHOCTb
pacnpocTpaHseTcs M Ha paboTy BHE MOMELLEHWUA opraHu3auuun, U B Hepabodee BpeMsi, Hanpumep, B criyyae
ncnonHeHus paboTel Ha gomy (7.2.5 n 9.8.1).

6.2 O6y4yeHue nonb3oBarenen

Llenb: obecneyeHne yBepeHHOCTM B OCBEOOMIIEHHOCTM Monb3oBaTtenen ob yrposax n npobnemax, cBs-
3aHHbIX C MHAOPMaLMOHHON 6e30MacHOCTbIO, U NX OCHALLEHHOCTW BCceM HeobxoammbiM Ans cobnogeHns Tpe-
60BaHWI NONUTMKM 6E30NACHOCTM OpraHM3aLMm Npu BbINOMHEHWUU CY>XEOHbIX 06513aHHOCTEN.

Monb3oBaTtenen Heobxogumo obyyaTb npouegypam 6e30macHOCTM U MPaBUITbBHOMY UCMONb30BaHUIO
cpencTs 06paboTkm MHpopmMaLmm, YToObl CBECTU K MUHUMYMY BO3MOXHbIE pUCKM BGe3onacHocTu.

6.2.1 O6y4yeHue n nogrotToBka B o6nacTu nHcpopmMauMoHHoM 6e3onacHoOCTU

COOTBETCTBYIOLLEE 0OYyYeHMEe 1 NonyyaTb Ha PerynsipHo oCHOBE OOHOBMNEHHbIE BapyaHTbl MONUTUK U NPO-
uegyp MHdopMaumnoHHon 6e3onacHOCTU, NPUHATLIX B opraHu3auun. ObyveHne coTpyaHWKOB AOMKHO obecne-
4nTb 3HaHue umn TpeboBaHW 6Ge3onacHOCTW, OTBETCTBEHHOCTM B COOTBETCTBUM C 3aKOHOOATENbCTBOM,
MeponpuATUIA NO yNpaBneHno MHpOpMaLNOHHON 6e30NacHOCThLIO, a Takke 3HaHWE NPaBUIIbHOMO UCMONb30BaHMS
cpeactB o6paboTkM MHopMauuKn, Hanpumep npoueafyp perncrpauuMm B CUCTEMax, UCMOMNb30BaHUSA MaKETOB
nporpamm, npexae Yyem um 6yageT npegocTaBnieH AOCTYN K MHbopMauum nnm ycnyram,

6.3 PearnpoBaHue Ha MHUMAEHTLI HapyLleHns UHdopmaLMoHHON 6e3onacHOCTM U coom

Llenb: ceegeHne K MUHMMYMY yulepba OT MHLUMOEHTOB HapylleHus MHAOpPMaLMOHHOW 6e3onacHocTu m
cboeB, a TakKe OCyLLEeCTBIEHNE MOHUTOPUHIA U pearpoBaHue no cry4asMm UHUMAEHTOB.

O6 unHuMaeHTax HapylleHus nHopMaumoHHon Ge3onacHocTu cnegyeT MHOPMUPOBaTL PYKOBOACTBO B
COOTBETCTBMM C YCTAHOBIIEHHBLIM MOPALKOM, MO BO3MOXHOCTU, HE3aMeAMUTENBHO.

Bce coTpyaHuku 1 nogpsaaumku JOMmkHbl 66T OCBeJOMITEHbI O Npoluedypax MHPOPMUPOBaHUSI O pasnuy-
HbIX TuUNax WHUMAEHTOB HapyLleHus WHGOpMauMoHHON ©e3onacHocTu (HapyweHue 6e3onacHocTu, yrposa,
YA3BUMOCTb CUCTEMbI Unn cbon), KoTopble MOrnn Obl OKasaTb HeraTMBHOE BMMAHME Ha 6e30nacHOCTb aKTMBOB
opraHunsauum. COTpyaHMKM 1 NOAPSAYMKM AOIMKHBI HeMeaneHHo coobwatb o nobbix Habngaembix nnu npea-
nonaraemMbiX UHUMOEHTaxX onpeaeneHHOMY KOHTaKTHOMY nuuy unv agMuHucTpartopy 6esonacHoctu. B opraHu-
3aumM OOMKHbl ObITb YCTAHOBMEHbl MEepbl AWCLMMNAMHAPHOW OTBETCTBEHHOCTU COTPYAHMKOB, HapyLlalLmX
TpeboBaHus 6esonacHocT. [na Toro 4To6bl MMETb BO3MOXHOCTb pearnpoBaTb Ha WMHUMAEHTbI HapyLUeHus
MHdOPMaLMOHHON 6e30MacHOCTM AOMKHBIM 06pa3oM, HeobxoarMo cobupaTb CBMAETENLCTBA U AoKa3aTenbCcTBa
BO3MOXHO BbICTpee nocne o6HapyxeHus nHumaeHTa (12.1.7).

6.3.1 MHcbopMupoBaHue 06 MHLMAEHTaX HapylleHUss UHopMaLMOHHOM 6e3onacHoCcTH

O6 vHuUMAeHTax HapyleHnsa nHopMauMoHHON BesonacHoCTM cneayeT UHOPMUPOBAaTb PYKOBOACTBO B
COOTBETCTBUM C YCTAHOBIIEHHBLIM MOPALKOM, MO BO3MOXHOCTU, HE3aMeAMUTENbHO.

Heobxoammo BHeapuTb (hOpManu3oBaHHy npoueaypy MHopMmnpoBaHus 06 MHUMAEHTaX, a Takke npo-
Lueaypy pearmpoBaHus Ha MHUMAEHTLI, yCTaHaBNMBalLLme OENCTBUS, KOTOPblE AOMMKHbI ObITb NpeanpuHATHI
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nocne nonyyexHus coobuieHnss 06 nHuuaeHte. Bce coTpyaHukn M noapaguvku AOMKHbI OblTb O3HAKOMIEHbI C
npoueayport MHOPMMPOBaHUA 06 MHUMAEHTAX HapyLeHUss MHAOPMAaUMOHHONW 6e30nNacHOCTM, a Takke MPOUH-
¢dopMUpoBaHbl O HEOOXOAMMOCTU He3aMeanuTenbHOro coobueHnss o6 wuHumMageHTax. Heobxogumo Takke
npeaycMoTpeTb npoueaypbl 00paTHOM CBA3M MO pe3ynbTaTtaM pearMpoBaHuMs Ha MHUMAEHTbl HapyLUeHusi
MHpopMauuoHHon Ge3onacHocTu. MHdopmaumsa 06 MHUMAEHTaxX MOXET UCNOMNb30BaThCs C LENb MNOBbILLEHNUS
OCBeOMIIEHHOCTM nornb3oBaTtenen (6.2), MOCKONbKy MO3BOMSET AEMOHCTPUPOBaTb Ha KOHKPETHbIX MpuMepax
BO3MOXHble MOCNEeACTBMS MHUMOEHTOB, pearMpoBaHMe Ha HUX, a Takke CnocoObl MX UCKIIOYEHUs B Oyayuiem
(12.1.7).

6.3.2 MHcdpopmupoBaHue o npobrnemax 6e3onacHOCTH

OT nonb3oBaTtenen MHOPMaLIMOHHBIX CEPBUCOB Heobxoaumo TpeboBaTb, 4TOObI OHM 06pallany BHUMa-
HMe 1 coobLany o Nbbix 3aMeYeHHbIX UMK NpearnonaraemMbiXx HegocTaTkax M yrposax B obnactn 6esonacHocTu
B cuctemax unu cepsucax. OHM OOMKHbI HEMEANEHHO cooblaTh 06 3TUX NpUYMHAX ANS NPUHATUS PeELLEHUIA
CBOEMY PYKOBOACTBY MMM HEMOCPEACTBEHHO MOCTaBLUMKY ycnyr. Heo6xoanmo nHgopmmnpoBaTh Nonb3oBaTenen,
YTO OHW HE LOJMKHbI HU MPU KaKMx 06CTOATENLCTBAX CAMOCTOSITENIBHO UCKaTb NOATBEPXKAEHUSI NOA03pPEBAEMOMY
HepocTaTky B cucteme GesonacHocTu. 3To TpeboBaHue NpeabsBRseTcs B MHTEPECAX CamMux Nonb3oBaTenen,
NOCKOMNMbKY TecTupoBaHMe cnabbiXx MecCcT 3almTbl MOXeT ObiTb MHTEPNPEeTUPOBAHO KaK HemnpaBOMOYHOE
MCMOMb30BaHNE CUCTEMBbI.

6.3.3 UHcpopmHupoBaHUue 0 c60AX NporpammMHoOro oébecneyeHus

[nsa nigopmmnpoBaHmsa o cbosix nporpaMMHOro obecnedyeHms HeOOX0AMMbI COOTBETCTBYIOLLME NpoLenypbl,
Mpun aToM JOMKHBI NPeAyCcMaTpUBaTLCS criegyoLlmne AenCTBUs:

- CMMNTOMbI NPOGNemMbl 1 Mobble COOBLLEHNS], NOABNALLMECS HA 9KpaHe, OOMKHbI OMKCUPOBAaTLCS;

- M0 BO3MOXHOCTM, KOMMbOTEP HEOOXOAMMO U30NMpPOBaTh M NOMb3oBaHWe MM npekpatutb. O npobneme
cnegyeT HemeasieHHO U3BEeCTUTb COOTBETCTBYHOLLEE KOHTAaKTHOE NULO uUnn agMuHucTpartopa. B cnyvae Heob-
XOAMMOCTM MPOBECTU MccreaoBaHus 060pyaoBaHUsi, KOTOpoe AOSMKHO ObiTb OTCOEAMHEHO OT BCEX CETeW opra-
Hu3aumun. inuckeTebl He cneayeT nepeaaBaTh AN UCNONb30BaHNUS B APYrMX KOMMbIOTEpaXx;

- 0 dhakte cbos nporpammHoro obecneyeHus criegyet HEMEANEHHO M3BeLLlaTb PYKOBOAMTENS CryxObl
MHpopMaLnoHHON 6e30NacHOCTH.

Monb3oBaTenu He [OMKHbI MbITATbCA CAMOCTOSATENbHO yaanvTb MOA03pUTENbHOE MporpamMmHoe obec-
neyeHue, ecnv OHW He YMONIHOMOYEHbl Ha 3TO. JIkBuMAMpoBaTb MocneacTenst cboeB OOMKEH COOTBETCTBEHHO
06y4eHHbI nepcoHan.

6.3.4 N3Bne4yeHne ypoKOB M3 MHLUMAEHTOB HapyLlleHusi UHchopmaLnoHHON 6e3onacHoCcTU

Heobx0QMMo yCTaHOBUTbL MOPSAOK MOHUTOPUHra M permctpaumm MHUMOEHTOB U CO0EB B OTHOLLUEHUU UX
yncna, TUMNOB, NapaMeTpoB, a TakkKe CBSA3aHHbLIX C 3TMM 3aTpaT. ATy MHopmaLumnio cnegyeT Mcnonb3oBaTb Ans
MOEHTUUKALMN MOBTOPSIOWMXCS UMW 3HAYUTENbHBIX MHUMAEHTOB Mnu cboeB. [aHHas vHGopMauus MOXeT
yKa3biBaTb Ha HEOOXOAMMOCTb B COBEPLUEHCTBOBAHWM CYLLECTBYIOLLMX UMW BHEOPEHUU [OOMOSNHUTENbHbLIX
MEpPOoNpUATUIA NO YNPaBMEHUO MHPOPMALMOHHON 6E30MacHOCTLI0 C LeNbio MMHMMU3aUUM BEPOATHOCTU MOSIB-
NEeHUs HUMAEHTOB HapyLleHNs NHOopMaLMOHHOW 6e30MacHOCTU, CHDKEHUSA BO3MOXHOrO yuiepba n pacxonos B
Oyayuiem, Kpome TOro, AaHHy MHOPMaUMIO credyeT yuYuTbiBaTh NPy NEPECMOTPe NONMUTUKM MHCPOPMALMOHHON
6esonacHocTy (3.1.2).

6.3.5 lNpouecc yctaHOBNEHUs AUCLUNIIMHAPHON OTBETCTBEHHOCTU

JormkHbl cyuwectBoBaTb hOpManun3oBaHHbIE MpoLeaypbl, YCTaHaBnMBawLlMe AWUCLUMIIMHAPHYI0 OTBET-
CTBEHHOCTb COTPYAHWKOB, HapYLUMBLUUX MOMUTMKY M npoueaypbl 6e3onacHocTy opraHusauum (6.1.4 v, B OTHO-
weHnn cBugeTenbcTB, 12.1.7). Takue npouedypbl MOryT OKasblBaTb CAEpPXMBalLLlee BO3JAENCTBME Ha
COTPYOHMWKOB, KOTOpbIE CKMOHHbI K MrHOPUPOBaHWIO npoueayp obecneveHns nHOpMaUMOHHOW 6e30nMacHOCTy.
Kpome TOro, nogoGHele npoueaypbl Npu3BaHbl 06ecnevnTb KOPPEKTHOE M CNpaBeanMBOE PacCMOTPEHWE Aen
COTPYOHVKOB, KOTOPbIE NOAO3PEBAKTCHA B CEPLE3HBLIX UMW PETYNAPHBIX HapyLLeHnsAX TpeboBaHui 6e30NacHOCTY.

7 ®usmnyeckas 3awmTa 1 3almTa oT BO3AeNCTBUN OKpyXKaloLwen cpeabl

7.1 OxpaHsieMble 30HbI

LUenb: npenoTepalleHne HeaBTOPU3OBAHHOMO [OCTYMa, MOBPEXOEHUA W BO3OENCTBUA B OTHOLUEHUU
NOMeLLEHNI N MHOPMALIMK OpraHu3aLun.

CpenctBa 06paboTKM KPUTUYHOW UM BaXKHOM CryeGHO MHGopMaLumM HeoGXoauMo pasMellaTb B 30HaX
6e3onacHocTi, 0603HaYEHHbIX onpeaesieHHbIM NepuMeTpoM Ge3onacHoOCTH, obnajalolmnM COOTBETCTBYHOLLMMM
3alUMTHBIMKM GapbepamyM W CPEACTBaMU KOHTPOSS MPOHWMKHOBEHUSl. OTW 30HbI AOMKHbI ObiTb  (OM3MYECKM
3alUMLLEHbl OT HEAaBTOPU3OBaHHOTO A0CTYNa, NOBPEXAEHUS U BO3AEUCTBUS.
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YpoBeHb 3alUMLLEHHOCT [OSKeH OblTb copa3MepeH C WAeHTUMUUMPOBAHHbIMK puckamn. C Lenbto
MWHUMW3ALUM pUCKa HEaBTOPM3OBAHHOMO AOCTyna WM MoBpeXAeHWs OyMaXHbIX OOKYMEHTOB, HocuTenewn
AaHHbIX 1 cpeacTB 06paboTkn MHMOPMaLNW, PEKOMEHAYETCS BHEAPUTL MOMUTUKY «4UCTOrO CTONa» U «4UCTOro
3KpaHay.

7.1.1 MNepnumeTp OXpaHseMOMN 30HbI

Pusmnyeckan 3awmrta MoxeT OblTb 4OCTUTHYTa CO34aHMEM HeCKONbkMX dumandeckmx 6apbepoB (nperpag)
BOKPYr MOMELLEHW KOMMaHuM n cpeacts obpaboTkm uHdopmauun. bapbepbl ycTaHaBnuBaloT OTAeNbHble
nepumMeTpbl 6€30MacHOCTM, KaXabli M3 KOTOpbIX obecneyvBaeT ycuneHuwe 3awuTel B uenom. OpraHusaumsm
crnegyeT UCMOMb30BaTb MepumeTpbl 6e3onacHOCTV Ans 3almMTbl 30H pacrnofioXeHns cpeacts obpaboTku
nHdopmaummn (7.1.3). MepumeTp HesonacHocTM — 3TO rpaHuua, cosparowas bapbep, Hanpumep, NpPoxoaHas,
obopyaoBaHHas cpeacTBamy KOHTPONs BXxoda (Bbes3fa) No MASHTUMMKALMOHHBIM KapTodKaM Unn COTPYAHUK Ha
CTOVKe pernctpaummn. PacnonoxeHne n ypoBeHb 3almTbl (CTOMKOCTU) Kaxagoro 6apbepa 3aBUCAT OT pesynbTaToB
OLIEHKWN PUCKOB.

PekomengyeTtca paccmaTpuBaTb M BHEAPSTb Npu HeobXoaMMOCTU criegytolime meponpusatns no obec-
neyYyeHnto MHOpPMaLMOHHOM Ge3onacHoCTH:

- nepumeTp 6e30MacHOCTN AOMKEH ObITb YETKO onpeaeneH;

- NepMMeTp 34aHUS UMK MOMELLIEHWI, rAe pacnonoxeHbl cpeacTsa 06paboTkn nHopmaumm, AOMmMKeH bbiTb
PU13nM4ECKM CrMOLWHbIM (TO €CTb HE AOIMKHO ObITb HMKAKMX MPOMEXYTKOB B NEpMMETPE U MecCT, Yepes KoTopble
MOXHO Oblf10 6bl NEerko MPOHWKHYTL). BHeLWHWe CTeHbl MOMELUEHWUI AOMKHbI UMETb AOCTaTOYHO MPOYHYIO
KOHCTPYKLMIO, @ BCEe BHELUHWE OBepW AOMKHbI ObiTb COOTBETCTBYHOLWMM 06pa3oM 3awyeHbl OT HeaBTopu-
30BaHHOrO J0CTyna, HanpvMep, OCHalleHbl YCTPOMCTBaMM KOHTPONS AOCTyna, wnarbaymamu, curHanusaumen,
3amMKkamu 1 T.M.;

- OQOMmKkHa OblTb BbiAeneHHas M YKOMMNIEKTOBaHHas NepcoHanoM 30Ha perncrpaumu nocetuTenen unm
OOIMKHbI CyLLEeCTBOBaTb ApYyrMe MeponpuaTvs no ynpasneHulo pu3nyeckum AOCTYNOM B MOMELLEHVS unv 3aa-
Hus. [locTyn B NOMeLLeHns 1 30aHns JOIKeH BbiTb NpeocTaBneH TONMbKo aBTOPU3OBAHHOMY NepcoHany;

- hmanyeckue HGapbepbl, B criy4ae HeobxoAMMOCTU, OOMKHbI ObITb pacluMpeHbl OT nona A0 NoTonka, Ans
npenoTBpalLeHnss HeaBTOPM3OBAHHbIX MPOHUKHOBEHWUI, a Takke UCKIMHYEHWS 3arpsa3HeHus OKpyxalLen cpeapl
B Criydae noxapa unv 3aTonneHun;

- BCe MPOTUBOMNOXapHbIe BbIXOAbl B nepumeTpe 6e3onacHOCTU AOMmKHbI ObiTb 060pyAOBaHbI aBapuiHOM
CUrHanu3aumen u NoTHO 3aKpbIBaTbCS.

7.1.2 KoHTponb focTyna B oXxpaHsieMble 30Hbl

30HblI MHOPMaLMOHHOW Ge3onacHOCTM HeobXoAMMO 3awmiiaTb C MOMOLLBI0 COOTBETCTBYHOLIMX Mep
KOHTpONsA Bxoda Ana obecneyeHns yBepeHHOCTN B TOM, YTO AOCTYN MO3BOSIEH TOMNbKO aBTOPM3OBAHHOMY nep-
coHany. Heobxoanmo paccmaTtpvBath cnegytolime Mepbl KOHTPONs:

- noceTutenun 30H 6e3onacHOCTN AOIMKHbI COMPOBOXAATbCA UM obnagaTe COOTBETCTBYHOLLUMM LOMYCKOM;
Aaty u BpeMs Bxoga W Bblxoda cnepyeT peructpuposaTb. [locTyn crnegyeT npefocTaBnATb TONMbKO AnS
BbINOMHEHUS ONpeAeneHHbIX aBTOPM30BaHHbIX 3agady. HeobxoaMMo Takke 3HaKOMUTbL noceTuTenen ¢ Tpebo-
BaHMsIMM 6e30nacHOCTV 1 AeNCTBUSAMM Ha Cryyal aBapuinHbIX CUTyauui;

- AOCTYN K BaXHOW uHGOpMauUmu 1 cpedctBam ee o6paboTkn AOMMKEH KOHTPONMPOBAaTLCS M NpefocTaB-
NATLCSI TOMbKO aBTOPM30BaHHbLIM nuuam. CrnedyeT Ucnonb3oBaTh CpeacTBa ayTeHTudukaumm, Hanpumep, KapThbl
poctyna nnioc PIN-koa ans aBTopusaumm u npefocTaBrneHns COOTBETCTBYHLWEro goctyna. Heobxogumo Ttakke
HageXHbIM 06pa3oM NPOBOAUTL ayaWT XKypHanoB perncrpauum 4ocTyna;

- Heobxoaumo TpeboBaTb, YTOObI BeCb NMepcoHar HOCUN MPU3HAKU BUAMMOMW uOEHTUdUKaLuKn, cnegyet
NooLpATb €ro BHUMaHWe K He3HaKOMbIM HECOMPOBOXAAEeMbIM MOCETUTENAM, HE UMEIOLLUM NOEHTU(UKALIMOHHBIX
KapT COTPYOHUKOB;

- NpaBa A0CTyna COTPYAHWUKOB B 30HbI MH(OPMaLMOHHON Ge3onacHoCTu crnedyeT perynspHoO aHanvMavnpo-
BaTb 1 NepecMaTpuBaTh.

7.1.3 BesonacHoCTb 34aHWUI, NPOM3BOACTBEHHbLIX NOMELLEeHM u 060pyaoBaHuUA

30Ha MHOopMaLMOHHON 6e30MacHOCTU MOXET ObITh 3alluLeHa NyTEM 3aKpbITUS Ha 3aMOK camoro oguca
UM HECKOMNbKNX MOMELLEHNI BHYTPU (Pusmyeckoro nepumeTtpa 6e30nacHOCTM, KOTOpblE MOTYT ObITb 3anepTbl U
UMeTb 3anupaemble ann-kabuHeTbl unu cendbl. Mpu BoIGOpe 1 NpoekTMpoBaHun 6e3onacHoOn 30HbLI cnegyeT
NPUHUMAaTb BO BHYMaHWe BO3MOXHble NMOCNEeACTBUS OT Nnoxapa, HaBoOHEHWS, B3pbIBa, YNMYHbIX 6ecnopsakos u
Apyrnx opM NPUMPOAHOTO MMM  UCKycCTBeHHoro Gepcteusi. Takke credyeT npuHUMaTe B pacyeT
COOTBETCTBYHOLLME NPaBua U CTaHAapThbl B OTHOLLIEHWUN OXpaHbl 340poBbsi M GesonacHocTu Tpyaa. Heobxoanmo
paccmaTpuBaTh Takke nobble yrpo3bl 6€30MacHOCTM OT COCeAHMX MOMELLIEHWI, Hanpumep 3aTOMMEHWNA.
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Mpun aTom criegyeT npegycMmaTpuBaTh criedyowmne Mepbl:

- OCHOBHOe 060pyAoBaHue AOMKHO ObiTb PacnonoXeHo B MeCcTax C orpaHUyYeHnem AoCTyna NOCTOPOHHMX
nnu;

- 30aHUS He [OMXKHbI BblAENSaTbCA Ha obleM doHe M AOMKHbI UMEeTb MUHMMAaIbHbIE MPU3HAKN CBOEro
Has3Ha4YeHUs — He [OOIMKHblI MMETb OYEBUAHbLIX BbIBECOK BHE UMM BHYTPU 34aHMSA, MO KOTOPbIM MOXHO caenaTb
BbIBOJ O BbINOMHAEMbIX PYHKLUMAX 06paboTkn nHgopmaumuy;

- noapasgeneHnst NOAAEPXKKN M 0DOopyaAoBaHWe, Hanpumep, hOTOKONUpPOBasbHbIE YCTPOMCTBA U haKchl,
AOIMKHbI GbITb pacnonoXxeHbl COOTBETCTBYHOWMM 06pa3om B npedenax 30Hbl GesonacHocTM BO u3bexaHue
AOCTyna, KOTOpbIN MOr Bbl CKOMIPOMETMPOBaTL MHOPMALMIO;

- ABEpU 1 OKHa HeobxoAMMO 3anunpaTb, KOrga B NOMELLEHNAX HET COTPYAHWKOB, @ Takke credyeT npeay-
CMOTpPETb BHELLHIOK 3aLLMTY OKOH — OCOBEHHO, HN3KO PacrofIOKEHHbIX;

- HeobxoOMMO Takke BHeApPsATb COOTBETCTBYIOLIME CUCTEMbl OBHapyXeHWs BTOPXEHUA AN BHELIHUX
ABepeln U JOCTYMHbIX ANS 3TOr0 OKOH, KOTOpble AOMKHbI ObiTb MPOdECCMOHanbHO YCTaHOBMEHbI U perynsipHo
TecTupoBaTbcsi. CBobogHble MNOMeLLeHNs HeoOXOAUMMO CTaBWTb Ha CUrHanu3aumio. AHanorMyHo cnegyet
obopyaoBaTh Apyrne noMeLLeHns, B KOTOPbIX PacronoXeHbl CPpeacTBa KOMMYHUKaLWIA;

- Heobxooumo dusmyeckn mMsonuposaTb CpefcTBa 06paboTkn MHAOPMALMK, KOHTPONMpyeMble OpraHu-
3auuen 1 ucnornb3yemble TPeTben CTOPOHOW;

- CNpPaBOYHUKM W BHYTpPEHHUE TenedoHHbIe KHUMM, WAEHTUMUMPYIOWLME MECTOMOMNOXEHUA CPEeAcTB
06paboTku BaXHON MHpOpMALIMK, HE AOIMKHbI ObiTb 4OCTYMHBI MOCTOPOHHMM NULLAM;

- crnegyeT obecneyvBaTbh HaAEXHOE XPaHEHVWEe OMAacHbIX UMW FOPHYMX MaTepuarnos Ha JOCTaTOYHOM pac-
CTOSIHUM OT 30HbI MHPopMaLMOHHON Be3onacHocTu. bonbluve 3anackl Gymary Ans nevatarowmx YCTPOWCTB He
crnegyeT XpaHuTb B 30He 6e3onacHOCTV 6e3 COOTBETCTBYIOLLMX Mep MoxapHou 6e3onacHocTy;

- pe3epBHOe 06OpyAOBaHWe M HOCUTENW AaHHbIX crhedyeT pacnonaraTb Ha 6e30MacHOM PacCTOSHUKM BO
nsbexaHne NoBpeXaeHUs OT NMOCNeACcTBUA CTUXMIAHOrO 6eCTBMSA B OCHOBHOM 34aHWN.

7.1.4 BoinonHeHue paboT B OXpaHsAeMbIX 30HaxX

[nsa noBbilWeHUs CTEMNeHn 3awmTbl 30H MHAOPMALMOHHON Be3onacHOCTU MoryT noTpeboBaTbcs gonon-
HWUTENbHbIE Mepbl MO YNpaBneHuio UHMOPMaLMOHHON 6e30NacHOCTBI0 M COOTBETCTBYOLWME pykoBoacTBa. OHu
AOSKHBI BKIIIOYATh MEPOMNPUSATUA B OTHOLLEHUW NepcoHana unm npeacrasutenein TpeTbnx CTOPOH, paboTaroLwmx
B 30He 6e30MacHOCTN 1 COCTOSITh B CNEAYIOLWEeM:

- O CyLLEeCTBOBaHWUWN 30HblI MH(pOPMaLIMOHHON 6€30MacHOCTM 1 MPOBOAUMBIX B Hel paboTax A0omKHbI ObiTb
ocBeJoMIeHbI TONMBbKO NnLAa, KOTOPbIM 3TO HEOOXOAMMO B CUIY MPOM3BOACTBEHHON HEOBXOAMMOCTH;

- U3 coobpaxeHuin GesonacHOCTU U NPefoTBpaLLEeHUsi BO3MOXHOCTW 31TOHaMepeHHbIX AeNCTBUIN B OXpa-
HsileMbIX 30Hax Heobxogumo usberaTb criydaeB paboTbl 6e3 Hagnexalwero KOHTPOMs CO CTOPOHbl YMOSIHOMO-
YeHHOro nepcoHana;

- nycTylowme 30Hbl 6e30MacHOCTM AOMKHbI ObiTb PM3NYECKN 3aKPbITbl, U WX COCTOSHWE Heobxoammo
nepuoanyeckn NpPoBepsTh;

- NepcoHany TPeTbUX CTOPOH OrpaHWYEHHbIN aBTOPU3OBaHHLIA U KOHTPONMUPYEMbIA AOCTYN B 30HbI 6e30-
NacHOCTM WIK K cpefcTtBam obpaboTkM BaHOM MHopMauun cnegyeT NpegocTaBnaTh TONbKO Ha BPEMSsT Takon
HeobxoanmocTn. Mexay 30HaMu C pas3nMyHbIMKW YPOBHAMKW Ge30MacHOCTM BHYTpU nepumeTtpa GesonacHocTu
MoryT notpeboBaTtbCsa AONOMHUTENbHbIE Bapbepbl M NEPUMETPLI OrpaHNYeHNs PU3NYECKOro 4OCTyna;

- ucnonb3oBaHve oTo, BMAEO, ayaMo U ApYroro 3anvcbiBarolwero obopyaoBaHUs AOMKHO ObiTb pas-
peLleHo TONBLKO NPY NOMYYEHUN CneumansHoro paspeLlueHns.

7.1.5 U3onnpoBaHMe 30H NPUEMKU U OTIPY3KM MaTepuarnbHbIX LeHHOCTeNn

30HbI NPMEMKM U OTTPY3KM MaTepuarnbHbIX LIEHHOCTEW OOMKHbI HAXOAWTLCSA NOA KOHTPONeM W, Mo BO3-
MOXHOCTH, ObITb M30MMpoBaHbl OT cpedcTB 06paboTku nHpopmaumn Bo m3bexaHne HeaBTOPU3OBAHHOIO AOC-
Tyna. TpeboBaHnsa Ge3onacHOCTU ANS TakMX 30H JOSMKHbI ObITb onpedeneHbl Ha OCHOBE OLEHKM PUCKOB. B aTux
crnyyasix pekomeHayeTcs npegycMaTpuBsaTh criefyowmne MeponpuaTms:

- AOCTYN K 30He CKMagvpoBaHWA C BHELUHEWN CTOPOHbI 34aHus AormkeH ObiTb paspelueH TOnbkKo onpene-
NEHHOMY 1 aBTOPU30BaHHOMY NepcoHany;

- 30Ha CKnagnpoBaHusa OOrMkHa ObiTb opraHM3oBaHa Tak, YTobbl MOCTynawLwme matepuanbHble LEHHOCTU
Mornu GbITb pasrpyxeHbl 6€3 NpegocTaBNeHnss NepcoHarny nocTasLMka AOCTyNa K APYrMM YacTam 34aHus;

- gomkHa ObiTb obecneveHa 6Ge3onacHOCTb BHELLHEN(MX) ABepu(en) NOMeLLeHUs Ans CKnagnpoBaHus,
Korga BHYTPEeHHSs BEePb OTKPbITa;

- nocTynamowme matepuanbHble LEHHOCTU AOMKHbI OblTb OCMOTPEHbI Ha MpPeaMeT NoTeHuMasnbHbIX onac
HocTen (7.2.1 1) npexae, Yem oHn ByayT nepemeLleHbl U3 NoOMELLEHNs ANS CKNagupoBaHUs K Mectam UCMofb
30BaHus;

- nocTynaroLmne matepmnanbHble LEHHOCTU OOMKHbI ObITb 3aperncTpmMpoBaHhbl, ecny 3To Heobxognmo (5.1).
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7.2 BesonacHocTb 060pyAoBaHUs

Llenb: npenoTBpalleHve notepb, NMOBPEXOAEHUA UMM KOMNPOMETaUMM aKTUBOB U HapyLUEHUs HerpepblB-
HOCTM OeATeNnbHOCT OpraHn3aumn.

O6opynoBaHne Heob6xoaAMMO 3awWyLaTh OT Yrpo3 ero 6e3onacHOCTM U BO3OENCTBUI OKpYXKatoLwen cpeapl.

Heobxogmmo obecneumBatb 6e30omacHOCTbL 060pyaoBaHUA (BKMOYaa U TO, YTO UCMOMb3yeTcs BHE opra-
HM3aumm), 4ToObl YMEHbLIMTE PUCK HEABTOPWM3OBAHHOIO OOCTYNa K AAaHHbIM U 3aWUTUTb WX OT MOTEPU WK
noepexaexusi, MNMpu aToMm HeOGXO0AMMO NMPUHUMATL BO BHMMaHWE OCOBEHHOCTU, CBSI3aHHbIE C PacCMONOXEHUEM
060py10BaHNst 1 BO3MOXHbIM ero nepemelleHneM. MoryT notpeboBaTbCs crneumanbHble MeEpPONPUSTUS 3aLUmMTbI
OT ornacHbIX BO3OEWCTBUIA Cpefbl WM HeaBTOPM3OBAHHOIO AOCTyNa 4epe3 MHEPacTPyKTypbl obecrneveHus, B
YaCTHOCTM, CUCTEMbI 3MEKTPONUTaHNUS U KabemnbHOWM pa3Boaku,

7.2.1 PacnonoxeHue 1 3awmta o6opyaoBaHus

O6opynoBaHne JOMKHO BbITb PacnonoOXeEHO U 3alULLEHO Tak, YTOObI YMEHbLLUUTL PUCKMA OT BO3OENACTBUN
OKpYXatoLlen cpefbl 1 BO3MOXHOCTU HeaBTOpM30BaHHOrO Aoctyna. Heobxogumo paccmatpuBaTth criegytowmne
MeponpuATMSA Mo ynpasnieHnio NHPOPMaLMOHHON 6e30NacHOCTbLIO:

a) obopynoBaHMe HeoOXOAMMO pasmeliaTb TakuM 06pa3oM, 4TOObl CBECTM A0 MWHMMYyMa MU3nuLl
HWUIA JOCTYN B MecTa ero pacnosoXeHus;

0) cpeactBa 06paboTkM M XpaHeHUs BaXHOM MHGOpMauMM crieqyeT pasmellatb Tak, 4ToObl YMeHb
LIMTb PUCK HECAHKLMOHUPOBAHHOIO HabnaeHus 3a Nx PYHKLMOHUPOBaHNEM;

B) OTOenbHble 3nemMeHTbl obopyaoBaHus, Tpebywowme cneumanbHOW 3alimTbl, HEOOXOAMMO U30Mu
poBaTb, YTOObLI MOBLICUTL OOLLUI YPOBEHB HEOOXOANMOW 3aLLNTbI;

r) Mepbl MO ynpaBneHuio WHGOOPMaUMOHHON 6e30NacHOCTbI0 [OMMKHbI CBECTU K MWHUMYMY pUCK
noTeHumMarnbHbIX Yrpo3s, BKMoYas:

(°J)

XumMmyeckune adpdekTbl;
NnoMexu B areKTpocHabxeHnu;
10) anekTpomarHWTHOE U3nyyeHue,

4) B opraHusauum HeobGXxooumo onpefenvTb MOpsSAoK npuvema MUK, HanMTKOB U KypeHusi BOnvan
cpencTs o6paboTku MHopMaLuu;

e) crnegyeT NpPOBOAUTbL MOHWUTOPUHI COCTOSIHUS OKpYXatollend cpedbl B LENsax BbISBMEHUS YCNOBUWA,
KoTOpble MOrnu 6bl HebnaronpPUATHO NOBAMATL Ha PYHKLMOHMPOBaHWE cpeacTs 0bpaboTku MHpopmaLuu;

X) cnegyeT wucnonb3oBaTb CreuvanbHble cpeacTBa  3awuTtbl, 06opyaoBaHMSA, pacnonOXEeHHOro B
NPOU3BOACTBEHHbIX Liexax, HanpvuMmep, 3aluTHbIE NIEHKM ONS KNaBnaTypsbl;

3) Heobxooumo paspaboTaTb Mepbl NO NMKBMOAUUW MOCNEeACcTBMM  ©encTBuiA, Cnyyalolwmxcss B
6nusnexawmnx NoMeLLeHUsX, Hanpumep, Nnoxap B COCEAHEM 3[aHWM, 3aTOMMeHMe B NOABArbHbIX MOMELLEHMAX
UNN NpoTEKaHVe BOAb! Yepes KpbliLly, B3pbIB HA yrvue.

7.2.2 NMopaya anekTponuTaHusa

O6opynoBaHne Heob6xoaMMO 3alMiaTh OT nepeboeB B nogaye 3MeKTPO3IHepruu u gpyrux cboes, cBHA-
3aHHbIX C 3nekTpuyecTBoM. Heobxoammo obecneunBatb Hagnexallyw nogadvy SneKTponuTaHWusi, COOTBET-
CTBYIOLLYIO crieumdmKaumam npon3soauTens obopyaoBaHus.

BapuaHTbl JOCTKEHMS HEMPEPBLIBHOCTW NOAAYMN 3NEKTPONUTAHUS BKITHOYAIOT:

- HanM4yme HECKOIbKUX MCTOYHWMKOB 3NEKTPONUTaHMUS, YTOObI n3bexaTtb NOCNeACTBUI MPU HApPYLUEHUN ero
nogayn ot eANHCTBEHHOIO NCTOYHMKA;

- yctponcTtea 6ecnepeboriHoro anektponuTtaHus (UPS);

- pe3epBHbIN reHepaTop.

YUT06bI 0becneunTb HGesonacHoe BbIKMOYEHUE U/Mnn HenpepbiBHOE PYHKLMOHMPOBaHWE YCTPOWCTB, Moa-
OepXXMBaoLWmMX Kputnyeckne OGmsHec-npouecchl, pekoMeHOyeTcs nogknyatb obopyaoBaHue 4vepe3 UPS. B
nnaHax obecnevyeHns HeNpepbIBHOCTW cnedyeT npefycmaTtpuBaTth OENCTBUS, KOTOpble AOMKHbI ObiTb npea-
npuHATLI Npy oTkase UPS. O6opynosaHne UPS cnepyeT perynspHo NpoBepsATb Ha HanuuMe agekBaTHOM MOLL-
HOCTK, @ TaKkKe TeCTpoBaTb B COOTBETCTBMU C pEKOMEHAALNSMU NMPON3BOAUTENS.

PesepBHEbIN reHepaTop crnegyeT NpUMEHSATb, ecrnu Heobxoaumo obecneunTb YHKLMOHMPOBaHUe obopy-
OOBaHUS B crnyyae ANMTENbHOro 0TKa3a Nofaym 3reKTpo3aHeprumn ot obLyero nctoyHuka. PesepBHblie reHepaTtopsl
cnepyeT perynsipHo NPoOBEPSATb B COOTBETCTBUM C UHCTPYKLUMAMU npoussoguTens. Onsa obecneveHus

1) BOpPOBCTBO;
2) noxap;
3) B3pbIB;
4) 3agbiMneHve;
5) 3artonneHwve (unu nepebou B nogaye Boabl);
6) nbinb;
7) BuOGpaumio;
)
)

©
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paboTbl reHepaTopa B TeYeHVe ANUTENbHOrO cpoka Heobxoanmo obecneunTb COOTBETCTBYHOLLYHO MOCTaBKY
TONnnuBa.

Kpome TOro, aBapuiiHble BbIKIHOYATENN 3MEKTPONMMTAHMS HEeobGXOooMMO pacnoriaratb OKOMO 3anacHbIX
BbIXOAOB MOMELLEHUA, roe pacnofnioxXeHo obopyaoBaHue, YTOObl YCKOPUTb OTKIOYEHME JMEKTPONUTAHUS B
cny4vae Kputudeckux cutyaumi. CnegyeT obecneunTb paboTy aBapUMHOIO OCBELLEHMS Ha Crydaln oTkasa anek-
TponutaHus, noTpebnsemoro ot ceTn. Bce 3aaHusa OomkHbl GbITb OCHALLEHbl FPOMOOTBOL4AMM, @ BCE BHELLHUE
NHUK CBS3N 060pYAOBaHbI cneLmanbHbIMU FPO303aLUUTHBIMU (hunbTpamu.

7.2.3 Be3onacHOCTb kabenbHOM ceTu

CuvrnoBble U TENEKOMMYHUKaUMOHHbIE kabenbHble CETU, MO KOTOPbIM NepefarTCcs AaHHble WK OcyLle-
CTBIAOTCA ApYyrve MHAOPMAUMOHHbIE YCRyrM, HeoOXOAMMO 3alMuiatb OT fnepexeBata WHdopmMauum wnm
noepexaeHnsi. Heo6xoamMmMo paccMaTpuBaTh CreayoLmMe MeponpuaThs:

a) cunoBble W TENEeKOMMYHMKAUMOHHbIE TVMHWW, CBA3blBaloWwMe cpeactea obpaboTkv  unHdopma
LK, OOMKHBI ObITb, MO BO3MOXHOCTW, NOA3EMHBIMU UNK obnagaTh agekBaTHOW anbTepHaTUBHOW 3aLLUTON;

0) ceTteBon kabenb [omkeH OblTb 3allvLlEeH OT HEaBTOPU3OBAHHbLIX MOAKMYEHUN WNU noBpexae
HUS, Hanpumep, NOCPEACTBOM MWCMOMb30BaHUSA ChNeuuanbHOro Koxyxa u/unu Bblbopa MapLupyTOB NPOKMagku
kabens B 06xo 06LLefOCTYMHbIX Y4aCTKOB;

B) cunoBble kabenu AomkHbl ObiTb OTAENEHbI OT KOMMYHUKALMOHHbIX, YTOObI UCKMOYUTEL NOMEXU;

r) AOMONHWTENbHbIE  MEPOMPUATUS MO ynNpaBrneHno  UHMOpMauMoHHOM  6esonacHOCTb  And
YYBCTBUTENbHBLIX UMW KPUTUYECKUX CUCTEM BKITOHAIOT:

1) nMcnonb3oBaHWe GPOHUPOBAHHBLIX KOXYXOB, @ TaKkKe 3aKPbITbIX MOMELLEHUA/ALLMKOB B MPOMEXY-
TOYHbIX MYHKTAX KOHTPOMS N KOHEYHbIX TOYKaX;

2) ncnonb3oBaHWe AyOnvpylowmMx MapLIpyTOB MNpPOKNagkM kabens wnu anbTepHaTUBHbIX crnocoboB
nepegauu;

3) ucnonb3oBaHne ONTUKO-BONTOKOHHbIX NIMHWUIA CBA3N;

4) NpoBEpPKU Ha NOAKIMOYEHNE HEABTOPMU3OBAHHbBIX YCTPOWCTB K kKabernbHOM ceTu.

7.2.4 TexHnyeckoe obcnyxusaHve obopyaoBaHus

B opraHu3auuMn [OMKHO MpOBOAUTLCS HaAnexailee TexXHUYeckoe obcnyxvBaHue o6opyaoBaHUst Ans
obecneyveHns ero HemnpepbiBHOW paboTOCNOCOBHOCTM M LIeNOCTHOCTU. B 3Tux uensx cnegyeT NpUMEHsITb cre-
aytoLme MeponpusaTms:

- obopynoBaHue cnegyeT obcnyxmBaTtb B COOTBETCTBUM C MHCTPYKUMAMU U NEPUOSUYHOCTBIO, PEKOMEH-
AyeMbIMU MOCTaBLLMKOM;

- Heobxoaumo, 4Tobbl TeXHUYEeCKoe oBCnyxmnBaHMe U peMOHT 0bopyaoBaHWSA NPOBOAWMUCE TOMbKO aBTo-
pPU30BaHHbLIM NEPCOHANIOM;

- cnegyeT XpaHuTb 3anmcy 060 BCex criyyasix npegrnonaraemblxX Unm akTuyeckmx HeMCNpaBHOCTEN M BCEX
BMAAxX NPOUNaKTUYECKOro N BOCCTAHOBUTENIBHOIO TEXHUYECKOrO 00CNYXUBaHUS;

- HeobxoaMMO MpUHMMATL COOTBETCTBYHLIME Mepbl 6e30MacHOCTM Mpu oTnpaBke OOOpyAoBaHMSA ANs
TEXHMYECKOro OOCNy>XMBaHUS 3a Npefernbl opraHnsauun (7.2.6 B OTHOLUEHUWN yAaneHHbIX, CTEPTLIX U nepesa-
nMcaHHbIX AaHHbIX). Kpome aToro gormkHbl cobniogaTtecs Bce TpeboBaHUSA, ycTaHaBMMBaeMble UCMONb3YHLWm-
MM1CS NpaBUnamm CTpaxoBaHusi.

7.2.5 O6ecneyeHue 6e3onacHocTu 060pyaOBaHUA, UCNOJNIb3yeMOro BHe NoMeLleHUin opraHusa

umm

He3aBncrMMo OT NpuHagnexHOCTN 06opyaoBaHUs, ero Ncnonb3oBaHue Ans obpaboTkm uHdopMaumum BHe
NOMELLEHUSI OpraHM3auumn OOMKHO OblTb aBTOPM30BAHO PYKOBOACTBOM. YPOBEHb MH(OpPMaLMOHHOM Oe3onac-
HOCTM MpU 3TOM JOKeH ObiTb 3KBMBANEHTEH YPOBHIO 6e30MacHOCTM B OTHOLLEHMU 060pYAOBaHUS, UCMONb3ye-
MOrO C aHarorMyHoWm Lenbio B MOMELLEHMSX OpraHuM3auumv, a Takke C y4eTOM pUCKOB paboTbl Ha CTOPOHE.
O6opynoBaHne no obpaboTke nHMOPMaLMM BKIOYAET BCE TUMbl NEPCOHANbHbLIX KOMMBLIOTEPOB, 3NEKTPOHHBLIX
3aMUCHBIX KHWXKEK, MODOUIbHbIX TenedoHoB, a Takke OGymary unu uHble matepuarbHble LIEHHOCTU, KOTopble
ncrnonb3ylTcs Ans paboTel HA AOMY MU TPaAHCMOPTUPYOTCA 3a npeaensl paboymx nomelueHuni, B atux ycno-
BUSIX HEOOXOAMMO NPUMEHSTb CrieayoLmMe MePONPUSTUSI MO yNpaBneHnto MHPOPMaLMOHHON 6e30MacHOCTbIO:

- obopynoBaHve 1 HocuTenun MHopMauun, B3Tble U3 NOMELLEHUIA OpraHu3aummu, He creayeT OCTaBnsaTb
6e3 npucmoTpa B 0bLeaocTynHbIX MecTax. [1pu nepemeLleHnn KoMNbTEPBl crieayeT NepeBo3nTb Kak Py4HYHo
Knagb 1, N0 BO3MOXHOCTU, HE alpmLLMpoBaTh €e COAEPKMMOE;

- Bcerga Heobxoanmo cobniogaTb MHCTPYKUMM M3roToBUTENEW no 3awmTte obopynosaHus, Hanpumep, ot
BO34€EVCTBUSA CUMbHBIX ANEKTPOMarHMTHbIX MONew;

- npu pabote goma crieqyeT NPUMEHATb NOAXOASALIME MEPOMPUATAS MO yNpaBneHnto MHOPMaLMOHHOM
6€e30nacHOCTbI0 C YY4ETOM OLIEHKU PUCKOB, HanpuvMep, UCNofb30oBaTh 3anupaemble dann-kabuHeTbl, cobnoaatb
NOMUTUKY «4UCTOrO CTONAa» U KOHTPONMPOBaTb BO3MOXHOCTb AOCTYNa K KOMNbIOTEPAM;
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- AOIMKHbI MMeTb MEeCTO afeKBaTHble Mepbl MO CTPaxoBaHWIO AN 3almTbl 060pyAoBaHNWs BHE nomelue
HUIN opraHn3auum.

Puckn 6esonacHocTu, HanpuMep, CBA3aHHbIE C NOBPEXAEHNEM, BOPOBCTBOM W MOACHYLUMBAHUEM, MOTYT B
3HaYMTENbHOWM CTeNeHu 3aBnCeTb OT PacronoxeHns 060pyaoBaHNA B OpraHu3aummn 1 JOJMKHbI YYMTbIBATLCS NpU
onpegeneHnn u Bblbope Hambonee nNOAXOAALUMX MEPOMPUATUA NO yNpaBreHWio WHAOPMaUMOoHHON 6e3o-
nacHocTblo. bonee nogpobHas wHgopmauma O Apyrux acnektax 3awutbl MobunbHoro obopyaoBaHus
npveeaeHa B 9.8.1.

7.2.6 BesonacHas yTunusauus (cnucaHue) unu NOBTOpPHOe UCNoNb3oBaHue o60pyaAoBaHUsA

CnyxebHasa nHdopmauma MmoxeT BblTb CKOMNPOMETUPOBaHA BCNEACTBME HeOpexHon yTunusauun (cnu-
CaHusl) Unu MOBTOPHOrO MCMonb3oBaHWs obopyaoBaHusa (8.6.4). Hocutenu aaHHbIX, COAepxallme BaXHYH
uHdopmaumio, Heobxoammo dumsMyecku paspywaTe uNM nepesanucbiBatb Oe3onacHbiM obpa3oMm, a He
MCMomnb3oBaTb CTaHAapTHble yHKUMM ypaneHusi. Bce komnoHeHTbl 0bopyaoBaHWs, CoaepKallero Hocutenu
AaHHbIX (BCTPOEHHbIE XEeCcTKWe AWMCKW), criegyeT NpoBepsATb Ha NpedMeT yAaneHusi BCeX BaXHbIX OaHHbIX U
FIMLEH3NOHHOro MporpammHoro obecneveHnss. B OTHOWEHMM HoOcUTenew [daHHbIX, COoAepXalux BaXKHYH
nHdopmMaumio, MoxeT noTpeboBaTbCA OLEHKa PUCKOB C LEMblo OMpeAeneHus LenecoobpasHocTn  uX
paspyLUeHWsl, BOCCTaHOBMEHWSA NN BbIOPaKOBKM.

7.3 O6wme meponpusTUA NO yNpaBreHNI0 MHhopMaLUnoHHON 6e30NacHOCTbLIO

Llenb: npegoTBpalleHme KOMIpoMeTaumm Unu Kpaxu nidopmaumm n cpeacts odpaboTkn MHopmauuu.

MHdopmaumio n cpeagctea obpaboTtkn MHopmMauum HeobxoaMmo 3alumatbh OT PacKPbITUS, Kpaxu unm
MoandukaLm HeaBTOPU30BaHHBIMU NMUAMUW; OOMKHbI OblTb BHEApPEHbl Mepbl, oGecrnedmBaloLLimMe CBEAEHUE K
MUHUMYMY pUCKa UX NOTEPU UMK NOBPEXOEHNS.

Mpouenypbl 06paboTku 1 xpaHeHUs nHgopmaummn paccMaTpuBatoTes B 8.6.3.

7.3.1 MonnUTHKa «4MCTOro CTONa» U «YUCTOro IKpaHa»

OpraHuzauusam cnegyeTt NpUMEHATb MOMUTUKY «YUCTOro CTONa» B OTHOLIEHUMM OyMaXkHbIX AOKYMEHTOB U
CMEHHbIX HOCUTENEN AaHHbIX, a TaKkKe MOMUTUKY «YUCTOro 3KpaHa» B OTHOLUEHUWM cpeacTB 06paboTku uHGOp-
MaLuun ¢ TeM, YTOObl YMEHBLUUTL PUCKU HEABTOPM3OBAHHOIO AOCTYNa, NOTEPU U NOBPEXAEHUA UHOpMaLun Kak
BO BpeMsi pabo4yero AHSA, Tak U Npu BHEypodHoW paboTte. [pu npMMeHeHUn 3TMX NONUTUK credyeT yvuTbiBaTb
KaTeropum MHcdopMauum C TodkM 3peHusi GesonacHocTu (5.2) M COOTBETCTBYHOLLME PUCKU, a TaKkKe KOpmMo-
paTUBHYIO KyNbTypy opraHu3aunu.

Hocutenu nHdopmaummn, oCTaBneHHbIE HA CToNax, Takke MOryT OblTb MOBPEXAEHbI UMW pa3pyLUeHbl Npu
©6epncTBun, HanpuMep, Npy NoXxape, HaBOOHEHWUM NN B3pbIBE,

CnepnyeT NpUMEHATL cregyroLLmMe MeEpPONPUATHAS NO ynpaBneHnto nHopMaLuoHHON 6e30nacHOCTbIO:

- 4yTObbl NCKMIOYNTL KOMAPOMETaLMO NHPOPMaLIMK, LienecoobpasHo BymaxHble U NEKTPOHHbIE HOCUTENKN
MHpopMaLun, Koraa OHW He UCNOMb3YKTCS, XpPaHUTb B Haanexalumx 3anuvpatrolmxcs wkadgax u/unu B apyrux
3alyMLLEeHHbIX NpeameTax mebenun, ocobeHHo B Hepaboyee Bpems;

- HOCUTENKN C BaXKHOWN MUIMN KPUTUYHON cnyebHon nHpopmaumen, koraa oHn He TpebytoTes, cneayeT you-
paTb 1 3anupatb (Hanpumep, B HecropaeMoM cende nnm wkady), 0COGEHHO Koraa nomeLLleHne nycryerT;

- MepcoHanbHble KOMMbIOTEPbI, KOMMbIOTEPHbIE TEPMUHANbI U NPUHTEPbLI AOMKHbI ObiTb BbIKIHOYEHbI MO
OKOH4YaHWM paboTkl; crnegyeT Takke NPUMEHSATb KOAOBbIE 3aMKW, NAPONV UMK OpYrMe MEpPONPUATUS B OTHOLLEHUN
YCTPOWCTB, Haxoaswmxca 6e3 npucmoTpa;

- Heobxoaumo obecneunTb 3aWwmUTy NYHKTOB OTNPaBKM/MpMeMa KOppecnoHAeHLMH, a Takke PakCUMUIbHBIX
1 TENEKCHbIX annapaToB B Cry4Yasx HaxoXaeHnsa nx 6e3 npucmorpa;

- B Hepaboyee Bpemsi (hOTOKONMPOBArbHbIE YCTPOWCTBA CrneadyeT 3anupaTtb Ha K4 (Mnu 3awmwartb oT
HEeaBTOPM30BAHHOIO MCMONb30BaHMSA APYTM Crocobom);

- HaneyaTaHHble JOKYMEHTbI C BaXXHOM U KOHUAEHUManbHOW MHopMauue Heobxoanmmo msbiMaTtb U3
NPUHTEPOB HEMEATEHHO.

7.3.2 BblHOC UMyLLecTBa

O6opynoBaHue, nHOpMaLMIO UMM NporpaMMHoe obecrnevyeHne MOXHO BbIHOCUTb M3 MOMELLEHUI opra-
HM3aLUMM TOMNbKO Ha OCHOBAHWMM COOTBETCTBYHLLErO pa3pelleHnsi. Tam, rae Heobxoaumo un ymecTHo, obopyao-
BaHWe crneayeT perMcTpupoBaThb NpY BbIHOCE M NpY BHOCE, a Takke Aenatb OTMETKY, KOorda OHO Bo3BpalleHo, C
Lenbio BbISIBNEHUS HEABTOPU30BaHHbIX MepeMeLLeHnin akTMBOB U 0bopyaoBaHus criedyeT NpoBoAUTb BbiOO-
POYHYK MHBeHTapu3auuto. COTPYOHWKN OOIMKHbI OblTb OCBEAOMIIEHBI O TOM, YTO MOAOOHbLIE MPOBEPKN MOIYT
MMETb MECTO.
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8 YnpaBneHue nepepayen AaHHbIX U ONepaLMOHHON [eATeNIbHOCTLIO

8.1 OnepaunoHHble npoueaypbl N 0683aHHOCTN

Llenb: obecneyeHve yBepeHHOCTU B Haanexaliem n 6e3onacHoM yHKLMOHMPOBaHUM cpeacTB 06paboTku
MHdOopMaLMK.

JorxHbl 6bITb yYCTaHOBMEHbI 00A3aHHOCTM M NpoLeaypbl MO ynpaBneHnio U YHKLMOHMPOBAHMIO BCEX
cpeactBs obpabotkm mHopmaumn, OHM [OMKHbI BKMOYATh pas3paboTKy COOTBETCTBYHOLMX OMNepaLMOHHbIX
WHCTPYKUMIA 1 Npoueaypbl pearMpoBaHns Ha MHLUUAOEHTLI.

C uenblo MMHMMM3aLMKN pycka Npy HeNpaBUIIbHOM UCMOMNb30BaHUN CUCTEM BCEACTBME HEOPEXHOCTU Unn
3r10ro ymbIcna criegyet, no BO3MOXHOCTW, peanu3oBbiBaTb NPUHLMN pa3geneHns nonHomo4mnn (8.1.4).

8.1.1 okyMeHTanbHoe opopMreHue onepaumoHHbIX npoueayp

OnepaunoHHble Mpoueaypel, onpedensemble MNONMTUKON 6e30MacHOCTW, AOMKHLI paccMaTpmBaTbCs Kak
ochuumanbHble JOKYMEHTbI, JOKYMEHTUPOBaTLCS M CTPOro cobniofgatbes, @ U3MEHEHUS K HAM OOIMKHbI CaHKLUu-
OHMPOBAaTLCH U YTBEPXKAATLCA PYKOBOLCTBOM.

Mpoueaypbl cogepxaTt AeTanbHY MHCTPYKLUMIO BbINOMHEHWS KOHKPETHOro 3agaHus (paboTbl) 1 BKMOYaloT:

- 06paboTKy 1 ynpaBneHve nHdopmaumen;

- onpegeneHve TpeboBaHMIn B OTHOLWEHUWN rpadmka BbINOMHEHUS 3a4aHUN, BKOYaOLWMX B3aMMOCBA3N
Mexgy CucTeMamu; BpPeMs Hadvana BbINOSIHEHUS CaMOro paHHero 3afaHvs U Bpemsl 3aBepLUeHust Camoro
nocnegHero 3agaHus;

- 06paboTky ownbOK unu Opyrux WCKMHOYUTENbHbIX CUTyauMi, KOTOpble MOryT BO3HUKHYTb B TeYeHue
BbINONTHEHUS 3a4aHuN, BKIIOYAs OrpaHNYeHNs Ha UCMONb30BaHNEe CUCTEMHbIX YTUIUT (9.5.5);

- HeoBXoAMMbIE KOHTaKTbl Ha CyyYan HEOXNAaHHbIX OMEePaLMOHHbIX UK TEXHUYECKNX Npobnewm;

- creunanbHble MeponpuSaTAS MO YNPaBfeHU BbIBOAOM AaHHbIX, Hanpumep, UCMOoMb3oBaHWe cheuu-
anbHoOM Gymarn gns nevartalolmx YCTPOMCTB unv ocobbix npouenyp NPUMEHWUTENbHO K BbIBOAY KOHUAEHLM-
anbHOM uHgopmaumm, BKYas npoueaypbl Ana 6e3onacHon yTunm3aumm BeIXOAHbIX AaHHbIX, HE 3aBepLUEeHHbIX
B npoLiecce BbIMONIHEHUS 3aAaHui;

- nepesanyck cMcTeMbl U NpoLieaypbl BOCCTAHOBIEHNS B CllyYae CUCTEMHbIX cOoeB.

JokymeHTUpoBaHHble npouenypbl 4OMKHbI ObITh Takke pa3paboTaHbl B OTHOLLEHUM OOCNYXNBaHNUSA CUCTEM
o6paboTkn n obmeHa MHdOpMaumen, B YaCTHOCTM Mnpoueaypbl 3anycka u 6esonacHoro 3aBeplueHus paboThbl
KoMnbloTepa(oB), npouedypbl pe3epBMpOBaHUA, Tekyllero obcnyxmuBaHuas U pemMoHTa obopynoBaHus,
obecneveHnss Hagnexaiienm Ge3onacHOCTM MOMELLEHUMA C  KOMMbIOTEPHBIM U KOMMYHUKAUMOHHbBIM
obopygoBaHuem.

8.1.2 KoHTponb nsmeHeHum

N3meHeHns KoHdurypauum B Cpeacteax u cuctemax obpaboTkm nHpopmaumm JOMmKHbI KOHTPONMPOBATHCS
Hagnexawwum obpasom. HeagekBaTHBIN KOHTPOSb M3MEHEHWIN CPeAcTB U cuctem o6paboTkn MHdopmauum —
pacnpocTpaHeHHas NpuYnHa CUCTEMHbIX COOEB M MHUMAEHTOB HapyLleHns nHdopmaumoHHon 6esonacHoctu, C
uenbto obecneveHnss Hagnexallero KOHTPONs BCeX M3MEeHeHWn B 06opyAaoBaHuM, NporpaMMHOM obecneyeHnm
UnuM npoueaypax AOMKHbl ObITb onpefderneHbl U BHeApeHbl hopManvM3oBaHHble pOfM, OTBETCTBEHHOCTU W
npouedypbl. [pu un3MeHeHWM nporpaMMHoro obecneyeHns Bcs Heobxogumas wHdopmMaums  JormkHa
hMKCMPOBATLCA M COXPaHATLCA B CUCTEMHOM XypHane ayauta. VsmeHeHus onepauuvoHHOW cpefpl MOryT
oKasblBaTb BnusiHME Ha paboTy npunoxeHuwin. Besge, roe 970 uMeeT NpPaKTUYECKMA CMbICM, Mpoueaypsl
ynpasneHust N3MeHeHNsiMU B ONepaLnoHHON cpefe U B MPUNOXEHUAX AOIMKHbI BbiTb MHTErpUpoBaHbl (CM. Takxke
10.5.1). B yacTHOCTW, HEOGXOAMMO paccmaTpmBaTh CREAYIOLME MEPONPUATUS:

- onpefeneHne n perncTpaums CyLecTBEeHHbIX U3MEHEHWN;

- OL/eHKa BO3MOXHbIX NOCAEeACTBUA TakUX N3MEHEHWUIA,

- hopmanusoBaHHas npoueaypa yTBepXXaeHns npeanaraeMbiX U3MEeHEeHWU;

- noAapobHoe nHPopMMpoBaHME 06 N3MEHEHNAX BCEX 3aUHTEPECOBaHHbIX NNL;

- npoueaypsl, onpegensowe 0653aHHOCTM MO NPEepbIBaHNIO U BOCCTAHOBIIEHWIO paboTbl CPEACTB U CUC-
Tem 06paboTkn MHdopMaLuK, B Cryvae HeyAayHbIX M3MEHEHUI NporpaMMHOro obecrneveHmns.

8.1.3 MNpouenypbl B OTHOWEHUU UHLUMAOEHTOB HapyLlleHUsi UHbopmaLnoHHON 6e3onacHOCTU

O653aHHOCTM M Npoueaypbl MO YNPaBneHNo B OTHOLLEHUM UHLUMOEHTOB AOMKHbI ObiTb onpeaeneHsl Ans
obecneyveHns OGbiCcTpon, 3MEKTUBHOW N OPraHM3OBaHHOW peakuMnm Ha 3TM HapyleHus WHGOPMaLUOHHOMN
6esonacHocTu (6.3.1). MNpn aTOM HEOBXOAUMO paccMOTPETb CNeayLne MEPONPUATUS:

a) AOIMKHbl ObITb onpeaeneHsl Npoueaypbl B OTHOLIEHWN BCEX BO3MOXHbBIX TUMOB MHLUMAEHTOB HapyLLeHWs
nHdopmaumoHHon 6e3onacHocTu, B TOM Yuche:

1) c6on MHPOPMaLIMOHHBIX CUCTEM U yTpaTa CEepBUCOB;
2) oTKa3 B 00CNyXMBaHWK;
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3) owmbku BCneacTBNE HEMOSMHBIX UM HETOYHBIX AaHHBIX;

4) HapyLlleHus KOHUAEHLMaNbHOCTY;

0) B pgononHeHve K OObIMHBIM MnaHam obecneyeHuss HenpepbiBHOCTW (NpeaHasHayYeHHbIX Anst CKO
penwero BOCCTAHOBIIEHUS CUCTEM WM YCNyr) OOMKHbI CyleCcTBOBaTb Mpoueaypbl BbIMOHEeHUs TpebosaHun
(6.3.4):

1) aHanu3a n ngeHTUdMKaLMM NPUYMHBLI MHUMOEHTA;

2) NnaHMpoBaHWA WM BHEAPEHWs CPeAcTB, MPeaoTBpaLLalowmnX MNOBTOPHOE MNPOSIBNEHWE WMHLMOEHTOB,
npu Heo6Xo0AMMOCTY;

3) ncnonb3oBaHUst XXypHaNoB ayanTa v aHanornyHbIX CBUOETENbCTB;

4) B3aMMOLENCTBMA C NULAMW, Ha KOTOPbIX MHUWOEHT Oka3an BO3OEeNCTBME MMM y4acTBYHOLUUX B
yCTpaHeHWUn NocneacTBUN MHUMAEHTA;

5) MHOpMMpPOBaHMSA 0 OEVNCTBUAX COOTBETCTBYHOLLMX JOMKHOCTHBIX MWL,

B) >XypHamnbl ayAuta W aHanornyHble CBMAETeNnbCTBa AOMKHbI ObiTb cobpaHbl (12.1.7) n 3almLieHbl
COOTBETCTBYHOLLMM 06pa3om C Lienblo:

1) BHyTpeHHero aHanusa npobnemsi;

2) ncnonb3oBaHUs Kak AoKa3aTenbCTBO B OTHOLUEHUM BO3MOXHOIO HapyLUEHWsi YCIOBWUI KOHTPakTa,
HapyweHuss TpeboBaHWi 3akoHo4ATeNbCTBA WMW, B Cnyvyae rpaxOgaHCKMX WM YrofoBHbIX CygebHbIX
pasbupaTenbCcTB, KacaloLWMXCcs, Hanpumep, 3awmTbl  MepCcoHarnbHbIX  AaHHbIX WX HENPaBOMOYHOTO
MCMOMNb30BaHNSA KOMMbIOTEPOB;

3) BedeHuss neperoBOpoB OTHOCUTENbHO KOMMeHcauun yulepba € nocTaBuKamu MporpammMHOro
obecneyenwus v ycnyr;

r) AencTsms Mo YycTpaHeHWio cboeB CUCTeM W NUKBMOAUMMU MOCNEACTBUA MHUMOEHTOB HapyLUeHUs
MHdOpMaLMoHHoN 6e30nacHOCTM A0MKHbI BbiTb NoA TwaTtenbHbIM 1 hopman3oBaHHbIM KOHTponeM. Heobxo
AVMMO Hanuumne npoueayp C Lenbio obecnevyeHns yBepeHHOCTN B TOM, YTO:

1) TOMbKO NOMHOCTLIO NAEHTUDULIMPOBAHHOMY M aBTOPU30BaHHOMY MepCcoHarny npeaocTaBneH AoCTyn K
cucTeMaMm M AaHHbIM B Cpefe NPOMbILLNEHHON aKennyaTtauum (4.2.2 B OTHOLLEHUN AOCTyNa TPeTbeN CTOPOHBI);

2) Bce OencTBus, NpeanpuHATbHIE MPU Ype3BblYalHbIX 0BCTOATENLCTBAX, NOAPOOHO AOKYMEHTarnbHO
oopmMneHsI;

3) o pencrtBusx, NpeanpuHATBIX NpU Ype3BblyariHbiX 06CTOATENbCTBAX, COOOLLEHO PYKOBOACTBY
opraHusauum, U OHM NPoaHanM3npoBaHbl B YCTAHOBMEHHOM MOPSAAKE;

4) UenocTHOCTb BU3HEC-CUCTEM N CUCTEM KOHTPONS NOATBEPXAEHA B MUHUMAaNbHbIE CPOKM.

8.1.4 PasrpaHnyeHune obasaHHoCTEN

Pa3rpaHnyeHne obszaHHOCTE — 3TO CMOCO6 MUHUMM3ALUWM PUCKA HELUTATHOrO WUCMOMNb30BaHWA CUCTEM
BCMeACTBME OWMNBOYHBIX MK 3fI0HaMepPEeHHbIX AeWCTBUIA Monb3oBaTtenen. Heobxoammo paccmatpveaTb NPUH-
uMn pasrpaHnyeHns obs3aHHOCTEN B OTHOLUEHUM OYHKLUMIA YNpaBrieHusi, BbINOMHEHNS onpegeneHHblX 3agay v
obnacTen OTBETCTBEHHOCTM Kak Cnocob yMeHbLUeHWs HeaBTOPU30BaHHON MoAudMKaLMM UM HenpaBUIbHOIO
MCMNOonb30BaHWa NHOPMaLMM U CepPBUCOB.

Ona HebonblUMX OpraHusaunii 3T MeponpuATUS TPYOAHOOOCTWXUMbI, OOHAKO OaHHbIA MPUHLUMN OOMMKEH
ObITb NPUMMEHEH HacKONbKO 3TO BO3MOXHO. B cnydvasx, korga pasgeneHue o6s3aHHOCTEN OCYLLEeCTBUTH
3aTpyAHUTENbHO, cnegyeT paccmaTpuBaTb MCNOMb30BaHWE OPYrvX MEpOonpuSaTUA No ynpasneHuio MHdopma-
LIMOHHON GEe30MacHOCTbIO, TakUX KaK MOHWTOPUHI AEeATEeNbHOCTM, UCMONb30BaHME XypHaroB ayauTa, a Takke
Mep agMWHUCTPaTMBHOIO KOHTpomns. B To ke Bpemsa BaxHo, 4ToObl ayaut 6e3onacHOCTM oOcTaBancs
He3aBUCUMOWN PYHKLUMEN.

Heobxoammo npeanpvHnUMaTb Mepbl NPeaoCTOPOXHOCTU, YTOObI COTPYAHWK HE MOM COBEpPLUMUTL 310YynoT-
pebneHnsa B obrnactM CBOeN eOMHOMUYHOW OTBETCTBEHHOCTM He Oyayunm obHapyxeHHbIM. WHuummposaHue
€obbITMA JOMKHO BbITb OTAENEHO OT ero asTopusaumn. Heobxoaumo paccmaTpusaTh crnefytoLume MeponpusaTus
Mo ynpaBneHuio MHAPOPMaLIMOHHON 6e30MacHOCTbIO:

- pasrpaHuyeHne MOofIHOMOYMI B OTHOLLUEHWUWU BUAOB AEATEeNbHOCTU, KOTOpble CO34aloT BO3MOXHOCTb Cro-
BOpa AN OCYLLECTBEHUs] MOLLUEHHNYECTBa, Hanpumep, OPMMPOBaHNe 3aKa3oB Ha 3aKyrnKy v NOATBEPXOEHWS
nony4yeHusi TOBapoB.;

- NPV HaNM4YMM ONacHOCTM CroBOpa MepPONPUATUSA OOMKHbI ObITb MPOAYMaHbl Tak, YTOObI B OCYLLECTBNEHUN
onepauumn y4actsoBanu asa unm 6onee nvua Ansi CHXEHUS BO3MOXHOCTM COXpaHeHUs TaviHbl CroBopa.

8.1.5 PasrpaHuyeHue cpea pa3paboTku M NPOMbILWIIEHHOW 3KCNyaTauumu

Mpu pasgeneHnn cpen paspaboTkv, TECTUPOBaHWSA M MPOMBILLNIEHHON 3KCMyaTaumMn HeobXxogumo pas-
AenuTb poru 1 yHKUMKN COTpyAHWKOB. MpaBuna nepesogda nporpaMMHoro obecneyeHus n3 cratyca paspaba-
TbIBAeMOro B CTaTyC NPUHATOrO K 3KCniyaTaumm AOmKHbl 6biTe onpedeneHsl U JOKYMeHTanbHO 0popMIeHs .
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[eaTtenbHOCTb, CBA3aHHas ¢ pa3paboTkon U TECTUPOBAHMEM, MOXET ObITb NPUYNHON Cepbe3HbIX Npobnem,
HanpuMep HeXxenaTtenbHbIX M3MEHEHMIN hainoB UMM CUCTEMHONM Cpefbl, a Takke cUCTEMHbIX cboeB. Mpu 3TOM
cnepyet obecneynBaTh HEOOXOOUMBIVA YPOBEHb pa3feneHnss Mexay cpefamMmu NPOMbILLNIEHHON SKChnyaTauum no
OTHOLLEHMIO K cpedam TeCTUPOBaHWs, a Tawkke ANs NpeaoTBpalleHust onepauuoHHbIX cboeB. AHanormyHoe
pasgeneHue cnegyet Takke peanusoBbiBaTb Mexay (YHKUMAMM pas3paboTkm n TecTupoBaHuda. B atom cnyyae
HeobGXxoOAMMO nopAepkvBaTb B paboyem COCTOSHUM OTAENbHYH Ccpedy, B KOTOPOW crnefayeT BbIMOMHATb
KOMMIEKCHOE TECTUPOBAHME C U3BECTHOM CTAabUNBHOCTBIO U NpeaoTBpaLlaTe HECAHKLMOHMPOBAHHbLIA JOCTYN CO
CTOPOHbI pa3apaboTYMKOB.

Tawm, rae coTpygHvKK, OTBeYaroLlLme 3a pa3paboTKy 1 TeCTUPOBaHUE, MUMET OOCTYM K CUCTEME U AaHHBbIM
cpeabl MPOMBILSIEHHOW 3KCMiyaTaumMyM, OHW UMEKT BO3MOXHOCTb YCTAHOBUTb HEABTOPM3OBAHHYK M HEMNpo-
TECTUPOBAHHYIO NPOrpaMMy UM U3MEHNUTb AaHHbIE B onepaLuynoHHou cpeae. MNprMeHNTENbHO K paay CUCTeM aTa
BO3MOXHOCTb Morna Obl ObiTb MCMOMb30BaHa C Lenbl 3M0ynotpebneHns, a WMEHHO Ans COBepLUeHUst
MOLLEHHUYECTBA WNN YCTAHOBKU HEMPOTECTUPOBAHHOW UMW BPEOOHOCHOW MporpamMmel. HenpoTtecTtupoBaHHOe
UNN BPeOoOHOCHOE MporpammHoe obecrnedyeHne MoXeT OblTb MPUYMHON Cepbe3HbIX MPo6remM B onepauyoHHON
cpene. Pa3pabotumkm 1 cneumanucTtbl, NPOBOAsilUME TECTUPOBaHWE, MOryT Takke OblTb NMPUYMHOM Yrpo3 Ans
6e3onacHOCTV onepauMoHHON MHPOPMALIN U CUCTEMBI.

Kpome Toro, ecnu paspaboTka 1 TECTUpPOBaHNE NPOU3BOAATCA B OOHON KOMMBLIOTEPHONW cpeae, 3TO MOXET
cTaTb NPUYMHOW HenpegHaMepeEHHbIX WU3MEHEHWU nporpammHoro obecneveHusi U nHgopmauun. PasgeneHuve
cpen pa3paboTku, TECTMPOBaHUS W 3KCNyaTauum sIBNSETCs, crefoBaTenbHo, LenecoobpasHbiM Anst YMEHb-
LIEHNS pyCKa Cry4YalHOro U3MEHEHUst UNM HeaBTOPU3OBAHHOMO AOCTYNa K NporpaMMHOMy obecneveHuto n 6us-
Hec-OaHHbIM cpefbl MPOMBILLNIEHHOW aKkcnnyaTaumn. Heobxoaumo paccmaTpuyBaTh criefyolwme MeponpusaTis no
ynpasneHuto MHpopmaLmoHHon 6e30nacHOCTbIO:

- nporpaMmmHoe obecrneveHve Ans pa3paboTku U aKkchnyaTauun, No BO3MOXHOCTW, AOMKHO paboTatb Ha
pasnu4HbIX KOMMBIOTEPHBIX NPOLECCopax Unv B pasnuyHbIX LOMEHAX UM OUPEKTOPUSIX;

- AencTBms Nno pa3paboTke U TECTUPOBAHMIO OOIMKHbI ObITb pa3aeneHbl, HACKONbKO 3TO BO3MOXHO;

- KOMNUAATOPbI, PeAAKTOPbl U APYrMe CUCTEMHbIE YTUNMUTLI HE AOMKHbI ObiTb JOCTYMHBI B ONEpPaLoOHHON
cpepne 6e3 kpalHel HeobXoanMoCTu;

- YTOObl YMEHBLLUNTL PUCK OLIMOOK, AN OMEepPaLUOHHbIX U TECTOBbIX CUCTEM [OIMKHbI MCMOMb30BaThbCA
pasnu4Hble Npoueaypbl perucTpaumnm (Bxoga B cuctemy). MNMonb3oBatensm cnegyeT peKoMeHA0BaTh NPUMEHEHNE
pasnuyHbIX Naponierd ANns 3TUX CUCTEM, @ B UX 3KPaHHbIX MEHK [OMMKHbI NMOKasbiBaTbCA COOTBETCTBYHOLLME
MOEHTUUKALNOHHBbIE COOBLLEHMS;

- pa3paboTyMKM MOryT MMETb AOCTYN K NaponsiM CUCTEM ONepaLMOHHO cpeabl TONbLKO B TOM Cry4vae, ecnu
BHEOPEHbl CchneuuarnbHble MeponpusiTUst Mo NOpsAKy MpefoCTaBreHus naponen Ans noadepXku cpenpl
NPOMBILLFIEHHOW 3KCNyaTauumn. 3T Mepbl OMMKHbI 06ecneynBaTb CMEHY Naponen nocne Ucnonb30BaHUs.

8.1.6 YnpaBneHue cpeacTBamu o6paboTku uHdopmaLmm CTOPOHHUMU nMuaMmm u/unu opraHusa-
LUAMN

Vcnonb3oBaHne CTOPOHHUX MOAPSAYMKOB ANs yNpaBneHus cpeactBamu obpaboTku MHdopMauun siBns-
eTca noTeHuuanbHOW yrpo3on Ana 6e30nacHOCTW, MOCKOMNbKY BO3HMKAET BO3MOXHOCTb KOMMpOMEeTauuu,
NOBpPEXAEHNS UMW NOTEPU AaHHbIX B OpraHn3auumn noapsaguvka. Takme puckn AomkHbl 6biTb MOEHTUULMPOBaHDI
3apaHee, a COOTBETCTBYHOLLME MEPONPUATMSA NO YNPaBneHno NHOopMaLMOHHOWM 6e30MacHOCTLIO COrnacoBaHbl C
NOAPAAYMKOM W BKIIOYEHbI B KOHTPaKT (4.2.2 n 4.3 B OTHOLUEHWM PYKOBOACTB MO KOHTPakTaM C TpeTbew
CTOPOHOW, NpeAycMaTpuBatoLWmMX AOCTYN K cpefacTtBam obpaboTkM MHpopMauumn opraHmsaumm M B OTHOLLEHUU
KOHTPaKTOB MO ayTCOPCUHTY).

B aTnx ycnoBusax TpebyeTcs pelueHne cneumnanbHbIX BOMPOCOB:

- UOEHTUMUKALUSA BaXHbIX UNN KPUTUYECKUX OM3HEC-NPUMNOXEHUN, KOTOpble fyylle OCTaBUTb B OpraHu-
3aunu;

- nonyyeHne ogobpeHns BragenbLeB KOMMEPYECKNX OU3HEC-MPUNOXKEHWN;

- OLlEeHKa BMMSAHMSA Ha MnaHbl obecneyYeHnst HenpepbIBHOCTHN BM3Heca;

- onpeneneHue nepeyHst ctaHaapToB 6e30MacHOCTU, KOTOPbIE AOIMKHbLI ObiTh BKMOYEHbI B KOHTPAKThI, U
npoueayp NpPoBepKM BbINOSTHEHUS NX TPeboBaHUN;

- pacnpeferneHve KOHKpeTHbIX obsisaHHOCTen u npoueayp Ans 3¢dEeKTUBHOIO MOHWUTOPUHIa BCEX Npu-
MEHSIEMbIX BUOOB AEATENbHOCTU, CBA3aHHbIX C MHOPMAaLMOHHON 6€30MacHOCTbLIO;

- onpegeneHue obs3aHHOCTEN W Mpoueayp B OTHOLWEHUN MHAOPMUPOBAHUS U yMpaBneHus npoueccamu
NUKBUAALMM NOCNEACTBMIA MHLUMAEHTOB HapyLUeHUsa nHdopmaumoHHon 6esonacHocTu (8.1.3).

8.2 NMnaHupoBaHMe Harpy3ku U NpueMKa CUCTEM

Llenb: cBegeHve kK MMHUMYMY pucka cboeB B paboTe cuctem.

19



Ona obecneyeHnss 4OCTYNHOCTW AaHHbIX, TpebyemMol NponsBoANTENBHOCTU U PECYPCOB CUCTEM HEOobXo-
AVMMO NPOBECTMN NpeABapuTenbHOe NaHMpoBaHMeE 1 MOArOTOBKY.

[ns cHMXeHnsa pycka neperpyskM cMcteM HeobxoauMO NPOBOAUTL aHanus3 NpearnonaraeMon ee Harpysku.

TpeboBaHusA K aKcnnyaTaumMm HOBbIX CUCTEM AOMMKHbI ObITb onpeaeneHbl, AOKyMeHTanbHO 0OpPMMEHb! U
NpOTECTMPOBaHbI Nepes X NPUEMKON 1 NCNOMb30BaHNEM.

8.2.1 NnaHupoBaHne NPOU3IBOAUTENLHOCTU

Ona obecneyeHns HeobxoaMMbIX MOLLHOCTEN no obpaboTke 1 XxpaHeHuo uHdopMaumum HeobxoaMMm aHa-
13 TekyLmx TpeboBaHuii K NPOU3BOANTENBHOCTK, @ Takke NMPOrHo3 OyayLwmnx. ST NPOrHO3bl AOMKHBI Y4UTbIBATbL
HOBble (PYHKUMOHanbHble U cUCTEMHble TpeboBaHWSA, a Takke TeKyluMe nnaHbl U MNepcrnekTMBHblE MNNaHbl
pasBUTUS MHOPMAaLMOHHBIX TEXHOMNOIMI B OpraHn3aunu.

MaviHdpenmbl TpebytoT 0coboro BHUMaHWA BCNeACTBME 3HAYUTENbHBIX (PMHAHCOBBLIX U BPEMEHHbBIX 3aTpaT
Ha NOBbILIEHNE UX MPOM3BOAUTENBHOCTU. PykoBoauTenu, oTeevalolme 3a npegocraBneHne MavHgpenmoBbiX
ycnyr, AOMKHbI MPOBOAUTL MOHUTOPUHI 3arpy3ku KIOYEBbIX CUCTEMHBIX PECYPCOB, B TOM YMCrie MPOLLECCOPOB,
onepaTvMBHOW W BHELUHEW NamsaTh, NMPUHTEPOB W APYrMX YCTPOWCTB BbIBOAA, a TaKkKe CUCTEM CBA3W. ITU
pPyKOBOAMTENN [OMKHbI OnpefensTb obwme noTpebHOCTV U TeHAEHUMM B MCMOSIb30BAHUN KOMMbIOTEPHbIX
pecypcoB, 4YTO OCOBEHHO BaXHO AN MNOAAEPXKKM OU3HEC-MPUMOXEHUA WM CUCTEM YyrpasneHns Ans
pyKkoBOACTBa.

PykoBoauTensam crnegyeT ucnonb3oBaTb 3Ty MHOpMauUMio C Lenbio naeHTUduKaummn/usbexaHns noTex-
umManeHO y3KMX MeCT, NpedcTaBnsalowmx yrpody 6e3omacHOCTM CUCTEMbI MMM MOMb30BaTENbCKUM cepBucaMm, a
Takke C Uenblo NNaHMpoBaHWS COOTBETCTBYIOLMX MEpPOMpuUATMA Mno obecnedyeHnto  MHOPMaLMOHHOW
6e3onacHocTu.

8.2.2 Mpuemka cuctem

Mepen npvemkon cucteM AOSMKHbLI BbITb onpeaeneHbl KpUTepun NPUemMKM HOBbIX MHEPOPMALIMOHHBIX CUC-
TEeM, HOBbIX BEPCUI 1 OBHOBNEHUNI, a Takke AOMKHO MPOBOAUTLCS HeobXxoAMMoe ux TectuposaHue. TpeboBaHus
N KpUTEpUWN ANs NPUHATUS HOBbLIX CUCTEM AOIMKHbI ObiTb YETKO OnpeAeneHbl, CornacoBaHbl, AOKYMEHTarnbHO
odopmneHbl u onpoboBaHbl. B aTux uenax HeobGxoaumo npedycmatpuBaTb criegylolme MeponpuaTusa no
ynpasneHuto MHpopmaLmoHHo 6e30NacHOCTbIO:

- OLieHKa BbINOMHEeHNs TpeboBaHU K MOLLHOCTY U NPOU3BOANTENBHOCTM KOMMBIOTEPA;

- onpegeneHne npoLeayp BOCCTaHOBMEHMS Nocre cboeB 1 MOBTOPHOrO 3amnycka, a Takke dhopMmpoBaHve
nnaHos obecneveHnss HenpepbIBHOW paboThbl;

- MoAroToBKa M TECTMPOBaHWE TUMOBbLIX ONepaLMOHHBLIX NPOLECCOB Ha COOTBETCTBME onpederneHHbIM
cTaHgapTam;

- Hanunyre Heobxoammoro Habopa cpeacTB KOHTPONS MHAOPMaLMOHHOW 6e3onacHoCTK;

- pa3paboTka adhPeKTMBHBIX PYKOBOACTB MO Npoueaypam;

- obecneyeHne HenpepbIBHOCTU B3Heca B COOTBETCTBUM € TpeboBaHusmu 11.1;

- obsasaTenbHas npoBepka OTCYTCTBUS HEOGNaronpusTHOrO BAUSHUS HOBbIX CUCTEM Ha CYLLECTBYHOLLME,
0cobeHHO BO BpeMs MakCMarbHbIX Harpy3oK, HanpyMmMep, B KOHLE Mecsua;

- KOHTPOMb NPOBEAEHMS aHanNM3a BIUSAHWS, OKa3blBaE@MOro HOBOW CMCTEMOWN Ha 06LLYy0 MHPOPMALMOHHYIO
©6e30MacHOCTb OpraHnsaLuy;

- opraHu3aums npodeccrMoHanbHOW MOAroTOBKWM MepcoHana K aKchnyatauum M UCMOMb30BaHWMIO HOBbIX
cucTem.

[nsa KkoHCynbTaumi Ha BCex aTanax paspaboTky HOBbIX CUCTEM AOSMKHbI NMPUBNEKaTbCA CyXObl NOAAEPXKKMN
(akcnnyaTaumu) n nonb3oBaTenu ¢ Lenbio obecneyeHns adpheKTUBHONM IKCNyaTaumnm NPOeKTMPYEeMON CUCTEMBI.
Mpv 3TOM AOMKHBLI NPOBOANTLCH COOTBETCTBYHIOLLME TECTbl ANA NOATBEPXAEHNSA TOr0, YTO BCE KPUTEPUMN MPUEMKU
YA0BNETBOPEHbI MOMHOCTHLIO.

8.3 3awmTa oT BpeAOHOCHOro NporpaMMHoOro o6ecneyeHust

Llenb: o6ecneyeHmne 3awmTbl LENOCTHOCTM NPOrpaMMHOIo o6ecnevyeHns n MaccuBoB MHAOpPMaLmK.

HeobxoamMMo npuHMMaTb Mepbl NPeaoTBpaLLEHNs U OOHapPYXXEHUs BHEAPEHUS BPEOOHOCHOro Mnporpam-
MHOro obecneyeHus.

MporpammHoe obecnevyeHne n cpeacTea obpaboTkm MHOPMALMM YSI3BUMbI K BHEOPEHUIO BPEAOHOCHOMO
nporpaMMHOro obecneyeHnsi, Takoro Kak KOMMbIOTEPHbIE BUPYChI, CETEBbLIE «YEPBUY», KTPOSIHCKME KOHU» (10.5.4)
n nornyeckme 6ombbl. [lonb3oBatenu [OMKHbI ObiTb OCBegoOMIMeHbl 00 OMacHOCTU  MCMOMb30BaHUS
HEeaBTOPM30BAHHOTO WM BPEAOHOCHOIO MporpamMHOro obecrneyeHusi, a COOTBETCTBYIOLUME PYKOBOAUTENU
OOMmkHbl obecneuntb BHeApEHME CcrneumnanbHbIX CPEeACTB KOHTPOMS C uenbi obHapyXeHust u/wunv npenoTtepa-
LLIEHNsI NPOHMKHOBEHNS NOAo6HbLIX NporpamMm, B 4acTHOCTU, BaXHO NPUHATME MEP NPEAOCTOPOXHOCTU C LIENblo
06HapyXeHUs1 1 NpeoTBPaLLEHNS 3apaXKeHNsi KOMMbIOTEPHBLIMK BUPYCaMU NEPCOHarbHBLIX KOMMbIOTEPOB.
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8.3.1 MeponpusaTusa no ynpaBneHuo nHpopmMmaumMoHHon 6e3onacHocTbio Ans 6opb6bLI ¢ Bpeao-
HOCHbIM MporpaMMHbIM obecneyeHnem

C uenbto obHapyeHus 1 nNpegoTBpaLLeHnss NPOHNKHOBEHUS BPEAOHOCHOro nporpaMmmMHoro obecneyeHuns
Heo6XxoAMMO MnaHMpoBaHME U peanusauus MeponpUSTAA Mo YNpaBneHnio nHgopmaumoHHon 6e3onacHoCTbIo, a
Takke ¢opmupoBaHme npouenyp, obecneumBarloLMX COOTBETCTBYIOLLYIO OCBEOOMIIEHHOCTb MOMb3oBaTenen.
3awmta OT BPeAOHOCHOro NporpaMMHOro obecrneveHuss AOMKHa OCHOBBLIBATbLCS Ha MOHWMaHWM TpeboBaHWN
6e30MacHOCTM, COOTBETCTBYIOLMX Mepax KOHTPONsA [JOocTyma K cucTemMaM W Hagnexalwem ynpasfieHum
n3MeHeHnssMu. Heobxoammo paccmaTtpuBaTb Criedylolime MeponpusaTUs No ynpaBneHWio UMHGOPMaLMOHHON
6e30nacHOCTbIO:

- AOKYMEHTMPOBAHHYIO MOMNUTKKY, TpebyioLlyo cobniogeHns NULEH3VOHHbBIX COrnalleHWn U ycTaHaBnn-
BalOLLLYHO 3anpeT Ha UCMOoNb30BaHWE HEABTOPM3OBAHHOIO NporpaMmmMHoro obecnedenus (12.1.2.2);

- OOKYMEHTUPOBAHHYIO MONMUTKKY 3alnTbl OT PUCKOB, CBA3AHHBLIX C NonyyeHmem dannos 1 NporpaMmmMHOro
obecneyveHns 13 BHELLHWNX CEeTeNn, Yepes BHeLIHMe ceTu unu 13 nobon apyron cpedbl. B aTon nonuTrke JOmKHO
coaepxaTbCsl yKasaHue 0 HeOBX0AUMOCTM NPUHATMS 3amTHBIX Mep (10.5, 10.5.4, 10.5.5);

- YCTaHOBKY W perynspHoe obHOBMEHNe aHTUBMPYCHOIO MPOrpamMmHOro obecneyeHns Ans obHapyxeHus un
CKaHMPOBaHNA KOMMbIOTEPOB WM HOcUTenew MHdopmauun, 3anyckaeMoro B criydae HeobxoAMMOCTU B KayecTse
NpeBeHTUBHOW Mepbl UMK PYTUHHON NPOLeaypbl;

- npoBefeHVne perynspHbIX WHBEHTapusauuii NporpammHOro obecneyeHus M AaHHbIX CUCTEM, Nopaep-
XMBaKLWMX KpuTuyeckne OusHec-npouecchl, Heobxognma Takke dopmanusoBaHHas npouedypa Mo paccrne-
[0BaHMWIO NPUYUH NOSBMEHMS MOObIX HEaBTOPU3OBAHHBIX UMW M3MEHEHHbIX (haiinoB B CUCTEME;

- MPOBEPKy Bcex (hainoB Ha HOCUTENSAX UHGOPMaLMM COMHUTENbHOTO UMM HEaBTOPU3OBAHHOIO NPOWC-
XOXAEHUA Unun pannos, NonyyYeHHbIX U3 obLeaoCTYNHbIX CETEN, HAa HanM4Me BUPYCOB nepen paboTon ¢ 3TuMu
dannamu;

- NPOBEPKY MOObIX BMNOXEHWUI 3NEKTPOHHOW NOYTbl U CKauymMBaemon MHOpMaLun Ha Hanuuue BpeLoHOC-
HOro NMporpamMmmHoOro obecnevyeHns 4o UX UCMONb30BaHWS.

OTa npoBepka MOXeT ObITb BbINOMHEHA B pasHbIX TOYKax, HaNnpyMMep, Ha 3NEeKTPOHHOW NoyTe, NepcoHarb-
HbIX KOMMNbIOTEPAX UMW NPU BXOAE B CETb OPraHn3aumu;

- ynpaBfieHyeckvue npoueaypbl 1 0653aHHOCTU, CBA3aHHbIE C 3aLLMTON OT BUPYCOB, OBYy4YeHne NPUMEHEHNIO
3TUX NPOLKeAyp, a Takke BOMPOCHI OMOBELLEHNS U BOCCTAHOBIIEHNS NOCne BUPYCHbIX aTtak (6.3, 8.1.3);

- COOTBETCTBYIOLME MNaHbl N0 0b6ecneyeHnto HempepbIBHOCTM BU3Heca B 4aCTW BOCCTAHOBIEHUS Nocre
BMPYCHbIX atak, BKkMo4ast Bce HeobxoanMble MeponpuAaTUSt N0 Pe3epBMPOBAHMIO M BOCCTAHOBMEHWIO AaHHbBIX U
nporpaMMHoro obecneyenus (pasgen 11);

- Npoueaypbl NO KOHTPOS0 BCen MHAOPMaLmm, KacatLuencs BpedoHOCHOro NporpaMMHoro obecneyeHus,
obecneyeHne TOYHOCTM U MHPOPMATUBHOCTW NpedynpeauTenbHbIX CoobLleHWn. [na onpedeneHns pasnuuus
MeXAy NOXHbIMW WU pearibHbIMU BUPYCaMy AOIKHbI UCMOMNb30BaTbCA NPOMECCUOHaNbHBIE NCTOYHUKK, HaNpUMep,
pecnektabenbHble XypHanbl, 3acnyxusaloolne [OOBEPUS WHTEPHeT-CalTbl UM NOCTaBLUMKW aHTUBUPYCHOTO
nporpaMmmMHoro obecnevenus. lMNepcoHan gomkeH 6bITb 0cBeaoMNeEH 0 Npobneme NOXHbIX BUPYCOB U AENCTBUAX
npuv UX NONy4YeHUN.

OTn meponpuaTMa OCOOEHHO BaXKHbl B OTHOLLUEHUWM CETEBbLIX (haloBbIX CEPBEPOB, OOCNYXMBAKOLLNX
6onbLUoe KONMYeCcTBO paboyrx CTaHLMNA.

8.4 BcnomoraTenbHbIe onepauumu

Llenb: nogaepxaHne LenocTHOCTU M AOCTYMHOCTK ycnyr no obpaboTke MHMOPMaLMM 1 CBA3W.

B cooTBeTCcTBMM C YyTBEpXAEHHOW cTpaTervert [OOMKHbl YCTaHaBNMBaTbCs PerynsipHbie npoueaypsbl
pe3epBMpPOBaHNS MPKKNagHOro nporpammHoro obecnevenus (11.1), dopMMpoBaHMSA KOMWI OaHHbIX U TecTu-
pOBaHWs, UX CBOEBPEMEHHOIO BOCCTaAHOBIIEHUS, permcTpauum cobbiTuid 1 owmnbok u, rae HeobXxoaMmo, MOHU-
TOPUWHra COCTOSIHUSI annapaTHbIX CPEACTB.

8.4.1 PesepBupoBaHune nicdopmaumnm

PesepBHoe konupoBaHue BaxKHOW cryxebHon uHopmaumnm n nporpamMmHoOro obecneveHnss AOIMKHO
BbIMOMHATLCA Ha perynspHon ocHose, CnepyeT obecneuvnBaTb afekBaTHble CPeACcTBa Pe3epBUpPOBaHUS Ans
obecneyeHnss yBepeHHOCTM B TOM, YTO BCS BaxkHas Aenosas nHopmaums 1 nporpaMmMHoe obecneveHne cMoryT
6bITb BOCCTaHOBMeHbl nocne 6edcteBua unm cbos obopypoBaHus. MeponpusiTus no pesepBMPOBaHWI0 Afs
Ka)KOoWn oTAenbHON CUCTEMbI AOMKHBI PErYNAPHO TECTUPOBATLCA AN obecneyeHns yBepeHHOCTH B TOM, YTO OHU
YA0BNEeTBOPAOT TpeboBaHnAM nNnaHoB Mo obecnevyeHuto HenpepbiBHOCTU GusHeca (pasgen 11). B atux cnyyasix
LenecoobpasHo NPUMEHSITb criegytoLimMe MeponpusTUs No ynpasneHnto MHopMaLMoHHON 6e30NacHOCTbIO:

- MVHUMarnbHO HeobxoAuMmbIn 06beM pe3epBHOW MHOPMaLMM, BMECTE C TOYHBIMW W MOMHBLIMU pernc
TPaUMOHHBLIMY 3aMUCAMU MO COAEPXKAHMIO PE3EPBHBLIX KOMWI, a Takke AOKYMEHTaumMs no npoueaypaM BOCCTaHOB-
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neHus Bo u3bexaHwe nOOOro NOBpeXOEHWs OT CTUXMIHBbIX 6eACTBUA JOMMKHbI XPaHWUTbCH B AOCTaTOYHO
oTOoaneHHOM MecTe OT OCHOBHOro 3aaHus. o kpanHel Mepe Tpu NOKoNeHus (Uvkna) pesepBHON UHopmMauum
OOMXKHbI ObITb COXPaHEHbI ANst BaXHbIX OU3HEC-NPUMNOXEHWNIA:

- pesepBHas nHdopmaumsa AomkHa 6biTe obecneveHa rapaHTPOBaHHBLIM YPOBHEM (DU3NHECKON 3aLLUTLI U
3alMThLl OT BO3OENCTBMIN OKpYXatoLLlen cpeabl (pasgen 7) B COOTBETCTBUM C YPOBHEM 6€30MacHOCTM B OCHOBHOM
3naHun. Meponpusatud, npymMeHsemble K 060pyooBaHWMI0 B OCHOBHOM 3[aHWMW, OOMKHbI PacnpoCTpaHATbLCA Ha
pe3epBHbIN NMYHKT;

- pe3epBHOe 06OpyAOBaHWE AOIMKHO PerynspHO noABepratbCs TeCTUpOoBaHWIO Ans obecneyeHuns yse-
PEHHOCTM B TOM, YTO B Clly4yae BO3HWKHOBEHUS Ype3Bbl4aNHbIX CUTYaLUuin Ha ero paboTy MOXHO MOMNOXUTLCS;

- Mpoueaypbl BOCCTAHOBIEHUSI CrieAyeT perynsipHo akTyanusupoBaTb M TecTMpoBaTb AN obecneyeHus
YBEPEHHOCTM B UX 3O(PEKTUBHOCTU, @ Takke B TOM, YTO OS5 BbIMOMHEHUs1 3TUX Npoueayp noTpebyercs He 6onb-
e BpeMEHU, YeM onpeferneHo onepauvoHHbLIMK npoLleaypaMm BOCCTaHOBMNEHNS.

CnepnyeT onpefensatb nepmoabl XpaHeHUs BaXHOW CrnyxebHon uHdopmMaumm, a Takke ydutbliBaTb Tpebo-
BaHMWS K apXUBHbIM KOMUAM A0MrOBPEMEHHOrO XpaHeHus (12.1.3).

8.4.2 XypHanbl neMcTBuM oneparopa

OnepaTtopbl JOMKHbI BECTM XypHan, B KOTOPOM criefyeT (OUKCMpPOBaTh:

- BPEMS Havana v 3aBepLueHus paboTbl CUCTEMBI;

- OLWMGKN CUCTEMbI U NPEeANPUHATBIE KOPPEKTUPYIOLLME OENCTBUS;

- NoATBepXAeHne npaBuiibHOM 06paboTku AaHHbIX (PANNOB M BbIXOAHbIX AaHHBIX KOMNbIOTEPA;

- NMYHblE AaHHble (Hanpumep, amMunns, 4OMKHOCTb) NPOU3BOASLLENO 3anMCK B XXypHan cneuuanucra.
XypHanel onepaTtopa AOMKHbI ObITb MPEAMETOM NOCTOSIHHBIX HE3aBMCUMBbIX NPOBEPOK HA COOTBETCTBUE

TpeboBaHNAM onepaLmnoHHbIX NpoLeayp.

8.4.3 Perucrtpauus owmnb60K

O6 owwnbkax HeobGxoaumo AoknafbliBaTb U MPUHUMATL KOPPEKTUPYIOLLME OeNCTBMSA B COOTBETCTBUM C
yCTaHOBIEHHbIM MopsigkoM. Heobxoanmo permctpuposaTh coobLueHns nonb3oBaTenen 06 owmnbkax, CBA3aHHbIX
¢ obpaboTkon wuHopMaumMn unn cuctemamu cBA3W. [JorKHbl CylecTBOBaTb YeTkme npasuna obpaboTku
AOMNYLLEHHbIX OLUIMOOK, BKITHOYatoLLme:

- aHanu3 owunbok ansa obecneyeHns yBepeHHOCTN B TOM, YTO OHW OblnNv yAOBNETBOPUTENbHBIM 06pa3om
yCTpaHeHbl;

- aHanu3 npeanpuHATBIX KOPPEKTUPYoLWMX Mep, obecneymBaloLLmX yBEPEHHOCTb B TOM, YTO MeponpuaTms
no ynpaereHuto WHMOPMaLMOHHON ©Ge3onacHoCTblo He ObiMM CKOMMPOMETMPOBaHbl (HapylueHbl) W npea-
NpUHATbIE AENCTBUSA Haanexalwmum obpa3om aBTOPU30BaHbI.

8.5 YnpaBneHue ceTeBbIMU pecypcamMmu

Llenb: obecneverne 6e3onacHOCTU MHOPMaLIMKU B CETAX U 3aLLMTbl NOALEPXKMBAIOLWEN MHPACTPYKTYPLI.

YnpasneHve 6e30nacHOCTbI0 CceTel, KOTopble MOryT ObiTb pacnonoXxeHbl 3a Npegenamy rpaHuy, opraHu-
3auun, TpedbyeT BHUMaHWUS.

JononHuteneHble MeponpuATUS MO  yNpaBfeHuio MHAOPMaLMOHHON 6e30MacHOCTBI0  MOryT  Takke
noTpeboBaTbCst 4NS 3aLUThI BaXHbIX AaHHbIX, NepeaaBaeMblx Yepes o6LeaoCTyNHbIe CeTU.

8.5.1 CpeacTBa KOHTpONSA ceTeBbIX pecypcoB

[ns obecneyeHns Tpebyemoro ypoBHs 6€30MacHOCTM KOMMBIOTEPHLIX CETEN M ero nogaepxku Tpebyercs
KOMMMEKC CPeAcTB KOHTpons. PykoBoauTenw, oTBevalowme 3a MopdepxkKy CeTeBblX PecypcoB, AOSMKHbI
obecneymBaTb BHegpeHWe cpeacTB KOHTpons 6e30MacHOCTV AaHHbIX B CETAX W 3aLMTY NOAKMIOYEHHbIX CepBu-
COB OT HeaBTOPM30BaHHOro gocTyna, B yactHocTn, Heobxoammo paccmaTtpvBaTh Criedylolime Mepbl U CpeacTsa
ynpasneHusi nHpopmaumoHHon 6e30nacHOCTbIO:

- crnepyeT pacnpefensitb OTBETCTBEHHOCTb 3a NoadepXKaHWe CeTeBbIX PECYPCOB U KOMMbIOTEPHbLIX One-
paumii (8.1.4);

- cnegyeT ycTaHaBnvBaTb npouedypbl M 06S3aHHOCTM NO yMNpaBleHWo yaaneHHblM obopyaoBaHUEM,
BkNovas obopyaoBaHue, YCTaHOBMNEHHOE Y KOHEYHbIX NoMb3oBaTenen;

- ecnu HeobxoaMMo, creunanbHble CPeacTBa KOHTPONst crnefdyeT BHeApsTb Ans obecneyeHuns KoHU-
AEHLMaNbHOCTU U LENOCTHOCTU AaHHbIX, NPOXOAAWMX No 0obLefOCTYNHLIM CETSIM, a Takke ANs 3awuTbl Noa-
KnoyeHHbix cuctem (9.4 wn 10.3). MoryT Takke noTtpeboBaTbCcs cneuunanbHble CpeacTBa KOHTpons Ans
nopaepxaHvs 4OCTYNMHOCTM CETEBbLIX CEPBEPOB U paboumnx CTaHUWI;

- OAeNCTBMSA MO ynpaBreHuto HeobxoAuMMO TLiaTeNbHO COM3MepsTb Kak ¢ TpeboBaHMAMM K cepBucam OT
Ou3Heca, Tak 1 ¢ obwmmMM TpeboBaHUAMN K obecneveHnto 6e30nacHoCTM MHPacTpPyKTypbl 06paboTkn MHGOP-
Mauuu.
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8.6 BesonacHocTb HocuTenen nHdgopmauum

Llenb: npepgoTepalleHne MOBPEXOEHUA akTMBOB U npepbiBaHuiA BGuaHec-npoueccoB. Wcnonb3oBaHue
HocuTenen uHopMauMn AOMKHO KOHTPONMPOBAaTLCS, a Takke AormkHa obecneuvBaTtbes vx usmdeckaa 6e30-
NacHoCTb.

JorxHbl BbITb ONpeaeneHbl COOTBETCTBYIOLWME NpoLedypbl 3alumTbl JOKYMEHTOB, KOMMbIOTEPHbIX HOCU-
Tenen nHMoOpMauun (NeHT, ANCKOB, KacceT), AaHHbIX BBOAA/BbIBOAA M CUCTEMHOW OOKYMEHTauuu OT MOBpEex-
AEHWI, BOPOBCTBA 1 HENPaBOMOYHOIo A4OCTYNa.

8.6.1 Ucnonb3oBaHMe CMEHHbIX HOCUTENEN KOMNbIOTEPHOM MHOpMaLUn

JorxHbl cywecTBoBaTb Npouedypbl MO UCMOMb30BAHWI0O CMEHHbIX HOCUTENEN KOMMbIOTEPHOW MHopMma-
Lumn (NeHT, AMCKOB, KacceT, a TakkKe neyaTHbIX oT4eToB). B aTux cnyyasx HeobxoganMo paccMaTpuBaTh crnegyto-
LMe MeponpuaTUA No ynpasneHnto NHpopMaLMOHHON 6e30MacHOCTbIO:

- ecnn HocuTenu MHdopMaLuM MHOTOKPaTHOrO MCNonb3oBaHus Gonblle He TpebyloTca M nepedaloTcs 3a
npegensl opraHM3aumnn, To UX COAEPXKMMOE AOIMKHO BblTb YHUUTOXEHO;

- B OTHOLUEHUW BCEX YHUYTOXaeMblX HocuTenen uHdopMaumm AOMKHO ObiTb NMPUHSATO COOTBETCTBYOLLEE
pelleHne, a Takke AormkHa ObiTb cAoenmaHa 3anucb B PerucTpauMoOHHOM >KypHame, KOTOpbIN criedyeT XpaHuTb
(8.7.2);

- BCE HOCWUTENU MHOPMaLun cnegyet XpaHuTb B HagexHoM, 6e3onacHOM MecTe B COOTBETCTBUM C Tpe-
6oBaHUSIMN n3roToBUTENEN.

Bce npoueaypbl aBTopM3aLm AOMKHbI ObiTb YETKO AOKYMEHTUPOBAaHbI.

8.6.2 YTunusauma HocuTtenen nHdopmaumm

Hocutenu nHdopmauum nNo OKOHYaHWU UCMONb30BaHWUA criegyeT HagexHo n 6e3onacHo yTunvanpoBaTsb.
BaxHas nHdopmaums MoxeT nonactb B PykM NMOCTOPOHHMX NNL, U3-3a HEOPEXHOW yTUNM3aummn Hocutenen gaH-
HbiX, YTOGbI CBECTU K MWHMMYMY TakOW PWUCK, OOMXKHbI ObiTb YCTAHOBMEHbl (hopmManv3oBaHHbIE MPOUeaypbl
6e3onacHoOM yTunM3auum HocuTenenh uHdopmaumn. Ona storo Heobxoaumo npegycMmaTtpuBaThb criegyrolime
MeponpuATUS:

a) HocuTenw, cogepxaliMe BaxHyl WHdopmaumio, cnegyet XpaHWTb W YTUNM3MPOBATb HAAEXHO U
6esonacHo (Hanpumep, MOCPEACTBOM CXUraHus/uamenbyeHus). Ecnn HocuTenu nnaHupyeTcs Mcnomnb3oBaTh
B Npegenax opraHusaummn ans apyrux 3agad, To MHdopmMaums Ha HUX AOIKHA OblTb YHUHTOXEHA;

6) HWKe npuBedeH nepeyeHb OOBLEKTOB, B OTHOLUEHWW KOTOpPbIX MOXeT mnoTpebosatbcs 6esonac
Has yTunusaums:

1) ByMakHble JOKYMEHTHI;

2) peyeBble Unu gpyrue 3anucy;

3) konuposanbHas 6ymara;

4) BbIBOAMMbIE OTYETHI;

5) ogHOpa3oBbIe NeHTLI ANA NPUHTEPOB;

6) MarHMTHbIE NEHTHI;

7) CMeHHbIe ANCKM UMK KacceTbl;

8) onTnyeckne HOCUTENM AaHHbIX (BCE Pa3HOBWAHOCTW, B TOM YWUCRE HOCUTENW, COAepXaluue npo-
rpammHoe obecneveHue, NOCTaBNsAeMoe NPOU3BOAUTENAMM);

9) TeKkcTbl NporpamMm;

10) TecToBbIE OAHHbIE;

11) cuctemHas JOKyMeHTauus;

B) MOXeT oKa3aTbCs npolie npuHMMaTb Mepbl Ge30nacHoOW yTUnM3auun B OTHOLUEHUW BCEX HocuTe
nemn nHdopmMaumm, Yem NbiITaTbCA COPTUPOBATL HOCMTENMW MO CTENEHN BaXKHOCTY;

r) MHOTMEe opraHusauuu npegnarawT ycnyrm no cbopy u ytunu3daumm 6Oymarn, obopynoBaHus U
HocuTenen uHdopmauun. CnegyeT TwatensHO BbIOMpaTh NOAXOAALLEro NoapsaYuka C y4eTOM UMEILLEerocs y
Hero onbiTa 1 obecneyeHns He06XoAMMOro YpoBHS MHOPMALIMOHHON Ge3onacHoCTy;

A4) NO BO3MOXHOCTU CriegyeT perMcTpupoBaTth YTUMAM3auUMIO BaXHbIX OOBLEKTOB C LEMblo Mocneayo
Lero ayamTa.

Mpy HakonneHun HocuTenen nHdopmaummn, Noanexawmx yTunusauum, cnegyeTt npuHuMaTb BO BHUMaHue
«aPeEKT HAKONMNEHNS», TO eCTb BONbLUON 06BLEM OTKPLITOM MHGOPMaLMM MOXET caenaTb ee bonee BaxXHON.

8.6.3 MNpouenypbl 06paboTkn MHopMmauum

C uenbto obecneyeHus 3alwmTbl MHCpOPMaLMU OT HEaBTOPW3OBAHHOIO PACKPbLITUS MW HENpaBUITbHOIO
MCMosb30BaHNsl HeobxoAMMO onpedenvTb npoueaypbl 06paboTkn U XpaHeHUs MHdopMauunM. 3T Npoueaypsl
[OIKHbI ObITh paspaboTaHbl C y4eTOM kaTeropmpoBaHus MHdopmauum (5.2), a Takke B OTHOLLEHUW JOKYMEHTOB,

BbIYMCINTENBHBLIX CUCTEM, CETEN, MEPEHOCHBLIX KOMMbLIOTEPOB, MOBUNBbHbBIX CpeacTB CBA3W, NOYTbI, pe4eBON NOY-
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Tbl, PEYEBOW CBS3N BOOOLLE, MYyNbTUMEAMMHBLIX YCTPOWCTB, MCMOMb30BaHWs (hakCoB M NOObLIX APYrMX BaXHbIX
06bekToB, Hanpumep, OnaHkoB, YekoB M cyeToB. Heobxoaoumo uvcrnonb3oBaTb Creaylolwmue MeponpusTusa no
ynpaBsneHuto MHpopmaLmoHHon 6e3onacHocTbio (5.2 n 8.7.2):

- 06paboTKy 1 MapkupoBaHue Bcex Hocutenewn nHdopmauum (8.7.2 a);

- OrpaHVYeHnst JOCTYMa C Lenblo NaeHTUdMKaLUMnm HeaBTOPM30BaHHOIO NepcoHana;

- obecneyeHne hopmanna3oBaHHON perncTpaumm aBTOpU30oBaHHbIX NorydaTenemn AaHHbIX;

- obecneyeHne yBepeHHOCTM B TOM, YTO JaHHble BBOAA SBMSOTCS MOMHbIMKU, Mpolecc obpaboTku 3aBep-
LaeTcs OOMKHBIM 06pa3oM 1 uMeeTcs NoATBEPXKAEHME BbIBOAA OAHHBbIX;

- obecneveHve 3awmTbl MHMOPMaLMK, HaxoasLWwencs B Oydepe AaHHbIX U OXMAAKLWeN BbiIBOAa B COOT-
BETCTBUW C BaXXHOCTbIO 3TON MHpopmaLmu;

- XpaHeHue HocuTenen nHpopmMauum B COOTBETCTBMM C TpeBGOBaHNSAMM N3roTOBUTENEN;

- cBeJeHne pacchliikn AaHHbIX K MUHUMYMY;

- YETKYI0 MapK1pPOBKY BCEX KOMWI AaHHbIX, NpeanaraemMblX BHUMaHUIO aBTOPM30BAHHOIO MNornyyaTens;

- perynspHbIi NEpeCMoTP CMMCKOB PacChIfku 1 CMIMCKOB aBTOPM30BaHHbIX NonyyarTenew.

8.6.4 Be3onacHOCTb CUCTEMHOW AOKYMEHTauumn

CuctemHas [OKYMeHTauusi MOXeT codepaTb OnpedeneHHyl BaxHYK MHgopmaumio, Hanpvumep, onu-
caHusi npoueccoB paboTbl GuaHec-NpunoXeHun, npoueayp, CTPYKTYP AaHHbIX, npoueccos asTopusauun (9.1). B
3TMX YCMOBUAX C LEMNbl 3aliMTbl CUCTEMHOW OOKYMEHTauuu OT HeaBTOPM3OBAHHOrO AOCTyna Heobxoammo
NPUMEHSTb crneaytoLume MeponpusaTms:

- CUCTEMHYIO AOKYMEHTaUMIO cregyeT XxpaHutb 6esonacHbiM o6pasom;

- CMMCOK MWL, MMEILLMX JOCTYM K CUCTEMHOW AOKYMEHTaUMK, cregyet CBOAUTb K MMHUMYMY; JOCTYN AOM-
eH ObITb aBTOPU30BaH BriagenbLueM GU3HEC-NPUIOXKEHUS;

- CWUCTEMHYI [OKYMEHTaumio, nonyyveHHyr/nogaepxunBaeMyto yepes o6LIeNOCTYNHYH ceTb, crnegyeT
3awmuiaTe Hagnexawmm obpasom.

8.7 O6meH MHdopMauuen n NporpaMMHbIM o6ecrnevyeHuemM

Llenb: npepoTBpalleHne notepu, MoandmKaLumM Unv HenpaBUIbHOMO MCMONb30BaHWUA MHAOPMauun npu
obmeHe eto Mmexady opraHu3aunsamu.

O6meH MHdOopMaumen n nporpaMmmHbIM obecnevyeHneM Mexgy OpraHvM3aumsaMy JomkeH ObiTb nog KOH-
TPOfeM M COOTBETCTBOBATL AENCTBYIOLLEMY 3aKoHOAaTeNnbCTBY (pasgen 12).

ObmeH mHdopMaLumen AOoMmKeH MPOUCXOAUTb Ha OCHOBE COrnalleHuin mexay opraHusaumsmu. Heobxo-
AVMMO onpeaenvTb Npouedypbl 1 MEPONPUSATUA MO 3awmTe MHOpMauuM u HocuTenew npu nepegadve. Heobxo-
AVMO Yy4uTbIBaTb NOCMNEACTBUA ANS AeATeNbHOCTU U 6e30nacHOCTU OpraHu3aumu, CBA3aHHbIE C SMEKTPOHHbBIM
0BMeHOM AaHHbIX, 3NIEKTPOHHOW TOProBfien N 3NEKTPOHHOW MOYTOW, a Takke TpeboBaHMs K MeponpuaTUaM Mno
ynpaBsneHuto MHOpMaLMOoHHON 6e30NacHOCTbLIO.

8.7.1 CornaiwieHusa no o6meHy nHcdopmaLmnen n nporpaMmMmHbIM obecneyeHnem

Mopsipgok obmeHa MHdOpPMauuen u NporpammHbIM obecneyeHneM (Kak amneKTPOHHbIM cnocobom, Tak u
BPYYHYI0) Mexay opraHusauusMu, BKMoYas nepedady Ha XpaHeHMe WCXOAHbIX TEKCTOB NporpamMMm TpeTben
CTOpPOHe, JoIkeH ObiTb CcTporo dopmanu3oBaH M OOKyMeHTupoBaH. TpeboBaHusi 6e3onacHOCTM B NOAOOHbIX
cornalleHusix AOMMKHbl YYMTbIBaTb CTeNeHb BaXXHOCTU MHopMauumu, sBnstoLlencss npegmeToMm obmeHa. Heob-
X0AUMO, 4To6bl TpeboBaHUst 6e3onacHOCTH B NOAOOHbBIX CornalleHnsaX yYmuTblBanu:

- 0653aHHOCTN PYKOBOACTBA MO KOHTPOMIO M yBEAOMIIEHWIO O nepefaye, oTnpaBKke U NonyyYeHun nHdop-
mMauuu;

- npoueaypbl ANS yBe4OMIEHUst OTNpaBUTENs O Nepegadye, OTNpaBKe U NonyYyeHun nHpopmaumu;

- MMHUMAarbHbIE TEXHUYeCKMe TpeboBaHNs No hOPMMPOBaHMIO U Nepedade NakeToB AaHHbIX;

- TpeboBaHWsA K KypbePCKON Crnyxobe;

- OTBETCTBEHHOCTb 1 006513aTenbCTBA B Criyvae noTepu AaHHbIX;

- UCMNOnb30BaHWE COrfacoBaHHOW CUCTEMbl MAapKUPOBKWM ANA BaXHOW WNN KPUTUYHON WHAOpMaumu,
obecneyvmBaroLLen yBEePEHHOCTb B TOM, YTO 3HAYEHME 3TON MapKMPOBKKN ByaeT cpasy e MOHATHO U nHdopmaums
OyaeT COOTBETCTBEHHO 3aLLULLEHa;

- onpepeneHve Bnagenbues MHdopMauunm u nporpaMMHoro obecneveHus, a Tawke obssaHHocTen no
3alWnTe AaHHbIX, y4eT aBTOPCKUX MpaB Ha nporpammHoe obecnevyeHne u aHamnornyHbix BonpocoB (12.1.2 u
12.1.4);

- TexHuyeckne TpeboBaHVs B OTHOLLUEHWM 3anucy U CYUTbIBAHMA MHopMaLMn 1 nporpammHoro obecne-
YeHus;
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- nobble cneumanbHble CpeacTBa KOHTPOIS, KOTOpble MOryT NoTpeboBaTbCa Ans 3alyThbl BaXKHbIX 00bek
TOB, Hanpumep kpunTorpadpudeckue kntoum (10.3.5).

8.7.2 Be3onacHocTb HocuTenen HdopmaLmm Npu nepeckinke

NHdopmauus MoxeT BbITb UCKaXeHa 1M CKOMMNPOMETUPOBaHa BCNeACTBME HEaBTOPU3OBAHHOMO AOCTYNA,
HenpaBWIbHOTO WUCMONb30BAHMA UMW UCKaXEHWs BO Bpemsi (DU3NYECKOM TPaHCMOPTUPOBKWU, Hamnpumep, npwu
nepecoinke HocuTenen nHdopmaummn no noYvTe nnu Yyepes Kypbepa. [na sawmrsl MHPopMaumu, nepenasaemom
MeXay opraHusaunsMun, HeobxoanMo NPUMEHATL CrieadyoLmne Mepbl:

a) cnegyeT MCMoOnb3oBaTb HAAEXHbIX MEPeBO3YMKOB WM KypbepoB, CnMCOK aBTOPU30BaHHbIX
KypbepoB HeobXOAMMO cornacoBbiBaTb C PYKOBOACTBOM, KPOME TOro, crieqyeT BHeAPUTb Npoueaypy NpPOBEpPKU
naeHTndnKaLmm Kypbepos;

0) ynakoBka [JorkHa ObITb [OCTATOMHOW ANsi 3aliMTbl  COAEPXMMOro OT fboro  umanmyeckoro
NOBpPEXAEHWS, KOTOpOe MOXET MMETb MECTO Mpu TPaHCMOPTUPOBKE, N COOTBETCTBOBATL TpeboBaHMAM M3roTo
BUTENEN HocuTenen nHdopmaumu;

B) crneuuwanbHble cpeacTBa KOHTPONSA cnepyeT MPUMEHHATb, NPy HeobxoouMOCTW, AN 3awuTbl Bax
HOW MHOPMaLMKM OT HEaBTOPU3OBAHHOIO PacKpbITUA UnNn moandukaumu. Hanpuvep:

1) ncnonb3oBaHune 3anepTblX KOHTENHEPOB;

2) NNYHYI0 JOCTaBKY;

3) ucnonb3oBaHWe YMNakoBKW, KOTOPYI Henb3s HapylwuTb He3ameTHO (Ha KoTopon BuaHa mnobas
nonbITKa BCKPbITUS);

4) B UCKNIOYMTENbHBIX Cryvasx, pa3buBKy OTMpaBlieHNs Ha HECKONbKO YacTen, nepecbiaeMblX pas-
TNNYHBIMK MapLUpyTamu;

5) ucnonb3oBaHve UMPPOBLIX NoanMcen u WwugpoBaHua Anst obecneyeHuss KOHUAEHUMANBHOCTU
(10.3).

8.7.3 be3onacHOCTb 3NMEeKTPOHHOWN TOProBnun

B anekTpoHHOW TOproene MOryT UCMOMNb30BaTbCA pasnuyHble cnocobbl o6mMeHa AaHHbIMKU, Hanpumep, B
anekTpoHHom Buae (EDI), yepes anekTpoHHy NOYTY M TpaH3akuMu B pexume OH-raiH Yyepes obwenocTynHble
ceTn, B YacTHOCTU, VIHTepHeT, QneKTpoHHas TOproBnsA nogBepXXeHa psgy CeTeBbiX Yrpo3, KOTOpble MOryT npu-
BECTU K Kpaxe, OCNapuBaHMIO KOHTPAKTOB, a TaKKe PacKpbITUIO Unu moamdukaummn nHdopmauun. Ytobel 3awm-
TUTb ONEKTPOHHYIO TOPrOBMIO OT TakWX Yrpo3, HEOOXOAUMO MPUMEHATb COOTBETCTBYIOLME MEPONPUSATUS MO
ynpasneHnio MHAMOPMaunoHHon 6GesonacHocTbio. [Ina obecneyeHns 6e30nacHOCTU 3MEKTPOHHOW TOProBmm
HeobxoAMMO npoaHanM3vMpoBaTb CTeneHb AOCTOBEPHOCTM M OBOCHOBaHHOCTM NpeAnaraembiX NOCTaBLMKaMM
Mep obecneyeHns nHpopmaumoHHon 6e3onacHOCTy:

- ayTeHTUdMKauusa. C Kakon CTeneHbio KMMEHTY U Mpodasuy crieqyeT npoBepsTb UAeHTUdMKauuo apyr
Apyra?

- aBTopu3aums. KTo ynonHomoyeH yctaHaeBnueaTtb LieHbl, NOAroTaBnMBaTth U NognuchbiBath KroYeBble
KOMMepuyeckme AoKyMeHTbI? Kakum 06pasom 06 aToM MOXeT BbITb NPOMHE(OPMUPOBAH TOProBbIv NapTHep?

- MPOLIECChbl B OTHOLLEHMN KOHTPakToB 1 TeHaepoB. Kakne TpeboBaHUs CyLeCcTBYIOT B OTHOLLEHUN KOHK-
OEeHUManbHOCTW, LENOCTHOCTW, MOATBEPXAEHWS OTNPaBKM W MONYyYEeHWUS KMYEBbIX OOKYMEHTOB, a Takke B
HEBO3MOXHOCTW OTKa3a OT COBEpPLUEHHbIX COAEenoK?

- MHpopMaLmsa O LeHax. Hackonbko MOXHO AOBEPATL pekname npanc-rimcToB U KOHPUAEHUMansHOCTU B
OTHOLLUEHWM CYLLECTBEHHbIX CKNAOK?

- obpaboTka 3aka3oB. Kak obecneunBaloTcs KOHMMAESHUMANbHOCTb WM LIENOCTHOCTb AeTanen 3akasa,
yCroBWIA onnathkl U agpeca NocTaBku, a Takke NOATBEPXKAEHWE NPU ero nonyyeHnn?

- KOHTpOSbHble MpoBepkn. Kakas cTeneHb KOHTPONs ABMSETCS JOCTaTOYHOMW, YTOOblI NMPoBEpUTb UHAOP-
Maumto o6 onnarte, npeAcTaBreHHy KIMEHTOM?

- pacyeThbl. Kakas bopma onnatbl sBnsieTcs Hanbonee 3allyLLEHHOW OT MOLLEeHHUYecTBa?

- ocbopmneHne 3aka3oB. Kakasi TpebyeTcst 3awmTa, 4Tobbl 06ecnednTb KoOHPMOEHUMANbHOCTb U LEenocT-
HOCTb MHpopMaL MK O 3akasax, a Takke nsbexarb noTepu nnu gyoénnupoBaHns coenok?

- OTBETCTBEHHOCTb. KTO HeceT OTBETCTBEHHOCTb 3a PUCK JI0ObIX MOLLEHHNYECKUX COEMNOK?

MHorve m3 BbILEYNOMSAHYTbIX Npobnem MoryT ObiTb pelleHbl C UCMONb30BaHWEM KpuMTOrpaduyeckmx
MeToAoB, M3noxeHHblx B 10.3, npu aTtom Heobxoaumo obecneyvBaTb COOTBETCTBME TpebOBaHMAM 3aKOHO-
partenbcTea (12.1, 12.1.6 oTHOCUTENBHO 3aKOHOAATENbLCTBA B 00NacTv KpUNTo3aLwunThbl).

Cornawenus mexgy naptHepamy B o6ractu 3reKTPOHHOW TOProBnu credyeT COMNpoBOXAATb AOKYMEH-
TanbHO O(POPMIIEHHLIMW AOrOBOpPaMU, KOTOPble YCTaHaBNMBAOT U AOKYMEHTarnbHO OOPMIIAIOT Mexay CTOpo-
HamMu YCroBWS 3aKMOYeHWs CAEenoK, BKMoYas gdetanu asTopu3aumn. MoryT noTpeboBaTbesi  Takke
OONOMHUTENbHbIE COrMaLleHns ¢ NoCTaBLLMKaMmM CeTEBbLIX N MHPOPMALIMOHHBIX YCIYT.

MaraavHbl (CeTu) 3MeKTPOHHOW TOProBMM, OPUEHTMPOBaHHbIE Ha MacCOBOrO MNOTPebuTens, AOSKHbI
obHapoaoBaTb YCNOBWS 3aKIO4YEHUS CAENOK.
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Heobxogmmo obecneynBaTtb YCTOMYMBOCTbL K BMPYCHbIM aTtakaM B MpoOLEeCcCe NPOBEAEHUST SNEKTPOHHON
TOProBnu, a Takke npegycMaTpvBaTb NOCNEACTBMS ANsl 6e30MacHOCTM BCEX CETEBbIX B3aWMOCBSI3EW Npu ee
ocywectsneHun (9.4.7).

8.7.4 Be3onacHOCTb 3NEKTPOHHOMN NOYTbI

8.7.4.1 Puckn 6e3onacHocTun

OneKkTpoHHas noyTa ucnonb3yeTcsa Ans obmeHa cryxebHom uHdopMaumen, 3aMeHsis TpaguUMOHHbIE
POpMbI CBSI3N, Takne Kak TeriekCc U noyta. ONeKTpoHHasd mnoyta OTNMyaeTcs OT TpaguUMOHHbIX opm BusHec-
KOMMYHMWKaLUWIA CKOPOCTbHD, CTPYKTYPOW COOBLLEHWIA, ONpeaeneHHon YyNpoLEHHOCTbIO, a TakKe YA3BUMOCTbIO K
HeaBTOPM30BaHHbIM AeNcTBUsM. Npyn 3TOM HEOBXOOUMO Yy4uTbIBaTb MOTPEOHOCTbL B CpeacTBax KOHTPOMs Ansi
YMEHbLUEHNS PUCKOB 6GE30MacHOCTU, CBA3aHHbLIX C 3NEKTPOHHOM noyTol. Mpu oueHke puckoB GesonacHocTu
HeobXxoaMMO yUnTbIBaTb, B YACTHOCTM:

- YSI3BMMOCTb COODOLLEHMI MO OTHOLLUEHWIO K BO3MOXHOCTW HEaBTOPU30BAHHOIO AOCTyna unu moauduka-
LUK, a Takke K oTkasy B 06CnyX1BaHWu;

- MOBbILWEHHYIO YYBCTBUTENMLHOCTb K OLIMBKam, HanpumMep ykasaHuio onboYHOro nnm HeBepHOro aapeca,
a Takke K obLen HagexXHOCTU N AOCTYMHOCTb AaHHOW YCNyru;

- BMMSIHWE M3MEHEeHWs CpeacTB nepefayvn uHdgopmauum Ha BuaHec-npouecchl, Hanpumep addekT ot
YBEMNWYEHHON CKOPOCTU [AOCTaBkuM cooOLleHui, a Tawke 3ddeKT, CBA3aHHbI C OBMeHOM oduunanbHbIMK
CcoOobLLEeHVAMN Mexay NI0AbMI, a He MeXay OpraHu3auusiMu;

- lOpUaMYecKne BOMPOCHI, Takne Kak BO3MOXHas HeOOXOAUMOCTb B JoKa3aTenbCTBE aBTOPCTBa cooblue-
HWS, a Takke PaKTOB ee OTNPaBKU, AOCTaBKM U MONYyYEHNS;

- MOCneACcTBUst, CBA3AHHbIE C NPUAAHWEM MAacHOCTU CNCKa COTPYAHWMKOB, MMEHLLNX NEKTPOHHYIO NOYTY;

- BOMpPOCHI, CBA3AHHbIE C yrpaBreHMeM yaaneHHbIM JOCTYNOM K 3NIEKTPOHHON MoYTe.

8.7.4.2 TonuTnka B OTHOLLEHWMW INIEKTPOHHOM NOYThI

OpraHunsaumsam cnepyeT BHeOPUTb YeTKMe npasuia MCMoNb30BaHMA 3NEKTPOHHOM MoYThbl, NpegycMmaTpu-
BaloLLMe creayloLime acnekTbl:

- BEPOSITHOCTb aTaku Ha ANEKTPOHHYI0 NOYTY (BUPYChI, Mepexsar);

- 3aLUMTY BIOXEHWI B COOOLLEHNST SMNEKTPOHHOW MOYThI;

- [aHHble, NpU Nepefave KOTopbIX He CrieQyeT NoNb30BaTbCs 3MEKTPOHHONW NOYTON;

- WCKIOYEHNE BO3MOXHOCTM KOMMPOMETauMu opraHvM3aumMm Co CTOPOHbl COTPYAHMKOB, Hanpumep, nytem
pacchbinkv OUCKPEAUTUPYIOLLMX U OCKOPOUTENBHBIX COOOLLEHWUIA, UCMONMb30BaHWE KOPMNOPaTUBHOW 3MEeKTPOHHOW
NoYThI C LIENbIO HEABTOPM30BAHHbIX MOKYMOK;

- MCMOmnb30BaHWe KpunTorpauyecknx MeTOAOB Anst 3aWwmTbl KOHPWAEHUMANbHOCTM U LEMOCTHOCTH
3NeKTPOHHbIX coobuenmn (10.3);

- XpaHeHue coobLLEeHUI, KOTopble, B 3TOM crny4vae, Mornu Obl GbiTb UCMONb30BaHbl B crnyyYae cyaebHbix
pa3bupaTensCcTs;

- OOMONHUTENbHbIE Mepbl KOHTPONs obmeHa CcooBLLEeHUsIMU, KOTopble He MOryT ObiTb ayTeHTUdULMpo-
BaHbl.

8.7.5 be3onacHOCTb 3MEKTPOHHbIX OPUCHBLIX CUCTEM

Heobxogmmo paspaboTatb M BHeApPWUTbL MONUTMKM 6e30MacHOCTM M PYKOBOACTBA C LENbi0 ynpaBneHus
puckamyn 6u3Heca U MHOPMALMOHHON 6Ee30NacHOCTLI0, CBA3AHHbIE C 3NEKTPOHHLIMU OMUCHBIMU CUCTEMAMMU.
31K cuctembl obecneunBaloT BO3MOXHOCTM ANA ObICTPOro pacnpocTpaHeHUs U COBMECTHOrO MCMONb30BaHUS
cnyxebHon wHdopMauMM MyTeM WCMOMb30BaHUS COYETaHUS BO3MOXHOCTEN [OOKYMEHTOB, KOMMbIOTEPOB,
NepeHOCHbIX KOMMbIOTEPOB, MOOUIbHBIX CPEACTB CBA3M, MOYTbI, SMEKTPOHHOW MOYThI, pEYEeBON CBA3W BooOLle,
MYNbTUMEANAHBIX CUCTEM, CEPBUCOB JOCTaBKMN NOYTOBbLIX OTMNPAaBEHUA 1 (haKkCcoB.

HeobxogmMmo yuuTbiBaTb NOCNeacTBUS Anst MHOPMauMOHHOW Ge3onacHoCcTM M BGU3Hec-NpoLeccoB OT
B3aUMOAENCTBUS BbllLeyKa3aHHbIX CPEACTB, B YACTHOCTU:

- ySI3BMMOCTb MH(OpMaLun B OUCHbIX CUCTEMAX, CBS3aHa, HaMpuMep, C 3anucbio TenedgOoHHbIX pasro-
BOPOB WM NEPEroBOpoOB MO KOH(EPEHL-CBA3M, KOHPUAEHUMANBHOCTLIO 3BOHKOB, XpPaHEHMEM (DaKCOB, BCKPbI-
TUEM W PACCHLINKON MOYTHI;

- yA3BMMOCTb WHGOpMauuW, npeaHasHa4YeHHoOM Ans COBMECTHOrO WCMONb30BaHWSA, Hanpumep, npu
MCMOMb30BaHNM KOPNOPATUBHbLIX 3MEKTPOHHbIX AOCOK 06bABneHns (9.1);

- UCKIMIOYEHNEe UCMONb30BaHMsA OUCHBIX CUCTEM B OTHOLLEHUW KaTeropui BaxHoW cryxebHon nHdopma-
LUK, €CNN 3T CUCTEMbI HE 06ECNeYMBaloT COOTBETCTBYIOLUIA YPOBEHb 3aLunThl (5.2);

- YA3BMMOCTb AOCTyNa K AaHHbIM NIMYHbIX €XEAHEBHWKOB OTAENbHbIX COTPYAHUKOB, HanpumMep, paboTato-
LUMX Ha BaXkHbIX NPOEKTaXx;

- BO3MOXXHOCTb WIMM HEBO3MOXHOCTb OCOUCHBIX CUCTEM NOAAEPXKMBATb OU3HEC-NPUMOXEHUS, HAanpuMep, B
YacTu nepefayum 3akasoB UK aBTOpU3aLnK;
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- KaTeropmMm COTPYAHWKOB, NMOAPSOYMKOB WM AENOoBblX MapTHEPOB, KOTOPbIM paspeLleHO UCMofb3oBaTb
cucTemy 1 paboune mMecTa, C KOTOPbIX MOXET OCYLLECTBMATLCA K Hel goctyn (4.2);

- orpaHuyeHve onpeaeneHHbIX BO3MOXHOCTEN CUCTEMbI ANs ONpeaeneHHbIX KaTeropuin nonb3osartenen;

- ngeHTuduKkaumio cratyca nonb3oBaTenen, Hanpumep CryXawux opraHusauuv unu noapsgyvvkos, B
OoTAenbHbIX AUPEKTopusX, Ana yaobcTea ApyrMx nonb3oBaTtenen;

- COXpaHeHve 1 pesepBnpoBaHme nHdopmaumm, cogepxatlencs B cucreme (12.1.3, 8.4.1);

- TpeboBaHVsa NO Nepexody Ha aBapWNHBIA pexunM paboTbl U NepeyvyeHb COOTBETCTBYHOLLMX MEPOMNPUATUI
(11.1).

8.7.6 Cncrembl ny6nnyHoro gocryna

CnegyeT ygensiTb BHUMaHve 3aliuTe LEenoCTHOCTU MHopMaumn, onyOrmMKOBaHHOW 3MEeKTPOHHBLIM Cho-
cobom, 4Tobbl NpenoTBpPaTUTL HEaBTOPM3OBAHHYIO MoAMdMKaLMIo, KoTopas morna Obl HaBpeauTb penyTaumu
opraHusauuv, nomectuBllen 3Ty uHdopMaumio. WHdopmaumio cuctembl nybnuyHOro foctyna, Hanpumep
nHcpopmauuio Ha Web-cante, gocTynHyto Yyepe3 VIHTEpHET, BO3MOXHO, NOTpebyeTcsl MPUBECTM B COOTBETCTBUE C
3aKOHOAATENbLCTBOM U PErYNMPYIOWUMN HOPMaMW CTPaHbl, MO, IOPUCAMKUMEN KOTOPbIX HAXOAMTCH cucTeMa unm
ocyuecTBnseTcs Toproens. Heobxogum cooTBeTCTBYOWMIA hOpManM3oBaHHbIA MPOLLECC aBTOpM3aumn npexae,
YeM nHpopmaumsa byaeT caenaHa obLeaoCTyNHON.

MporpammHoe obecneveHve, AaHHbIe U APYryl0 MHAMOPMaLumio, TpebyloLyo BbICOKOTO YPOBHS LIENOCT-
HOCTW, AOCTYN K KOTOPOW OCYLUEeCTBNSeTCA 4epe3 cucTeMbl nybnmyHoro goctyna, HeobxoAuMo 3almwaTtb
afekBaTHbIMU cnocobamu, Hanpumep, nocpeactsoM umdposon nognuck (10.3.3). Cructembl, NpegocTaBnsioLME
BO3MOXHOCTb 9MNEKTPOHHOM nybnukauum wuHdopmaumn, obpaTHOW CBSI3W W HEMOCPeACTBEHHOro BBOAA
nHdOpMaLMK, AOMKHBI HAXOAMTLCS No4 HaANeXallMm KOHTPONEeM C TeM, YToObI:

- nonyyeHHas MHopMaLMsa COOTBETCTBOBANa BCeM 3akOHaM Mo 3alumTe AaHHbIX (12.1.4);

- WHdOopMauusa, BBEAEHHas B CUCTEMY 3NEeKTPOHHOW nybnukaumm, obpabaTbiBanacb CBOEBPEMEHHO,
NOMHOCTBLIO U TOYHO;

- BaxkHas nHdopmaums Gbina 3almileHa B npouecce ee cbopa 1 XpaHeHus;

- JOCTYM K CUCTEME 3MEKTPOHHOW NyGnunkaumm ncknioyan 6bl BO3MOXHOCTb HEMpeaHamMmepeHHOro A4ocTyna K
CeTaM, C KOTOpPbIMY OHa CBsi3aHa.

8.7.7 Opyrue cdopmbl o6meHa nHopmaumen

Heobxoammo npedycMoTpeTb Hanmuuue npouedyp M MeponpusTUA MO ynpaBneHWio MHOPMAaLMOHHOW
6e30MacHOCTbLIO C Lienbio 3aluThl npouecca obMeHa MHOopMaunen NocpeacTBOM peyeBblX, PakCUMUIBbHBIX 1
BMOEOCPEeACTB KOMMYHMKaumin. MHdopmaumsa moxeT ObiTb CKOMMpPOMEeTMpoBaHa M3-3a HeJOCTaTO4YHOW OcBe-
AOMIIEHHOCTW COTPYAHWMKOB MO WMCMOMb30BaHWUIO CPeAcTB nepepayn uHdgopmaummn. B yactHocTh, nHdopmaumns
MoxeT OblTb moAcnylaHa npu neperosopax no MobunbHoMy TernedoHy B OOLIECTBEHHOM MecTe, a Takke C
aBTOOTBETHMKOB; MHOpMaLUMsA MOXeT Takke OblTb CKOMMNPOMETMPOBAHHOW BCIEACTBME HeaBTOPM3OBaHHOIO
JOCTyna K CUCTEME FOfloCOBOM MOYTbI MAWN CRyYalHOW OTChINKU (haKCMMUMbHBIX COOOLLUEHUI HenpaBUIIbHOMY
appecarty.

BusHec-onepauun mMoryT 6biTe HapylleHbl M MHMOPMaUnUs MOXET ObiTb CKOMMPOMETUpOBaHa B Criyyae
OoTKasa, neperpysks unu npepbiBaHus B paboTe cpeacTtB B3aumogencteusa (7.2 v pasgen 11). NHdopmauua
MOXeT ObITb CKOMNPOMETMPOBaHA, €CMNY K HEW MMENN MeCTO AOCTYN HeaBTOPU30BaHHbIE MONb3oBaTenu (pasagen
9).

Cnepnyet cdopmynupoBaTh YeTkne TpeboBaHus No cobnogeHno Npoueayp, KOTopbIM OOMKHbI CnefoBaTh
COTPYOHVKA NPU  UCMONb30BaHWM peyeBor, akCUMWUIbLHOM W BuaeocBas3n. B uyacTHoctn, Heobxogumo
npenycMoTpeThb criegytoLlee:

a) HanoMvHaHue COTpYAHWKaM O HeoOXOAMMOCTW MPUHATUS COOTBETCTBYHOLUMX Mep NPefoCTOpPOX
HOCTM, Hanpumep, AN UCKMYEeHUs MOACNYLUMBaHUS UMW NepexBata MHdOopMaLMU MpU UCNONb30BaHUM Tene
OHHON CBA3N:

1) Nuuamm, HaxoasILLUMMMUCS B HEMNOCPEACTBEHHON 6NM30CTM, 0COBEHHO NPY NOMb30BaHUM MOGUBbHLIMMA
TenedoHamu;

2) npocnywmnBaHua TenedoHHbIX NeperoBopoB MyTeM (U3MYecKoro goctyna k Tpybke, TenedoHHON
NMHAM UMM C  UCNONb30BaHUEM CKAHMPYHOLLUUX MPUEMHUKOB MpPU MPUMEHEHUM aHAmNoroBbIX MOOUMBHBIX
TenedoHoB;

3) NOCTOPOHHUMM NLLAMK CO CTOPOHBI aapecara;

6) HanoMWHaHWe CcOTpygoHMKaM O TOM, YTO He crnegyeT BeCcTuM KOHduaeHumanbHble 6Oecefbl B
06LLEeCTBEHHbIX MecTax, OTKPbITbIX 0hMcax U B NEPErOBOPHbLIX KOMHATaX C TOHKUMW CTEHaMU;

B) He OCTaBnATb COOOLUEHUA Ha aBTOOTBETYMKAX, MNepeajpecauus Ha KOoTopble Mpou3oluna Bcrnes
CTBME OLUMOKM COEAMHEHUS, UMM aBTOOTBETYMKAX OMepaTopoB CBsS3W, MOCKOMbKY 3TU COObLLeHUs MOoryT ObiTb
BOCNPOM3BEAEHbI HEABTOPN30BAHHBLIMY NULLAMMU;
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r) HanoMuHaHuWe COTPYAHWKAaM O BO3MOXHbIX PUCKax, MPUCYLUMX WCMOMNb30BaHMIO (HaKCUMUIBbHBIX
annaparoB, a UMEHHO:
1) HeaBTOPU30BaHHbIN JOCTYN K BCTPOEHHOW NamMsATK Ansi NoMcka coobLueHuni;
2) npegHamepeHHOe unu criyyariHoe nepenporpaMMyMpoBaHMe annapaTtoB C Lenbio nepegaym coob-
LLeHU No onpegeneHHbIM HoMepawm;
3) oTcbinka OOKYMEHTOB U COOOLIEHWA MO HenpaBWibHOMY HOMEpy BCreACTBUE HenpaBurbHOro
Habopa nMbo 13-3a NCNONb30BaHNS HENPaBWUIbHO COXPAHEHHOro HOMepa.

9 KoHTponb aoctyna

9.1 TpeﬁoBaHMe 6usHeca no o6ecnevyeHUro KOHTpOJIA B OTHOLWWEeHNU NTorn4eckoro gocrtyna

Llenb: KoHTponb AOCTYyNa K uHopMaLmu.

Hoctyn k nHcopmaLuum n BruaHec-npoueccam AOMmMKeH ObiTb KOHTPONMPYEMbIM C y4eToM TpeboBaHun 6us-
Heca 1 6esonacHocTy.

TpeboBaHMA K KOHTPOMO AOCTYNa AOIMKHbI ObITb OTPaXeHbl B NMOMMTUKaX B OTHOLLEHUW pacnpoCcTpaHeHus
1 aBTOpPU3aLMKN MHOPMALUN.

9.1.1 MonuTuka B OTHOLIEHUN NIOrMYecKoro AocTyna

9.1.1.1 NonuTnka n TpeboBaHmsa busHeca

Heobxoammo onpeaenaTb U OKyMeHTanbHo odopMnaTb TpeboBaHusa 6usHeca no obecneyeHnto KOHTPOns
B OTHOLUEHWM nornyeckoro goctyna. MpaBuna KOHTPONs JOCTyNa U nNpaBa KaXQ4oro rnonb3oBaTens unu rpynnel
nonb3oBaTenen AOMKHbI OQHO3HAYHO OMPEeAEenaTbLCS NOMUTMKON 6e30MNacHOCT MO OTHOLLEHMWIO K FIOrM4ecKkomy
poctyny. [lonb3oBateny U NOCTaBLUMKW YCNyr AOSKHbI ObiTb OMOBELLEHbl O HEOBXOAUMOCTU BbINOMHEHWS
TpeboBaHUii B OTHOLLEHUW NOTMYECKOro JocTyna.

Heobxoammo, 4Tobbl B nonutuke 6bino yuTeHo cneaytoLlee:

- TpeboBaHMsa 6e30MacHOCTU KOHKPETHbLIX BU3HEC-NPUINOXEHNI;

- ngeHTndnkaumsa Bcen nHpopmaLmm, CBA3aHHOWM ¢ DYHKLNMOHUPOBaHNEM BU3HEC-NPUIOXKEHNI;

- YCMOBUSI pacnpoCcTpaHeHns HopmMaumn n asTopusaunm JocTyna, Hanpyumep, NPUMEHeHWe npuHuuna
«need to know» (nomb3oBaTtenb nomyvyaeT AOCTYN TOMbKO K AaHHbIM, 6e3ycrioBHO HeOoOXOAuMbIM emy Ans
BbIMOMHEHNSI KOHKPETHOW (PyHKLMM), @ Takke B OTHOLUEHUW KaTeropupoBaHHOM MHdOpMauuM n Tpebyembix
YPOBHEW ee 3aLumnThl;

- COrMacoBaHHOCTb MeXZy NOMUTMKaMy MO KOHTPOS AoCTyna M knaccudukaumm uHdopmaumm npume-
HUTEMbHO K pasnuyHbIM CUCTEMaM U CeTSM;

- NPUMEHsieMOe 3aKOHOAATeNbCTBO M Nobble JOroBOpHbIe 00S3aTeNbCTBa OTHOCUTENBHO 3aLMThl JOCTyna
K AaHHbIM 1nn cepeucam (pasgen 12);

- CTaHgapTHbIe Npochmny OoCTyna Nonb3oBaTenen Ans TUNoBbIX 063aHHOCTEN U DYHKLMN;

- ynpasrneHue npaeBamMmun 4oCTyna B pacnpenerneHHon ceTm ¢ y4eTOM BCeX TUMOB AOCTYMHbLIX COeQNHEHUI.

9.1.1.2 MNpaeunna KoHTpons goctyna

Mpv onpeaeneHn npasun KOHTPONSA AOCTyna crnedyeT NPMHMMAaTL BO BHYMaHWe criedytoLlee:
-AndpdepeHumaumio Mexay npasunamu, obssatenbHbIMM A5 UCMNOMHEHWS, U MPaBuUiaMm, KOTOpble ABASIOTCH
oBLWMMMN NN NPUMEHSAEMbIMW NPU ONpeaeneHHbIX YCNoBUSX;

- YCTaHOBIEHMEe NpaBusl, OCHOBaHHbIX Ha NpPeanockinke «Bce AOMKHO ObiTh B 06LLEeM cryyae 3anpeLleHo,
noka sIBHO He pa3speLleHo», a He Ha bonee cnabom NpuHUMNE «Bce B OOLLEM criydyae paspeLlueHo, noka siBHO He
3anpeLLeHoy;

- U3MEHEeHUs B MpU3Hakax MapKkupoBkyM MHOpMauUmM (CM. 5.2) Kak reHepupyembiXx aBTOMaTU4YecKu cpe-
ActBamy 06paboTku MHopMaLMn, Tak U MHULMUMPYEMBIX MO YCMOTPEHMIO MONb30BaTenew;

- U3MEHeHUs B NpaBax Monb3oBaTens Kak yCTaHaBnMBaeMblX aBTOMaTUYeCKU MH(POPMALIMOHHOW cucTe-
MOW, TaK 1 onpeAeneHHbIX agMUHUCTPaToOPOM;

- npaeuna, kotopble TpebylT ofobpeHns agMuMHUCTpaTopa Mnu ApYyroro nuua nepes npvMeHeHneM, a
TaKke Te, KOTOpble He TpebyloT cneuunanbHOro ofobpeHus.

9.2 KoHTponb B OTHOLWEHUM AOCTyna nonb3oBaTenen

Llenb: npegoTepalleHe HeaBTOPM30BAHHOIO A4OCTYNa K MHPOPMAaLMOHHBIM CUCTEMaM.

[na koHTponsa 3a npegocTasreHne npasa AOCTyna K MHPOPMALMOHHBIM CUCTEMaM M cepBucaM Heobxo-
AMMO Hanunune popmManu3oBaHHbIX NpoLeayp.

Heobxogmmo, 4Tobbl Npoueaypbl OXBaTbiBANu BCE CTAOUN XXM3HEHHOMO LMKIA MOMb30BaTENbCKOro O0C-
Tyna OoT HayanbHON perncTpaumm HOBbIX MONb3oBaTenen A0 KOHEYHOro CHATUSA C perncTpaummn nonb3oBartenen,
KoTopbiM GonbLie He TpebyeTca 4OCTYN K MHpOpPMaLMOHHBIM cucTemaM 1 cepeucam. Ocoboe BHUMaHue crieqy-
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€T yaenaTb MeponpusTUsAM B  OTHOLUEHWM NpedoCTaBfeHUs nNpaB  NpPUBUMETMPOBAHHOIO [OCTyna, C
NMOMOLLIbIO KOTOPLIX MOMb30BaTENM MOFYT 0OXOAUTL CUCTEMHbIE CPEACTBA KOHTPONS.

9.2.1 Perncrpauus nonb3oBatenemn

HeobxoamMmMo cyllecTBoBaHME hOpPManM3oBaHHOW MNpoLEeaypbl PEerncrpaumMum M CHSATUSE C peructpaumm
nonb3oBaTenen B OTHOLUEHUW MPELOCTaBNEHNSA AOCTyna KO BCEM MHOMOMOMb30BaTENbCKMM MH(OPMAaLMOHHBIM
cucTeMam 1 cepsucam.

Joctyn Kk MHOrononb3oBaTeNbCKMM WHMOPMALMOHHLIM CepBUCaM [OIMKEH OblTb KOHTPOMMPYEMbIM
nocpeacTsomM hopmMarniM3oBaHHOroO nNpoLecca permctpaumm nonb3oBaTenei, KOTopbI AOMMKEH BKOYaTb:

- UCMOMnb30BaHWe YHUKanbHbIX ID (MOeHTUMKATOPOB MU MMEH) nomnb3oBaTenen TakuMm ob6pa3om, YToObI
OENCTBUS B CUCTEME MOXHO ObINo Gbl COOTHECTM C MONb30BATENSIMU U YCTAHOBUTb OTBETCTBEHHLIX. cnonb3o-
BaHue rpynnosbix ID cnegyeT paspeluaTb TOMbKO B TEX Cryyasx, rae 3To HeobxoamMmo, ¢ y4eToM ocobeHHOCTEN
BbINOMNHsIEMON paboThl;

- MPOBEpPKY TOro, YTO MONb3OBaTENb UMEET aBTOPM3aLMIO OT Bnagenbla CUCTEMbI Ha MNOMNb30BaHUE
MH(OPMAaLMOHHON CMCTEMON unu cepBucoB. Kpome Toro, MoxeT ObiTb LiernecoobpasHbiM Hanuyne AOMOSHU-
TEeNbHOro paspeLleHns Ha NpeaoCcTaBneHne NpaB OT PYKOBOACTBA;

- MPOBEPKY TOro, YTO YPOBEHb MPEaOCTaBMEHHOr0 AOCTyNna COOTBETCTBYET NMPOM3BOACTBEHHON HEObXo-
anmocTn (9.1), a Takke yuuTbiBaeT TpeboBaHMsA NONUTUKM 6e30NacHOCTY OpraHusauuy, HanpuMep, He HapyLllaeT
npuHUMna pasaenexnus obasaHHocTel (8.1.4);

- NpegocTaBrieHne Nonb30BaTENsIM NMMCbMEHHOTO JOKYMEHTA, B KOTOPOM yKa3aHbl UX MpaBa J4OoCTyna;

- TpeboBaHWe TOro, 4YToObl NOMb3oBaTENW MOANUCHIBANU AOKYMEHT O TOM, YTO OHM MOHMMAIOT YCIOBUS
npenocTaBneHust 4OCTyna;

- obecneyeHne yBepeHHOCTM B TOM, YTO NMOCTaBLUMKU YCMYr HE NPeaoCTaBnsioT AOCTYM, NoKa npouenypbl
aBTOpM3auun He 3aBepLUEHbI;

- BeAeHue opmMann3oBaHHOMO yyeTa B OTHOLLUEHUM BCEX MWL, 3apermcTpupoBaHHbIX ANA UCMNONb30BaHUA
CEpPBUCOB;

- HEMeAJSIEHHYI0 OTMEHy MpaB AOCTyMa Monb30oBaTenem, y KOTOPbIX M3MEHUNCh OOJPKHOCTHblE 00A3aH-
HOCTW UM YBOJTUBLUMXCS N3 OpraHM3aunm;

- NEPNOANYECKYIO NPOBEPKY U yaaneHne n3bbITOYHbIX MONb30BaTENbCKMX ID 1 y4eTHbIX 3anucei;

- obecrneyeHre Toro, 4Tobbl M3OLITOYHbIE Monb3oBaTensckue ID HeObINM NepegaHbl ApyrMM nonb3oBaTe-

nsm.

HeobxogmMmo paccMaTpuBaTb BO3MOXHOCTb BKITIOMEHWUSI MOMOXEHUA O MPUMEHEHWM COOTBETCTBYHOLLMX
CaHKLMI B cry4yae MonbiTOK HEABTOPM3OBAHHOIO AOCTyna B TPyAOBble AOroBopa COTPYLAHWUKOB W KOHTPaKTbl C
nocTasLUKamm ycnyr (6.1.4 n 6.3.5).

9.2.2 YnpaBneHue npuBunernamm

MpepoctaBneHve 1M UCNONb3OBaHWE NPUBWUIETUA NPU MPUMEHEHUN CPEACTB MHOrOMosb30BaTENbCKOM
MHOPMAaLMOHHON CUCTEMBI, KOTOPbIE NO3BOMSAIOT MONb3oBaTento 06xoauTb CpeacTBa KOHTPOMS CUCTEMbI UMK
Bun3Hec-npunoXxeHns, HeobxoauMo OrpaHnymMBaTb W AepxaTb NoA KoHTponem. HeapeksaTHoe vcnonb3oBaHune
npvBMnernin YacTo GbiBaeT rmaBHON NpUYNHON cboeB cucTem.

HeobxogmMmo, 4ToObl B MHOrOMOMNb30BaTENbCKMX CUCTEMAX, KOTOpble TPebyroT 3awuTbl OT HEeaBTOPM30-
BaHHOro AOCTyna, NpefocTaBlieHne MPUBUMErniA KOHTPONMPOBAaNoOCb MOCPEACTBOM (hOpMann3oBaHHOMO Npo-
uecca aBTopusaumu. MNpy aTom LenecoobpasHo NPUMEHSTb criegylowmue Mepbi:

- naeHTudunumnpoBaTe NPUBUMNETNMA B OTHOLLEHMM KaXXOOrO CUCTEMHOrO MpoAyKTa, Hanpumep, onepauu-
OHHOW CUCTEMbI, CUCTEMbI YNpaBneHuss 6azaMu [aHHbIX U KaXOoro OM3HeC-MpUNoXEeHUs, a Takke KaTeropuu
COTPYOHVKOB, KOTOPbLIM 3TV NPUBUMErU OOMKHbI ObITb NPEAOCTaBMNEHbI;

- MpuBUNErMn [OSMKHbI MPEfOCTaBNATLCA TOMbKO TEM COTPYAHWKAM, KOTOpPbIM 3TO HeobxoauMmo Ans
paboTbl M TONBKO HA BPEMS €€ BbINOMHEHWS, HAanpuMep, NpeaoCcTaBnas MUHUManbHbIE BO3MOXHOCTM No paboTte
C CMUCTEMOW AN BbINOMHEHUs TPebyeMbIX (DYHKLUIA, TONBKO KOraa B 3TOM BO3HMKaeT NoTpebHOCT;

- Heobxoammo obecneunBaTb NPOLECC aBTOPU3ALIMN U PErMCTPaLn BCEX NPeAOoCTaBEHHbIX NPUBUIErUNA.
MpuBunerun He AOMKHLI NPEAOCTaBNATLCA A0 3aBepLUEHMS npoLecca aBTopusauum;

- cnepyeT NpoBOAWUTL MOMUTMKY PaspaboTKM U UCMONb30BaHWSA CTAHAAPTHLIX CUCTEMHBIX YTUAUT (CKpwn-
TOB) AN UCKMIOYEHNS HeOBXOAMMOCTY B MPeAOCTaBNEHNN AONOMHUTENbHBIX NPUBUMIErIA NOMb3oBaTeNsMm;

- cnegyeT Menonb3oBaTh pas3nuyHbie MaeHTUdUKaTopbl Nonb3oBartener npyu pabote B 06bIMHOM pexume u
C MCNOMNb30BaHNEM NPUBUIETMN.

9.2.3 KoHTponb B OTHOLWEHUU Naposiei nonb3oBartesnen

Maponu sBnawTca Haubornee pacnpoCTpaHEHHLIMW CPEACTBaMM NOATBEPXKAEHUS uaeHTUdukaTopa
nonb3oBaTens npu AocTyne K MHOPMaUMOHHOW cucteme unu cepsucy, lNpegoctaBneHve naponew OOMKHO
KOHTPONMpPOBaTbCA  MOCPeACTBOM  (DOPManu3OBaHHOrO  npouecca  ynpaBrneHus,  KOTOPbI  OOMMKeH
npegycMmaTpusaTh:
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- nognucaHve nonb3oBaTensiMM AOKYMEHTa O HeobXxoaMMOoCTuM coGnioaeHWs NOnHOW KoHduaeHumarnb-
HOCTW NNYHBIX MAporen, a B OTHOLLIEHUN IPYNMOBbLIX Naponen — cobnoaeHns KOHPMAEHUMaNbHOCTM B Npeaenax
paboyen rpynnbl (3TO MOXET ObITb BKIIOYEHO B YCNOBUSA TPYAOBOro Aoroeopa, 6.1.4);

- B Cnyvyasix, Koraa oT nonb3oBarternen TpebyeTtcsi ynpaBrieHne coOGCTBEHHbIMMU Maponamu, Heobxoammo
obecneumBaTtb npegocTaBneHne 6e30nacHOro NepBoHaYarbHOrO0 BPEMEHHOrO Maposns, KOTOpbIA Nonb3oBaTens
NPVHYXOAT CMEHUTb MPU NEPBON perncTpaumm B cucteme. BpeMeHHble Naponu UCnosnb3yTes B TEX Cry4ask,
KOrda nornb3oBaTeny 3abbiBaldT CBOW NMYHLIN Naponb, U AOMKHbI BblAaBaTbCA TOMbKO NoOcrne MaeHTUduKaumm
nonb3oBaTens;

- obecrneveHre G6esonacHoro cnocoba BbiAayM BpeMeHHbIX naporen nonb3osartensam. Cneagyet nsberatb
MCMNONb30BaHUSA He3alMULWEHHbIX (OTKPbITLIA TEKCT) COOOLLEHUA SMEKTPOHHOM MOYTbl WM COOOLLEHMI Mo
3MNEKTPOHHOW NOYTE OT TPETLEN CTOPOHLI. [onb3oBaTensam HeobxoaAMMO NoATBEPXKAATb NONyYeHNe Naponen.

Maponu HuKorga He criefyeT XpPaHUTb B KOMMbIOTEPHOW CUCTEME B HesaluuLeHHon dopme. MNpn Heobxo-
OVMOCTU criefyeT paccMaTtpvBaTb BO3MOXHOCTW OPYrMX TEXHOMOrni Ang unaeHTudukaumm u ayteHTudmkauum
nonb3oBaTensi, TakMe Kak GuomMeTpus (NMpoBepka OTNeYaTKoB MarnbLeB), NPOBEPKA MOAMUCU, U UCMONb30BaHWE
annapaTHbIX CPeACTB UAeHTUMKauum (Yun-kapT, MUKPOCXEM).

9.2.4 MNMepecMoTp NpaB gocTyna nonb3oBaTenen

Ons nopaepxaHus adeKTMBHOIO KOHTPOMst AOCTyna K AaHHbIM U MHOPMAaLMOHHBIM YCryram pyKoBO-
OCTBO MEpUOOMYECKM [OIPKHO OCYLLEeCTBNSATb (POPManu3oBaHHbIA MpoLEecCc MepecMoTpa npaB  AocTyna
nonb3oBaTenen, Npu aToM:

- NpaBa [4OCTyna nonb3oBaTenen OOMKHbI NepecMaTpuBaThCsl pPerynspHo (pekoMeHayembli nepyvon — 6
MecsiLeB) 1 nocne nbbix uameHeHui (9.2.1);

- aBTOpU3aLms cneumnanbHbIX NPUBUNErMPOBaHHbLIX Npas goctyna (9.2.2) AoMmKHA OCYLLECTBNATLCA Yepes
MeHbLUME MHTEepBanbl BpeMeHU (pekomeHayembli nepyuon — 3 mecsua);

- NPeAoCTaBnEHHbIE MPUBKMIENMN AOMKHbI NEPUOANYECKN NPOBEPATLCA ANA 06ecneyeHns yBepeHHOCTU B
TOM, YTO He Oblnn NosnyyYeHbl HEAaBTOPU3OBaHHbIE NMPUBUMIETUN,

9.3 O6s13aHHOCTU NoNb3oBaTenen

Llenb: npenoTBpalleHne HeaBTOPM30BaHHOMO AOCTYNa rnonb3oBaTenei kK uHdopMauum.

B3sanmogelictBne aBTOPU3OBaAHHLIX MOMb30BaTeENen SBNSAETCS BaXHbIM acnektoM 3ddeKTUBHOCTU
6e3onacHocTu.

HeobxoamMmo, 4ToOblI Monb3oBaTenu ObiNM OCBEAOMIEHbl O CBOUX OOS3aHHOCTAX MO MCMOMb30BaHUIO
3a(pPEKTUBHBIX MEPONPUATUIA NO YNpaBneHUo OOCTYNOM, B YAaCTHOCTM, B OTHOLLEHMM naponen n 6esonacHocTu
obopynoBaHusi, ¢ KOTOpbIM OHM paboTatoT.

9.3.1 Ucnonb3oBaHue naponeu

Monb3oBaTenu OOMmKkHbI cObMaaTh onpeaeneHHble npasuna obecneveHns 6e3onacHOCTU Npu Beibope 1
MCMONb30BaHMM Naponen.

C nomollblo naponen obecneyvvBaeTcsl NOATBEpPXAEHME nAeHTUdMKaTopa nosfb3oBaTens W, crenoBa-
TenbHO, NornyyYeHne Joctyna k cpegcresam o6paboTku MHdopmauum unu cepencam. Bece nonb3oBatenu AomkHbI
ObITb OCBEJOMIIEHbI O HEOOXOANUMOCTU:

a) coxpaHeHus KoHMAeHUNanbHOCTY Naponewu;

6) 3anpelueHnss 3anucu napornein Ha Oymare, ecnu Tonbko He obecneyeHo GesonacHoe WX XpaHe
Hue;

B) M3MEHEHWs Mapone BCSKAWA pas, Npu Hanuyuum noboro npusHaka BO3MOXHOW KOMMApOMeTauuu
CUCTEMbI UNW Napons;

r) Bbibopa ka4yeCcTBEHHbIX Naponen ¢ MMHMManbHOM ONIMHOW B LWECTb 3HAKOB, KOTOpPbLIE:

1) nerko 3anoMHUTBb;

2) He noaBepPXXEeHbl FEerkoMy yraablBaHWIO WIIN BbIYMCIEHUIO C WUCMOSb30BAHMEM MEPCOHANbHOM
MHbopMauun, CBA3AHHON C BNaaenbLeM Naposns, Hanpumep, MMeH, HOMepoB TenedOHOB, AaT POXAEHUA U T.4.;

3) He coaepxaT nocrneaoBaTenbHbIX MAEHTUYHBIX CUMBOSIOB M HE COCTOSIT M3 MOSTHOCTbLIO YMCIOBbLIX UMK
NOMHOCTbLI0 BYKBEHHbIX Ipynm;

) V3MEHEeHVs1 naporfen 4epe3 paBHble WHTepBanbl BPEMEHW WM MNOCMe OonpeferieHHoro 4vucra [oc
TYMOB U WCKIOYEHUSI MOBTOPHOTO UMW UMKITMYHOTO MCMOMb30BaHUsi CTapbiX naponen (naponu Ans npuBuneru
pOBaHHbIX YYETHBIX 3anucer crieqyet MeHATb Yalle, YeM OOblYHbIE Naponu);

€) U3MEHEHWS BPEMEHHbIX Naponen Npu NepBoi perucTpaunm B CUCTEME;

) 3anpeLleHnst BKIIOYEHUS Maporne B aBTOMAaTU3MPOBaHHLIA MNPOLECC perucTpauun, Hanpuvep,
C UCMOMNb30BaHWEM XPaHUMbIX MAKpOKOMaHA, Unu pyHKUMOHanNbHbIX KNaBuLL;

3) UCKIMOYEHMS KONMMEKTUBHOMO MCMOMb30BaHUSA NHAMBUAYANbHbLIX Naponen.
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Ecnn nonb3oBaTenu HyxaalTcsi B AOCTyMe K MHOTOYWCHEHHBIM YCryram unv GusHec-npunoXeHusM u
BbIHY>XXAEHbl UCMOMb30BaTb MHOrOYMCNEHHbIE Naponn, MOXHO MOPEeKOMeHA0BaTb BO3MOXHOCTb MCMOMNb30BaHUA
ofHoro kKadectseHHoro napons (9.3.1 r) Ana Bcex CepBMCOB, oBecrnevmBaloWmnX pasyMHbIA YPOBEHb 3aLluThbI
XpaHMMOro naponsi.

9.3.2 O6opynoBaHue, ocTaBrieHHOE Nonb3oBaTenssMu 6e3 npucMoTpa

Monb3oBaTenu AoOMXHbI obecrneunBaTb COOTBETCTBYIOLLYIO 3awmTy obopydoBaHus, ocTaBreHHoro 6e3
npucmoTpa. ObopyaoBaHune, yCTaHOBMIEHHOE B pabounx 30Hax, Hampumep pabouve unu dannosble CTaHUuK,
TpebyeT cneumanbHOW 3aliMTbl OT HeaBTOPM3OBaHHOrO AOCTyna B Cryyae OocTaBfieHus ux 6e3 mpucMmoTpa Ha
AnuTenbHbI Nepuog. Bcem nonb3oBatensam u nogpsayvkam Heobxoaumo 3HaTb TpeboaHusa Ge3onacHocTv u
MeTOoAbl 3aLmThl OcTaBreHHoro 6e3 npucmoTpa obopyaoBaHNUsA Takke, Kak U cBou 06513aHHOCTM Mo obecneyeHuto
Takon 3awmTel, [Monb3oBaTensam pekoMeHayeTcs:

- 3aBepliaTb aKTUBHbIE CEaHCbl MO OKOHYaHMM paboTbl, ecrnu OTCYTCTBYeT MexaHu3m OGnoKUMpoBKu,
HanpvMep, XpaHUTenb 3KpaHa, 3anLLEHHbIN Naponem;

- OTKNIOYATBCS OT MaMHGPENMa, Korga ceaHC 3akOHYEH (TO eCTb He TOmnbKO Bbikntovate PC nnm tepmu-
Han);

- 3awmwatb PC nnu TepmMmHansl OT HEaBTOPU3OBAHHOTO UCMOMb30BAHUS MOCPEACTBOM 3aMKa UMN 3KBU-
BaleHTHOro CpefcTBa KOHTPOMs, HanpuMmep, 3almTa AoCTyna C NOMOLLBI0 Mapons, Korga obopydoBaHue He
ncronb3yeTcs.

9.4 KoHTponb ceTeBOro gocryna

Llensb: 3awuta ceTeBbIX CEPBUCOB.

JocTyn kak K BHYTPEHHUM, TaK M K BHELUHUM CETEBbIM CEpBUCaM [OMMKEH ObiTb KOHTpoONupyembiM. JTO
HeobxoaMMOo Ans YBEPEHHOCTM B TOM, YTO MONb30BaTENN, KOTOPbIE UMEKT AOCTYN K CETAM U CETEBBLIM CEPBU-
caM, He KOMNPOMETUPYIOT Ux Be3onacHocTb, obecneynBas:

- COOTBETCTBYKOLUNE WHTEPENCH MEXAY CEeTbio OpraHuM3auMu K ceTsMW, MpuHagnexawmmu Apyrum
opraHvMsauusam, unv obLeaoCTYMHbIMN CETAMMU;

- COOTBETCTBYHOLLME MEXAHU3Mbl aYTEHTUUKALUN B OTHOLLEHMM NONb3oBaTenen n 06opyaoBaHus;

- KOHTPOIb AOCTYyNa nonb3oBaTternen K MHpOopMaLMOHHBIM CepBucaMm.

9.4.1 Nonutuka B OTHOLUEHUM UCNOJIb30BaHUS CEeTeBbIX CIYX0

HecaHKUMOHNPOBaHHbIE MOAKMIOYEHNS K CEeTEBbIM cnyxbam MoryT HapywaTtb MHdopMaunoHHyo 6e3o-
nacHoOCTb Lernon opraHusauuu. Monb3oBatensm cnegyeT obecnevmBaTb HENOCPEACTBEHHbIV OOCTYM TOMbKO K
TEM CepBMCaM, B KOTOPbIX OHW ObiNn aBTOpM3oBaHbl. KOHTpONb 4OCTyNa, B YaCTHOCTU, SBMSIETCA HEOOXOANMbIM
ONst CETEBbIX MOAKMYEHUA K BaXHbIM WM KPUTUYHBIM BU3HEC-NPUMOXEHUSIM UMK Ans nonb3oBaTenen,
Haxo4sALLMXCS B 30HAX BbICOKOTO pucka, HanpruMep, B OOLLECTBEHHBLIX MECTaX UMW 3a Npeaenamu opraHusauum —
BHe cchepbl HENOCPEACTBEHHOMO YNpPaBeHUsi U KOHTPONsS 6e30MacHOCTU CO CTOPOHbLI OpraHM3aLmu.

CnenyeT npegycmatpuBaTtb Mepbl 6€30MacHOCTU B OTHOLLEHMM MCMNONb30BaHUSA CeTen U CeTEBbLIX CEpPBU-
coB. [Mpu aTomM JoMmKHbI ObITh ONpeaeneHbl:

- CeTu 1 ceTeBble YCNyrn, K KOTOPbIM pa3peLleH A0CTyn;

- Mpoueaypbl aBTopusauun Anst onpefeneHns KoMy, K Kakum CEeTsSIM 1 CETEBbIM CepBucCaM paspeLleH Joc-
Tym;

- MeponpuaATUS 1 Npoueaypbl MO 3alUMTe OT HECAHKUMOHUPOBAHHOIO NOAKIIOYEHUS K CETEBLIM CEPBUCaM.

Heobxogmmo, 4ToGbl 3T Mepbl COrnacoBbiBanMcb C TpeboBaHMAMKU Gu3Heca B OTHOLUEHWWM KOHTPOMsi
poctyna (9.1).

9.4.2 MNMpeponpeaeneHHbIN MapwpyT

MapLupyTbl OT MONb30BATENbCKOrO TEpMMHANa [0 TOYEK MNpPefoCTaBMNEHWUsl KOMMbIOTEPHbIX CEPBUCOB
TpebyoT ocoboro koHTpons. CeTn NPOEKTUPYHTCA C y4eToM obecrneyeHns MakcumaribHbIX BO3MOXHOCTEN AN
COBMECTHOrO WCMOMb30BaHUSI PEeCcypCcoB M TMMOKOCTU MaplpyTu3auum. OTM OCOBEHHOCTU MNOBbLILAT PUCK
HEeaBTOPM3OBAHHOIO AOCTYNa K OU3HEC-NMPUNOXEHUSIM UMM HEeaBTOPM3OBAHHOIO WUCMOMb30BaHUS MHopMaLuu-
OHHOro o6opygoBaHusl. MeponpusaThs, KOTOPbIE OrpaHMYMBAOT MapLIpyTbl MEXAY MONb30BaTENbCKMUM TEPMU-
HanmoM 1 KOMMbIOTEPHBIMM CEepBMCaMM, K KOTOPbIM MOfb30BaTeNlb aBTOPM30BaH OCYLIECTBMATL AOCTyM,
HanpvmMep, NyTeM CO34aHUsA ONTMMAarbHOro MapLUpyTa, MOryT YMEHbLUATb Takue PUCKN.

Llenb onTMMu3auum maplupyta COCTOMT B TOM, YTOObI MCKMIOYWTL BbIOOP MONb3oBaTENAMU WHbIX Map-
LIPYTOB, KPOME MapLupyTa Mexay nonb30BaTENbCKUM TEPMUHANOM M CeEpBMCaMW, MO KOTOPOMY Monb3oBaTtesb
aBTOPW30BaH OCYLLECTBMATL JOCTY.

OT1oT noaxon obblivMHO TpebyeT BHeapeHUs Habopa CpefAcTB KOHTPOMS B Pas3fnMYHbIX TOYKax MapLupyTa.
MpuHUMN 3aknoYaeTcsl B OrPaHUYEHUN BapvaHTOB MapLUpyTU3auuyM B KaXdOW TOYKE CETU MOCPEeACTBOM orpe-
OeneHHbIX cnocobos, Hanpumep:
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- pacnpeaeneHust BblAeneHHbIX NMMHUIA NN HOMEPOB TernedgoHa;

- aBTOMaTM4YECKOro MOAKMYEHNSI MOPTOB K OMNpederieHHbIM CUCTEMHBbIM MPUMOXEHUSIM UMK  LUM03aM
6e3onacHocTu;

- OrpaHMYEeHUs oMU MEHIO U NOAMEHIO ANS UHAMBUAYarbHbIX NONb3oBaTeNew;

- NPeaoTBpaLLEHNsI HEOrPAHNYEHHOIO CETEBOrO POYMMHTa;

- WCMONb30BaHWSA OMNPEAENeHHbIX MPUKNaaHbIX CUCTEM W/MMM LWN30B 0e30nacHOCTU AN BHELHWX
nonb3oBaTenen ceTu;

- aKTMBHOTO KOHTPONS Pa3peLleHHOro WMCTOYHMKA C Lenbi HanpaerieHUs COeOUHEHUsT Yepes3 LUMH3bl
©6e30MacHOCTK, HaNpUMep, MeXceTeBble 3KpaHbI;

- OrpaHuMyeHust JocTyna K ceTu MocpeAcTBOM CO3[aHus OTAENbHbIX JIOTMYECKMX OOMEHOB, HanpvuMmep
BMPTYyarbHbIX YaCTHbIX CETEW AN NONb30BaTENbCKUX rPynn B npefenax opraHnsauum (9.4.6).

Bblbop KOHKpeTHbIX cnocoboB AOMmKeH OCHOBLIBATLCA Ha TpeboBaHMsX OM3Heca B OTHOLLUEHUW KOHTPONs
poctyna (9.1).

9.4.3 AyteHTUbMKaLumsa nonb3oBaTenen B criy4yae BHELLHUX COeAUHEeHUN

BHelwHne coeavHeHnst obecneuymBalT noTeHUMan fANs HeaBTOPM3OBAHHOIO [0CTyna K cnyxebHomn
MHpopMauuKn, Hanpumep, NpW UCMNONb30BaHWM TenedoHHOW cBA3W. [1o3ToMy, NpuM OOCTyne yaaneHHbIX
nonb3oBaTenen, oOHW AOIMKHbI ObITe ayTeHTUdULMPOBaHbl. HekoTopble MeToabl ayTeHTUdMKaLuumn obecneynsaoT
GOoNbLLUNA YpPOBEHb 3aLUUTbI, HanpuMMmep, OCHOBaHHblE Ha WCMONb30BaHUW CPEACTB Kpuntorpaduu, U MoryT
obecneunTb HaOEeXHY ayTeHTUdMKaumio. Vicxoaa M3 OUEHKM pucka, BakHO onpefenuTb Tpebyembli ypoBEHb
3awmnThl ANns Beibopa COOTBETCTBYHOLLErO METOAA ayTeHTUMKauun.

AyTeHTU(MKaLUMSa yaaneHHbIX nonb3oBaTenen MOXeT ObiTb AOCTUrHyTa NpuU WMCMONb30BaHUW CPEACTB
Kpuntorpacmu, cpeacTB uaeHTMdMKaumMm annapaTtypbl UnyM NpoTOKOMOB, MOAAEPXKMBAIOLIMX METOL «OTKMMUK-
OT3bIB». BblaeneHHble YacTHble NMMHUKM UM CPEeACTBa NPOBEPKM CETEBOro agpeca Mnorb3oBaTens MoryT Takke
Mcnonb3oBaTbCs Anst obecneyeHns 4OBEPUS K UCTOYHUKY MOLKITHOYEHNIA.

Mpouenypbl 1 cpeacTBa KOHTPONs 06paTHOro BbI30BA, HAMPUMEP UCMONb30BaHWE MOAEMOB C 0OpaTHbIM
BbI30OBOM, MOryT obecneumBaTb 3aliMTy OT HEABTOPM3OBAHHbLIX U HEXenaTerbHbIX NOAKMYEHU K cpeacTBam
00paboTkn MHOPMaLMK OpraHn3aumun, Tak Kak MOATBEMKAAOT NPaBO Ha AOCTYN NOMb3oBaTENEN, NbiTAOLLMXCS
YCTaHOBUTbL YAarieHHYK CBA3b C CeTbio opraHu3aumn. Mpu MCNonb3oBaHWM 3TUX CMOCOOOB OpraHM3aumm He
crnegyeT MCNonb3oBaTb CETEBble CEPBUCHI, KOTOPbIE BKMOYAlOT nepeagpecauunio Bbi3oBa. Ecnn xe oHu
ncnornb3yloTcs, HeobxoanmMo BroKMpoBaTb BO3MOXHOCTU Nepeagpecauun, YTobbl n3bexaTb CBSA3aHHbIX C 3TUM
puckoB. Takke BaxHO, YTOObI npoliecc obpaTHoro Bei3oBa obecneynBan yBEpeHHOCTb B TOM, YTO (hakTUYECKOE
pasbefuMHEHNE Ha CTOPOHE OpraHu3auunM OCyLLeCTBNEHO. B npoTvBHOM cnyyae ypaaneHHbli nornb3oBaTenb
MOXET [epXaTb NMHUK 3aHsAToW, danscudurumpys npoBepky obpaTHOro Bbi3oBa. [nsi UCKMOYEeHUs NoA0GHbIX
MHLUMOEHTOB Npoueaypbl M CPEACTBA KOHTPOS 06paTHOro BbI30Ba CrieayeT TLaTenbHO TeCTUpoBaTh,

9.4.4 AyteHTuUcbukaums yana

Cpeacrtso aBTOMaTUYECKOr0 NOACOEAMHEHUS K YAAneHHOMY KOMMbIOTEPY MOXET NpeaocTaBuTb cnocob
nony4yeHns HeaBTOPU3OBAHHOIO A0CTyNa k GusHec-npunoxeHuno. CnegosaTenbHO, NOAKMIOYEHNUST K yaaNeHHbIM
KOMMbIOTEPHBIM CUCTEMaM Heobxoaumo ayTeHTUMUupoBaTb, YTO OCOBEHHO BaXHO, €CMM NOAKMYEHue
NPOV3BOANTCS K CETU, KOTOopasi HaxoauTca BHe cdepbl KOHTPONS yrnpaerneHusi 6e30MmacHOCTBI OpraHvM3auun.
Mpumepbl ayTeHTUdMKaLMM 1 cnocobbl ee AOCTMKEHUS paccmaTtpusatoTcs B 9.4.3.

AyTeHTUMKaums y3na MOXeT CNYyXUTb anbTePHAaTUBHBIM CPEACTBOM ayTEHTUUKALUN TPynn yaaneHHbIX
nonb3oBaTenen Tam, rge OHM MNoAcoeauHeHbl K 6e3onacHOMy KOMMbIOTEPHOMY CpeacTBY COBMECTHOMO
ucnonb3oBaHus (9.4.3).

9.4.5 3awmTa NOopTOB AUArHOCTUKM NPU yaaneHHoMm gocTyne

[na obecneyeHns 6e30nNacHOCTM JOCTYN K NOPTaM OUArHOCTUKM OOIMKEH ObITb KOHTpONMpyembiM, MHorve
KOMMbIOTEPHBIE CETU U CUCTEMbI CBS3M UMeEKT Habop CpeacTB yAaneHHOW OUArHOCTUKM ANsi MCMOSb30BaHUS
MHXeHepamu no obcnyxunsaHuo. byayum HesalwmLEeHHbIMN, 3TN ANArHOCTUYECKNE MOPThI ABMSTCA UCTOYHUKOM
pucka HeaBTOPWU3OBAHHOIO A0CTyna. besonacHoCTb 3TMX MOPTOB HeobxoaMmo obecneumBatb C MOMOLLBHO
COOTBETCTBYHLLEro 3alWUTHOrO MexaHMama 6e30nacHOCTH, HaNpuMep, «3amKay», a TakKe OCYLLECTBMATL JOCTYN
obcnyxuBalLero nepcoHana K AWarHOCTUYECKUM MOpPTaM TONbKO Ha OCHOBAHWMM [JOrOBOPEHHOCTU MexXay
pykoBoauTenem, OTBevalolWwmm 3a obecrnevyeHne KOMMbIOTEPHbLIX CEPBWCOB, M MEPCOHANoM Mo MOAAEpPXKKe
annapaTHbIX/NPorpaMMHbIX CpeacTB.

9.4.6 MpuHUKMN pa3geneHns B ceTax

KomnbloTepHble ceT Bce Gornee pacnpocTpaHsAlTca 3a npefenbl opraHu3aumu, NOCKOMbKy co3garloTcs
JenoBble MapTHEPCTBA, KOTOpble TPeOylT obOLeHus mexay napTHepamMyn WM COBMECTHOrO MCMONb30BaHMS
CeTeBOW UHMPACTPYKTYpbl U cpefctB 0b6paboTkn uHdopMaumm. Takue pacluMpeHust YyBenM4MBaloT pPUCK Heas-
TOPU30BAHHOIO JOCTYNa K UHPOPMALMNOHHBIM CUCTEMAM CETU, MPUYEM B OTHOLLEHUN HEKOTOPbLIX N3 3TUX CUCTEM,
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BCMNEACTBME WX BaXHOCTW UMM KPUTUYHOCTU, MOXeT noTpeboBaTbcsi 3awiuta OT nonb3oBaTenew, MonyumBLIMNX
[OCTYyN K APYruMm cucteMam ceTu. B Takux cnyyasx Heo6xogumo paccMaTpuBaTh BHeAPEHWe OONONHUTENbHbIX
MeponpuATUA MO ynpaBneHnio nHdopmaumnoHHon 6e3onacHoOCTbi0 B Npegenax cetu, 4tobbl pasgenatb rpynnbl
MHAOPMaLMOHHBIX CEPBUCOB, Nonb3oBaTtenen n NHPOPMaLIMOHHBIE CUCTEMbI.

OpHO U3 TakMx MeponpuATUI COCTOMT B TOM, YTOObI pasgensTb UX Ha OTAeSNbHbIE NOrMYeckne ceTesble
AOMEHbI, Hanpumep, BHYTPEHHU/A CEeTeBOW OOMEH OpraHmsauuMm W BHELWIHWEe CeTeBble AOMEHbI, Kaxabln u3
KOTOPbIX 3aluLleH onpefenieHHbIM rnepumeTpoM 6Ge3onacHocT. Takon nepumeTp MoxeT ObiTb peanu3oBaH
NMOCPeACTBOM BHeApPeHWs Lnto3a 6e30nacHoOCTU MexAy ABYMS CBA3aHHbIMU CETAMW ANS KOHTPOMsA ocTyna M
MHAOPMAaLMOHHOTO MOTOKa MexXZy HUMW. OTOT LMo3 criedyeT KoHdurypuposaTtb Ans dunbTpauun Tpaduka
mMexay aomeHamu (9.4.7 n 9.4.8) n Ans 6rnoknMpoBaHUsi HEaBTOPU3OBAHHOIO AOCTYMNa B COOTBETCTBMMU C MOMUTU-
KON KOHTponNs gocTyna opraHu3auun (9.1). Mpumepom Takoro Lwno3a SBNsSeTcs MeXceTeBON aKpaH.

Kputepuu ansa pasgeneHus ceten Ha AOMeEHbl cnegyeT opMnpoBaTh Ha OCHOBE aHanm3a NonUTUMKM KOH-
Tpona goctyna (9.1), a Takke yyuTbiBas BNMSHWE 3TOr0 pasferneHvs Ha NpPou3BOAMTENbHOCTb B pesynbTaTe
BKITIOYEHMSA NOAXOASALLEeN TEXHONOrMM MapLupyTusauum ceten unm wno3os (9.4.7 n 9.4.8).

9.4.7 KoHTponb ceTeBbIX cCOeaAUHEHUN

TpeboBaHMsA NONUTUKM KOHTPONSA HOCTyna ANA COBMECTHO MCMONb3yeMblX ceTel, 0COBEHHO TeX, KoTopble
NPOCTMPAIOTCH 3a rpaHuLbl opraHusauunM, MoryT notpeboBaTb BHEAPEHWS AOMOMHUTENbHLIX MEPONPUSATUA MO
ynpaBneHuio MHMOpPMaLMOHHON 6e3onacHOCTbio, YTOObI OrpaHuyMBaTh BO3MOXHOCTW MoMb3oBaTenen no
nopgcoeanHeHuto. Takne MeponpusTus MoryT ObiTb peannsoBaHbl MOCPEACTBOM CETEBbIX LUMIO30B, KOTOpbIE
unbTPyOT TpaduK C NOMOLBI0 onpedeneHHbIx Tabnuy wunu npasun. Heobxogumo, 4To6bl NpUMeHsieMble
OrpaHMyYeHusi OCHOBbIBANMCb Ha nonutuke n TpeboBaHusx goctyna K BusHec-npunoxenunam (9.1), a Takke
COOTBETCTBYHOLLMM 06pa3om nogaepxuBanvcb U 0GHOBMSAMUCH.

Mpumepbl GU3HEC-NPUNOXEHUI, K KOTOPBIM CrieayeT NPUMEHATb OrpaHNYeHns:

- ONEeKTPOHHas NoYTa;

- nepegaya annos B OOQHOM HanpasneHuu;

- nepefavya cdanna B 0601x HanpaeneHusx;

- UIHTEPaKTMBHbIA AOCTYM;

- BOCTYN K CETW, OrpaHNYeHHbIV onpedeneHHbIM BpeMeHeM CyTOK Unu AaTow.

9.4.8 YnpaBneHue mapLipyTusaumen cetm

CeTn COBMECTHOroO WCMonb30BaHUSA, OCOBEHHO Te, KOTOpble MPOCTMPATCA 3a rpaHuLbl opraHu3auumn,
MoryT TpeboBaTb peanusauum MeponpuatMn no obecneveHnto MHopmaumoHHon 6e3onacHoCcTH, YTobbl noa-
CoeaMHEHMS KOMMbIOTEPOB K MHEPOPMALIMOHHBIM NOTOKaM He HapyLuanu NONUTUKY KOHTPOnsA AocTyna kK 6usHec-
npunoxeHunsm (9.1). 31o aBnseTcss 0CoO6EHHO BaXKHbIM ANA CEeTEW, COBMECTHO MCMOMb3yeMbIX C MONb3oBaTenamm
TpeTbelr CTOPOHbI (HE COTPYAHWMKaMM opraHm3auun).

ObecneyeHne nHopmMaLmMoHHON 6e30NacHOCTV NpU OCYLLECTBIEHUM MapLUPyTM3aLmnM OCHOBLIBAETCA Ha
HafeXXHOM MeXaHM3Me KOHTPONS aJpecoB WCTOYHMKA W HasHayeHus coobuieHus. [peobpasoBaHne ceTeBbIX
apecoB TaKke O4YeHb MOMEe3HO AN M30NALUM CeTel 1 NpedoTBPAaLLEHNS pacnpoCTPaHEeHNs MapLUPyTOB OT CeTu
O[HOW opraHusauuu B ceTb ApYron. ATOT NoAxo4d MOXeT OblTb peannsoBaH kak NporpaMMHbIM CnocoboMm, Tak u
annapatHo. Heobxogumo, u4TOGbI cneunanucTbl, 3aHuMalrowmecs BHegpeHueMm, ObiMM  ocBedoMIeHbl O
XapaKkTepucTMKax UCMomnb3yeMbIX MeXaH1M3MOB.

9.4.9 Be3onacHOCTb UCMONb30BaHUs CeTEBbLIX CNYX0

O6LLenocTynHbIe N YacTHble ceTeBble cnyxbbl nNpeanaratoT LWMPOKUA CNEKTP AOMONHUTENbHBLIX MHAOP-
MaUMOHHBIX ycrnyr, obnagalwmx XxapakTepuctmkamm 6GesonacHocTM u obecneyvBalomMX pasHble YPOBHM
3awuTbl. OpraHusauum, NOnNb3yLWMECs 3TUMU yCriyraMmu, AOMmMKHbl ObiTb yBEpEHbI B TOM, YTO Npu 3ToM obecne-
yYMBaeTCcA HeobXoAWMMbIV YypOBEHb MHOPMALMOHHON 6e30nacHOCTM M MMEEeTCs 4YeTkoe onucaHue atpubytos
6e30nacHOCTN BCEX MCNOMb3yEMbIX CEPBUCOB.

9.5 KoHTponb goctyna K onepauMoHHOW cucteme

Llenb: npegoTBpalleHne HeaBTOPM30BAHHOMO AOCTYNa K KOMMNbIOTEPaM.

Ha ypoBHe onepauMoHHON CUCTEMBI CrieQyeT MUCMOoNb30BaTh CPeAcTBa MHAOPMaLMOHHON 6e3onacHoCcTH
ANsi orpaHMYeHns JOCTyna K KOMMbIOTEPHBIM pecypcam. OTW CpeacTBa AOMKHbLI obecneymBaTs:

a) mgeHTudukaumio 1 Bepudmkaumilo KoMmMnbloTEpa Monb3oBaTens W, ecnu Heobxoaumo, TepMuHa
na n MecTonornoXeHne Kaxaoro aBTopM3oBaHHOIO NONb3oBaTens;

6) permcTpaumio ycrnewHbIX U HeyAaBLUMXCS AOCTYNOB K CUCTEME;

B) ayTeHTMdUKauuo CcoOoTBETCTBYIOWEro ypoBHA. Ecnu ucnonb3yetcsa cuctema napornbHOM 3awim
Tbl, TO OHa JOMkHa obecneunBaTb KayecTBeHHble naponu (9.3.1 r);

r) orpaHv4eHVe BpeMeHu NoacoeanHeHUst nonb3oBaTenen, B ciyyae Heo6xoaMmocCTH.
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Opyrve meTtoabl KOHTPONS AOCTYNa, TakMe Kak «OTKIUK-OT3bIB», SBMSOTCA OOMYCTUMbIMW, €CINU OHU
onpaeAaHbl C TOYKM 3peHnst BU3HEC-PUCKOB.

9.5.1 ABTOMaTM4eckasa naeHTudukauna TepMmmHana

CnepyeT paccmaTpuBaTb BO3MOXHOCTb MCMOMb30BaHWS aBTOMaTUYeCKOW uaeHTudukaumm TepmuHana,
4yTOGbI ayTeHTUUUMPOBATbL €ro MOACOEAVMHEHME K OnpedeneHHbIM To4YkaMm cucTeMbl. ABTOMaTM4eckas WaeH-
TuuKauuss TepmmHana — MeTof, KOTOpbIA [JOIMKEH WMCMONb30BaTbCs, €CMU BaXHO, 4ToObl ceaHc Mor ObiTb
MHULMMPOBAH TOSMBKO C OMNpedeneHHOro Mecta UnmM KOMMbITEPHOrO TepMuHana. BcTpoeHHbIi nnu nogcoenm-
HEHHbIN K TepMUHaNy WAEHTUMUKATOP MOXET MCMONb30BaTbCS ANsl ONpeaeneHnsl, pa3peLleHo N 3TOMY KOH-
KPETHOMY TepMUHany WHALMMPOBaTbL UMW MnomnyyaTtb onpefeneHHble coobleHns. MoxeT BbiTb Heob6XoaAMMbIM
nNpUMEeHeHne U3NYeCcKoN 3alnTbl TepMuHana pans obecneveHuss 6GesonacHOCTUM ero uaeHTudukaTopa.
CyLuecTBYyIOT Apyrne MeToAbl, KOTOpble MOXHO UCNONb30BaTh ANs ayTeHTudukauun nonb3osartenen (9.4.3).

9.5.2 MNpoueaypbl perucTpaumm ¢ TepmMmumHana

[octyn K uHMOpPMaUMOHHBIM cepBucaM AormkeH ObiTb obecneyeH nyTem umcnomnb3oBaHuWs GesonacHoun
npoueaypbl Bxoga B cuctemy (cnocob peructpauum). MNpoueaypy perncrpaumm B KOMMbIOTEPHOW CUCTEME che-
AyeT NpoeKkTNpoBaTh Tak, YTOObI CBECTM K MUHMMYMY BO3MOXHOCTb HEaBTOPM30BAHHOTO AOCTYMa N HE OKa3biBaTb
NOMOLLM HEeaBTOPM3OBaAHHOMY Monb3oBaTento. NpaBunbHO CNNaHMpoBaHHas npoueaypa pernctpaumn AormkHa
obnagaTb criegyroLwmMmn CBOMCTBaMMU:

a) He oToOpaxaTb HaMMEHOBaHUA CUCTEMbI WM MPWUMOXEHWA, MOKa MPOLECC perncrpaumm He
OyZeT ycneLlHo 3aBepLUEH;

6) oTtobpaxaTb obLlee yBegoMneHWe, Mpeaynpexgarollee, YTO AOCTYN K KOMMbOTEPY MOryT mnony
YNTb TONbKO aBTOPM30BaHHbIE MONb30BaTENy;

B) He npenocTaBnsaTb COOOLUEHWUA-NMOACKA30K B TeYeHue npoueaypbl pernctpaumu, Kotopble Mor
Ny 6bl NOMOYL HEABTOPU30BAaHHOMY NOSL30BATENIO;

r) noaTeepxdaTb WHOPMauMo perucTpauum TONMbKO MO 3aBepLUeHMM BBOAA BCEX BXOAHbLIX AaH
HbiX. B cnyyae owmbo4yHOro BBoAa cucTtema He MokasblBaeT, Kakad 4acTb AAHHbIX SBNSETCS NPaBUMbHON UNN
HenpaBWUbHOW;

) OrpaHnymMBaTb YUCNO paspelleHHbIX HeyAayHbIX MOMbITOK perucTpauun (pekoMmeHayeTcs Tpu) u
npegycMmaTpuBaTh:

1) 3anucb Heyaa4HbIX NOMbITOK;

2) BKIMHOYEHME BPEMEHHOWN 3afepXKu npexae, YeM OyayT paspelueHbl AanbHenwmne MnonbiTKU pernc-
Tpauum, Unm oTKIOHeHWe NobbIX AanbHENLNX NOMbITOK perncTpauun 6e3 cneunansHoM aBTopm3aumuy;

3) pasbeMHeEHNE ceaHca CBA3W NpuY Nepefade AaHHbIX;

€) OorpaHMyMBaTb MakCMmaribHOe W MUWHMMAnbHOE BPEMSs, pas3pelleHHoe Ans npouenypbl  pernc
Tpauuun. Ecnv oHo npeBbILLEHO, CUCTEMA JOMKHA NPEKpaTUTb PErMCTPaLMIO;

X) cpukcrpoBaTb MHPOPMALIMIO B OTHOLLEHUW YCMELLHO 3aBEPLUEHHON perncTpauuu:

1) paTy v Bpems npeabiayLLen yCrnewHon pernctpaumm;
2) getanu nobbIX HeyAa4YHbIX NONLITOK PerncTpaunm, HauMHas ¢ NnocnegHen yecnewHon perncrpaumu.

9.5.3 UpeHTudmkauma n ayteHTudmKauma nonb3osaTtens

Heobxogmmo, 4Tobbl BCce Monb3oBaTenu (BKMYas NepcoHan TEXHUYECKOW NOAAEPXKKU, T.e. OrnepaTopos,
aQMUHUCTPATOPOB CETU, CUCTEMHbIX MPOrpamMMMUCTOB U afiMUHUCTPATOPOB 6a3bl AaHHbIX) UMENU YHUKarbHbIA
naeHTndukatop (nonb3oBaTenbckuin ID) ans Mx eQuHONMYHOTO MCMOMb30BaHWA C TeM, YTOObl UX AencTBUst
MornuM ObiTb MpoaHanu3MpoBaHbl OTBETCTBEHHbIM nuLOM, [onb3oBaTtensckui ID He [orkeH copepxaTb
Np13HaKoB YPOBHS NpuBUnerun nonb3osatens (9.2.2), HanpuMep, MeHeaxepa, KoHTporepa.

[ns BbinonHeHnss ocobo BaxHbIX paboT AgonyckaeTcs MCnonb3oBaTb OBLWMIA MAeHTUdMKaTop AN rpynnbl
nonb3oBaTenen unu Ang BbINoMHeHNs onpegeneHHon paboTbl. B Takux cnyvyasx Heo6xoaumo COOTBETCTBYOLLMM
obpasom ocbopmneHHoe paspelleHne pykoBoacTea. Kpome Toro, ansi obecneyeHnss 6€30nacHOCTU CUCTEMBI OT
HEeaBTOPM3OBAHHOTO AOCTyNa B 3TWUX Cryyasx MoxeT notpeboBaTbCs NpUMEHEeHWe AONONHUTENbHBIX Mep
obecneveHnss MHOPMAaLMOHHOM 6e30MacHOCTH.

CyuiecTBylOT pasnu4yHble Mnpoueaypbl ayTeHTUdUKaumMM, KOTopble MOryT MCMOnb30BaTbCA ANs [oKasa-
TenbCTBa 3asiBNEHHON WAEHTUYHOCTU nonb3oBaTtens. Maponu (9.3.1) — oyeHb pacnpOCTPaHEHHbIN cnocob
obecneveHns vaeHTudukauum n ayteHtudukaumm (I&A), OCHOBaHHBIA Ha WMCMOMbL30BaHUWM MNApOfsi, KOTOPbLIN
3HaEeT TOMbKO Momnb3oBaTenb. To Xe camMoe MOXET ObiTb JOCTUTHYTO CPEACTBaMM KpunTorpagmm u npoTokonamm
ayTeHTUukaumm.

CneumnanbHble duanyeckne ycTpomcTBa AocTyna ¢ namatbio (token) mnm mukponpoueccopHble KapTbl

(cmapT-kapTbl), KOTOPbIMW MOMb3YTCA COTPYAHWUKM, MOFYyT TakkKe MCronb3oBaTbCs ANs MAeHTUdMKauum 1
ayTeHTUdukaumm. bruiomeTpuyeckme metoabl ayTeHTUGMKALMKN, KOTOPbIE OCHOBaHbLI HA YHUKANbHOCTU XapakTe-
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puUCTUK (0coBeHHOCTeN) MHAMBMAYYMA, MOryT Takke WCMOMb30BaTbCA ANs ayTeHTuduKauuMu nonb3oBaTens.
CoueTaHune pasnunyHbIX TEXHOMOMMI N MeToAoB obecneunBaeT 6onee HagexHy ayTeHTUdmKauuio.

9.5.4 Cuctema ynpaBneHus naponsmm

Maponu — ogHO U3 rmaBHbIX CPEACTB NOATBEPXAEHNS MOMHOMOYMS NOMb3oBaTens, OCYLECTBMASIOLLIEro
AOCTYN K KOMMbIOTEPHbIM cepBucam. B cuctemax ynpasneHuss naponem A[OMKHbl OblTb MpeayCMOTPeHbI
3 EKTUBHbIE MHTEPAKTNBHbIE BO3MOXHOCTWN NOAAEPXKKN HeobXxoammoro mx kavectsa (9.3.1).

[na HekoTopbIx Bu3Hec-NpunoxeHun TpebyeTca HasHayeHne Monb3oBaTeNbCKMX Napornen Hes3aBUCUMbIM
AOIMKHOCTHBIM NMUOM. B 6onbLUMHCTBE Xe crnyyaeB naponu BelbnpatoTcs 1 NoaaepXvBaloTcs Nonb3oBaTensmu,

CucTema ynpasreHusi naponsiMu JoskHa:

- MpeanucbiBaTb UCMOMb30BaHWE WHAMBUAyanbHbIX Maponen Ans obecneveHus yCTaHOBMEHWS OTBET-
CTBEHHOCTY;

- NO3BONATL NOMb30BaTeENsaM BblIOMpaTb U U3MEHSATb X COBCTBEHHbIE Naponu, a Takke BKM4YaTb NoA-
TBEPXXAAloLLYo npoueaypy Ans yvyeta owmnbok BBOAA NpU HEOOXOAMMOCTMY;

- Npean1cbiBaTh BbIOOP BbICOKOKAYECTBEHHbIX Naporen B cootBeTcTBumn ¢ 9.3.1;

- Tam, rae nonb3oBaTeny OTBEYalT 3a NOAAEPXKKY CBOMX CODCTBEHHbIX NMaponen, NpUMHYXaaTb UX K n3me-
HeHuto naponen (9.3.1);

- Tam, rae nono3oBaTenu BuiGMpatoT naponu, obecneunsaTtb M3MEHEHNE BPEMEHHBIX Naponei npu nepeomn
peructpauumn (9.2.3);

- NoAAEepXuUBaTb XpaHeHWe UCTOpUM MPeAblAyLIMX NOMb30BaTENbCKUX Maponen (3a npedblaywui rog) un
npegoTBpaLLaTb X MOBTOPHOE UCMOMb30BaHUE;

- He oTobpaxaTb Naponu Ha aKpaHe Npu Ux BBOAE;

- XpaHWTb balinbl Naponer oTAeNbHO OTAAHHbIX NPUKNAAHBIX CUCTEM;

- XpaHuTb Naponu B 3andpoBaHHON opme, NCNOMb3ys OAHOCTOPOHHWUIA anropuTM LIMdPoBaHUS;

- obecneunBaTb CMEHY naposfen NocTaBLUMKa, YCTAHOBMEHHbIX MO YMOMYaHUo, NOCne UHCTannauum npo-
rpamMmMHOro obecneyeHus.

9.5.5 Ucnonb3oBaHMe CUCTEMHbIX YTUNUT

Ha GonblUMHCTBE KOMMBLIOTEPOB YCTaHaBNMBAaETCH, MO KpawHew Mepe, OgHa nporpaMma — CUCTeMHas
yTunuTa, Kotopas no3sonser 06oWTU Mepbl NpefoTBpalleHNss HeaBTOPM30BAHHOIO AOCTyna K onepauyoHHbIM
cuctemam n BusHec-npunoxeHnsam. Mcnonb3oBaHMe CUCTEMHBIX YTUWUT AOMKHO ObiTb OrpaHMyYeHo U Twa-
TenbHbIM 00pa3oM KOHTponMpoBsaTbCs. [Ns 3TOro HeOGXOAMMO WMCNOMb30BaHWE CreayloLmX MeponpuUsATUA Mo
ynpasneHuto MHOpMaLMOoHHON 6e30NacHOCTbLIO:

- Ucnonb3oBaHue npoueayp ayTeHTUdMKaLumm CUCTEMHbIX YTUMNT;

- OTAENEeHNe CUCTEMHBIX YTUMNT OT NPUKIagHbIX Nporpamm;

- OrpaHuMyYeHne WCMonb30BaHWA CUCTEMHbIX YTUIMT NyTem Bblbopa MMHUMAanNbHOIO YuMcna AOBEPEHHbIX
aBTOPWU30BaHHbIX NOMb30BaTeNen, KOTOpbIM 3TO HE0OXO0ANMO;

- aBTOpM3aLMsA 3MU30ANYECKOrO UCMNOMb30BaHNS CUCTEMHbIX YTUMNT;

- orpaHuyeHne AOCTYMHOCTU CUCTEMHBIX YTUNUT (TOMbKO Ha BPEMS BHECEHWS aBTOPM3OBAHHLIX M3MEHe-

HUR);

- permcTpauusi UICNomnb30BaHNSA BCEX CUCTEMHbIX YTUIWUT;

- onpefeneHre n AOKyMEHTUPOBaHVE YPOBHEN aBTOPU3aLun B OTHOLLEHUW CUCTEMHbBIX YTUIINT;

- yAaneHne BceX HeHYXHbIX yTUINT U3 CUCTEMHOrO NPorpaMMHoro obecneveHms.

9.5.6 Curnan TpeBoru Ans 3awuTbl Nonb3oBaTesnen Ha criyyan, Koraa OHM MOTyT CTaTb 06 bEKTOM
Hacunus

YKenatenbHo npegycmaTtpyBaTe CUrHan TPEBOIMU Ha cryyal, Korga nonb3oBaTtefls MOXeT CTaTb 06bekToM
Hacunus. PewweHne o6 obecneyeHnn Takon curHanusaumen cnegyet NpUHNUMaTb Ha OCHOBE OLEHKM puckoB. MNpu
3TOM HeobxoaMMO onpeaenuTb 0683aHHOCTU U NPoLeaAypbl pearMpoBaHUS Ha CUrHan Takown TPEeBorn.

9.5.7 MNMepunopbl 6e3gencTBUA TEPMMHANOB

TepmuHansl, pasmelLieHHble B MeCcTax NOBbILLEHHOTO pyUcka, HanpuMep B O6LLEAOCTYMHBIX MeCcTax unu BHe
cdepbl KOHTPOMNA npouecca ynpasrneHus 6e30nacHOCTbI0 opraHvM3auuy, obCny>KuBaroLWmne CUCTEMbl BbICOKOTO
pvcKka, OOMMKHbI OTKNoYaTbCA Nocrne onpedeneHHoro nepuoda mx 6esgencTevsa Ans npegoTepalleHns AocTyna
HeaBTOPM30BaHHbIX nuu. MexaHnsm OMOKMPOBKM MO BPeMeHU [ofkeH obecneumBaTb OYMCTKY 9SKpaHa
TepMuHana, a Takke 3akpblTve paboTbl CeaHCOB MPUIIOXEHUS U CETEBOro ceaHca TepMuHana nocne onpefe-
neHHoro nepvoda BpemeHu ero 6esgeiicTBusi. Bpemsi cpabaTbiBaHUsi 6GNOKMPOBKM OOMKHO YCTaHaBNMBATLCS C
y4eToM pucKoB 6e30nacHOCTH, CBSA3AHHbIX C MECTOM YCTaHOBKM TepMuHana. CneayeTt nMeTb B BUAY, YTO HEKO-
TOpble MepcoHarnbHble KOMMbITepbl obecneynBaloT OrpaHNYEHHYH0 BO3MOXHOCTb GNOKMPOBKM TepMuMHana no
BPEMEHM NyTEM OYMCTKM 3KpaHa M NpefoTBpalleHnss HeaBTOPM3OBaAHHOMO AOCTYMNa, He OCYLLECTBNSAS NpU 3TOM
3aKpbITUS ceaHca NPUIOXKEHNA UNn CEeTEBOro ceaHca.
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9.5.8 OrpaHnyeHunsa noacoeanHeHUs1 N0 BPpEMEHU

OrpaHnyeHns noacoeanHeHUs No BpeMeHU OOIMkHbl obecneyvmBaTtb OOMOMHUTENBHYO 6e3onacHOCTb Ang
NPUMNOXEHU BbICOKOro pucka. OrpaHuMyeHve nepvofa BpPEMEHM, B TEYEHME KOTOPOro paspelleHbl nopcoe-
OVNHEHUSA TEPMMHANOB K KOMMbIOTEPHBIM CEPBMCaM, YMEHbLUAET MHTEpPBaAll BPEMEHU, B TEYEHME KOTOPOro BO3-
MOXEH HeaBTOPWM30BaHHbLIV AoCTyn. ATy Mepy obecneyeHns unHOpPMaLMOHHOW GesonacHoCTM Heobxoaumo
NPUMEHATb ONA Hanbonee BaXHbIX KOMMbIOTEPHBIX NMPUIOXEHUA, OCOBEHHO TeX, KOTOpble CBA3aHbl C TEPMUHA-
namu, yCTaHOBIEHHBIMU B MECTax MOBBILLIEHHOrO pycka, HanpumMep, B 06LLeN0CTYMHbIX MEeCcTax unm BHe cdepsl
KOHTpOns ynpasneHust 6e3onacHocTbio opraHusauun. NMpumepbl Takmx orpaHUYeHnii:

- UCMOnb30BaHWEe 3apaHee OnpeferfieHHbIX OTPE3KOB BPEMEHW ANsl MakeTHoW nepedadv annos unm
perynsipHbIX MHTEPAKTUBHBLIX CEAaHCOB HEOONbBLLON NPOAOIKUTENBHOCTMY;

- OrpaHnyeHne BpeMEeHW MOAKIIYEHUN Yyacammn paboTbl opraHM3aumm, ecnm HeT HeOOXO4MMOCTU CBEpPX-
ypo4uHOM unu 6onee npoaomkUTensLHON paboThbl.

9.6 KoHTponb goctyna K NpunoXxeHusim

Llenb: npegoTepalleHne HeaBTOPN30BaHHOMO AOCTYNa K AaHHLIM MHPOPMAaLMOHHBIX CUCTEM.

Heobxoammo npumeHATb Mepbl obecneveHns nHopmMaumMoHHoW 6e3onacHOCT ANs orpaHWYeHns gocTyna
K MPUKNagHbLIM cucTemam.

Jlornyecknn poctyn K nporpaMMHOMY obecneyeHunto M nHdopmaumm OOMKeH OblTb OrpaHUYeH TOMbKO
aBTOPWU30BaHHbLIMY Nonb3oBaTensamMu, [ina atoro Heobxogumo obecneunBaTts:

- KOHTpOnb AOCTyna nonb3oBaTtenen k MHdopmauum u dyHKUMSM BU3HEC-NPUNOXEHNIA B COOTBETCTBUM C
onpegeneHHon 6u3HecoM NOMUTMKON KOHTPOMSA AOCTYNa;

- 3alWmUTy OT HEaBTOPM3OBAHHOINO AOCTyna NOON yTUAMTBI U CUCTEMHOIO MPOrpaMMHOro obecneveHus,
KOTOpble NO3BONAIT 06X0ANTb CpeAcTBa OnepaLMoHHON CUCTEMbI UMW MPUIOXEHWN;

- WCKIOYeHne KomnpomeTaumn 6e3onacHoCTU APYrMX CUCTEM, C KOTOPbIMW COBMECTHO MCMOfb3YHTCs
MHOPMaLMOHHbIE pecypChl;

- JOCTYyN K uMHdopmaumyM TONbKO Bnagenbla, KOTOPbI COOTBETCTBYHOLWMM 00pa3oM HasHayeH U3 yucna
aBTOPM30BAHHbIX MWL, UK onpeaeneHHbIX rpynn nons3oBaTenen.

9.6.1 OrpaHuyeHue goctyna K MHcdopmauum

Monb3oBaTensam Gu3HeC-NPUNOXEHNIA, BKMOYAs NepcoHan noAdepXKn W aKcniyaTauuu, cnepyet obec-
neunBaTb AOCTYN K MHAOPMaUMM U DYHKUUSAM 3TUX NPUMOXEHUA B COOTBETCTBUW C ONPeAerieHHON MONUTUKON
KOHTPONSA OOCTyMna, OCHOBAHHOW Ha TpeboBaHUAX K OTAeNbHbIM OM3Hec-npunoxexusam (9.1). Heobxogumo pac-
cMaTpvBaTb MPUMEHEHME CneayloLwmnx MepPONnpUATUA NO ynNpaBneHno MHdopmaumoHHon 6e3onacHoCTblo Ans
obecneveHns TpeboBaHUii NO OrpaHNYeHno gocTyna:

- NoAAepXKa MEHI0 Ans yrnpasneHnsa JOCTYNOM K NPUKNagHbIM MYHKLUMSAM CUCTEMBI;

- OrpaHuyYeHust B NpeaocTaBneHn nonb3oBaTensM MHOpMauumM O AaHHbIX M YHKUMSX BusHec-npumno-
XEHWI, K KOTOPbIM OHW HE aBTOPM30BaHbl Ha AOCTYM, NyTEM COOTBETCTBYIOLLEro pefakTMpOBaHWS MOMb30Ba-
TenbCKOW JOKYMEHTaLuu;

- KOHTpOnb NpaB AOCTyNa nornb3oBaTenen, Hanpumep, YTeHne/3anvcb/yaaneHve/ BeINomnHeH e;

- obecneyeHne yBepeHHOCTM B TOM, YTO BbIBOAMMbIE AaHHble U3 Bu3Hec-npunoxeHun, obpabaTbiBaoLwmx
BaXKHYIO MHGOPMaLUmio, cogepxann Tonmbko Tpebyemyto uHpopmMaumio n nepecbinanucb TOMbKO B agpeca
aBTOPW30BAHHbLIX TEPMUHAIIOB U MO MeCTy HasHayeHus. CnegyeT NpoBOAMTbL NEPUOANYECKUN aHanus3 npouecca
BbIBOAA AN NPOBEPKN YAaneHus n3bbITo4HOW nHdopmaumm.

9.6.2 U3onsauusa cuctem, obpabaTbiBalomMX BaXHYH MHOpMaLuo

Cuctembl, obpabaTbiBatolime BaxkHyl0 MHpopMaumio, AOIMKHblI OblTb obecneyeHbl BblAeneHHoN (M3onu-
pOBaHHOW) BblYMCIUTENBHON cpedoi. HekoTopble MpuknagHble CUCTEMbl MMEKT O4eHb OomMbLloe 3HayeHue C
TOYKM 3peHust 6e30MacHOCTU AaHHbIX U NO3TOMYy TPebyloT chneumanbHbIX YCNOBUMI 3KCnnyataumn. BaxHocTb
obpabaTbiBaeMori MHGOPMaLMM MOXET unn TpeboBaTb paboTbl CUCTEMbl Ha BbiAENEHHOM KOMMbIOTEPE, UMK
OCYLLECTBNSATL COBMECTHOE MCMOMb30BaHWE PEecypcoB TOMbKO C 6e3onacHbiMy BU3HEC-MPUNOXEHUAMW, W
paboTtaTtb 6e3 kakux-nubo orpaHu4eHuin. Mpn aTom HeobxoaNMO yunTLIBaTL CrieaytoLlee:

- Bnagenbuy Ou3Hec-npunoXxeHun Heobxooumo onNpeaenvTb U LOKYMEHTanbHO OOpMUTb CTEMEHb WX
BaXXHOCTU (4.1.3);

- KOorga BaxHoe GusHec-nMpunoxeHve AO0MKHO paboTaTb B CpeAe COBMECTHOrO MCNONb30BaHWs, HEobXo-
OVMO BbISIBUTb ApYrne MpuroXxeHus, ¢ KOTOpbIMU ByaeT OCyLLeCTBNATLCA COBMECTHOE WMCMONb30BaHUE pecyp-
COB, 1 cormacoBaTb 9TO C BNagenbLem BaXHOro 61U3HeC-npunoXxeHus.

9.7 MoHUTOPMHI fAOCTYNa U UCNONb30BaHUA CUCTEMBI

Llenb: o6bHapyxeHne HeaBTOPU30BaHHbLIX 4ENCTBUN.
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[nsi oBHapyxeHWs OTKIOHEHUs1 OT TpeboBaHMI NOMUTUKU KOHTPONSA OOCTyna W peructpauum cobbiTuin u
obecneyveHns gokasaTenbCTBa Ha Cryyai BbISIBNEHUS MHUWAEHTOB HapyLLeHUs MHpopmaLMoHHou 6e3onacHocTm
Heo6XxoanMO NPOBOANTL MOHUTOPUHI CUCTEMBI.

MOHWTOPUWHI cuCTEeMbI NO3BONSAET NPOBEPSATb IPPEKTUBHOCTL MPUMEHSAEMbIX MeponpusaTui no obecne-
YeHuo MHPOPMALMOHHOM Ge30MacHOCTU M NOATBEPXKAATb COOTBETCTBME MOAENW NMONUTUMKM JocTyna Tpebosa-
HUam 6usHeca (9.1).

9.7.1 Perucrpauus co6biTumn

Ons 3anmMcu MHUMOEHTOB HapylleHust MHOpPMaLMOHHON 6e30MacHOCTM M ApYyrux CBsidaHHbIX ¢ Ge3onac-
HOCTbIO COOLITUIN criefQyeT co34aBaTh XXypHarnbl ayauTa U XpaHUTb UX B TEYEHME COrnacoBaHHOIo nepuoaa Bpe-
MEHM C LEenbi0 COAENCTBUS B NPOBeAeHUM Oyaylumx paccrnefoBaHWiA U MOHUTOPWUHIE YNpaBrieHWUst JOCTYMNOM.
Heobxoammo, 4Tobbl 3anncy ayamTa BKYanu:

- ID nonb3oBaTtenen;

- AaTbl M BPeMs BXo4a W BbIXOAa;

- IAEHTUdUKATOP TEPMMHANA NN ero MeCTOMONTOXEHNE, ECITM BO3MOXHO;

- 3anMcy yCNeLHbIX U OTKIMOHEHHbIX MOMbITOK AOCTYMNa K CUCTEME;

- 3anucK ycnewHbIX U OTKITOHEHHbIX MOMbITOK AOCTYNa K AaHHbIM U Apyrum pecypcam. MoxeT notpebo-
BaTbCs, YTOObI onpeAeneHHble 3anucy ayamTta Obiny 3aapXvMBUpPOBaHbI ANsi UCMONb30BaHMSA UX NPU aHanuse u
paccnefoBaHNsX UHLMOEHTOB HapyLLUeHNs MHopMaLMOHHOW 6e30nacHOCTH, a Takke B MHTepecax ApYrux Lenemn
(pasgpen 12).

9.7.2 MOHUTOPUHTI UCMOJIb30BaHUsA CUCTEM

9.7.2.1 MNpoueaypsbl 1 0bnactu pucka

[na obecneveHns yBepeHHOCTU B TOM, YTO MONb30BATENM BbINOMHSAIOT TOMbKO Te AEWCTBUSA, HA KOTOpble
OHU ObINM SIBHO aBTOPWU30BaHbl, HEOOXOAMMO ONpeaAenvTb Mpoueaypbl MOHUTOPUHIa UCMNOMb30BaHWUSA CPeacTB
06paboTkn MHopMaLun. YpoBEeHb MOHWUTOPUHIa KOHKPETHbIX cpeacTB obpaboTkM wuHgopmauuu cnepyet
onpeaensitb Ha OCHOBE OLIEHKUN PUCKOB. [pyn MOHUTOPUWHre cneayeT obpalatb BHUMaHWE Ha:

a) aBTOPM30BaHHbIV AOCTYM, BKIIHOYas criegylolime aetanu:

1) nonb3oBartenbckuii ID;
2) gaTbl 1 BpEMS OCHOBHbIX COOBITUIA;
3) Tvnbl cobbITHA;
4) caiinbl, kK KOTOpbIM GbIN OCYLLECTBMNEH AOCTY;
5) ucnonb3syemble nporpammbl/yTUANTLI;
6) BCe NpuBUNErMpoBaHHble AENCTBUS, TAaKNe Kak:
1) ncnonb3oBaHKe y4eTHON 3anucu cynepBm3opa;
2) 3anyck n OCTaHOB CUCTEMBI;
3) nogcoeanHeHue/oTcoeaMHEHME YCTPONCTBA BBOAA/BbIBOAA;
B) MOMbITKN HEABTOPU3OBAHHOIO JOCTYNa, Takne Kak:
1) HeyaaBLIMECS NOMbITKY;
2) HapyLeHWs NONUTUKM AOCTyNa N yBEAOMIEHUSA CETEBbIX LUO30B Y MEXCETEBbLIX 9KPAHOB;
3) npeaynpexaeHus OT COGCTBEHHbIX CUCTEM OOHaPYXEHUS BTOPXKEHUS;
r) npeaynpexaeHnst Unn oTkasbl CUCTEMbI, TaKME Kak:
1) KOHCOMNbHbIE (TEPMUHANbHbIE) NpeayNnpexXaeHnst unu coobLleHns;
2) UCKIMOYEHNS!, 3aNnCaHHbIE B CUCTEMHbIE XXypHanbl perncrpaumu;
3) npegynpeauTenbHble cUrHarnbl, CBA3aHHbIE C YNPaBliEHNEM CETbIO.

9.7.2.2 dakTopbl pucka

PesynbTaTel MOHUTOpPWMHra criefyet perynspHo aHanuavpoBaTb. [lepMogMyHOCTb aHanmM3oB [OJKHA
3aBUCETb OT pe3yrnbTaToB OLEHKU pucka. PakTopbl pucka, KOTOpble HEOOXOAUMO MPU 3TOM YYUThbIBaTb, BKMOYa-
l0T:

- KPUTUYHOCTb NMPOLIECCOB, KOTOPbLIE NOAAEPKUBAIOTCS BU3HEC-NPUNOXKEHUAMU;

- CTOMMOCTb, BaXXHOCTb UM KPUTUYHOCTb MHGOPMaLNK;

- aHanu3 NpeaLwecTBYOLWMX CyvYaeB NMPOHUKHOBEHWSI U HEMPAaBUbHOrO UCNOMNb30BaHUSA CUCTEMBI;

- cTeneHb B3aMMOCBSA3M WMHMOPMALMOHHBLIX CUCTEM OpraHusauum ¢ gpyrumu (ocobeHHo ¢ obLliegocTyn-
HbIMW) CETAMM.

9.7.2.3 Peructpaums n aHanus cobbitum

AHanus (npocMoTp) XXypHana ayauTta noapasymMeBaeT MoOHMMaHWe yrpo3, KOTOpbIM NOABEPXKEHA cucTema,
M NPUYUH NX BO3HUKHOBEHUS. [pnMepbl cobbITUI, KOTOopble MOrnK 6bl NoTpeboBaTh AanbHENLWEro nccrnegoBaHns
B Cry4yae MHUMOEHTOB HapyLLleHns nHdopmaLmoHHoN 6e3onacHocTu, npyueeaeHsl B 9.7.1.

CucTeMHble XypHarnbl ayauTa 4acto copepxaT MHopMauuio, 3Ha4uTenbHbIA 06beM KOTOpOW He npea-
CTaBnsieT MHTepeca C TOYKU 3pEeHUss MOHUTOpuHra 6GesonacHocTu. [ns obnerdyeHuss uaeHTUUKaLMM
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CYLLECTBEHHbIX COObLITUIA MPWM MOHUTOPMHre GesonacHocTu LenecoobpasHo paccMOTpeTb BO3MOXHOCTb aBTO-
MaTUYeCKOro KOMUMPOBaHUSI COOTBETCTBYIOLLIMX TWUMOB COOOLLEHWA B OTAENbHbIA XypHan wunm ucrnonb3oBaTtb
Nnoaxoasine CUCTEMHbIE YTUMAMTBI WM WHCTPYMEHTanbHble cpeacTBa ayauTa ANd NOAroTOBKU K aHanusy
OaHHbIX.

Mpwn pacnpegeneHnn OTBETCTBEHHOCTW 3@ aHanu3 xxypHana ayauta HeobxoamMmo yuuTbiBaTb pasgeneHuve
ponen Mmexay nuuom (nmuamm), NpoBogALLmMM (M) aHanMs, U TeEMU, YbM OENCTBUS NOABEPratoTCA MOHUTOPUHTY.

Ocoboe BHUMaHWE crnefyeT yaenaTb 3almTe COOCTBEHHbIX CPEACTB perucTpauumn, noTomy 4To npu Bme-
wartenscTBe B Ux paboTy MoOXeT ObiTb MOMYyYEeHO WUCKaXeHHOe MpeacTaBneHune O cobbiTuax GesonacHocTy.
MeponpuaTtua no ynpasneHnto MHopMaUMOHHON Ge30MacHOCTbIO AOMKHBI obecneymBaTh 3alWTy OT HeaBTo-
PV30BaHHbIX U3MEHEHWIN 1 3KCNIyaTauMoHHbIX CO0eB, BKIOYaS:

- OTKIMIOYEHNE CPeACTB perncTpaumu;

- U3BMEHEHME TUMNOB 3apernCTPUPOBaHHBLIX COOOLLEHNI;

- pefakTMpoBaHue Unu yaaneHne gannos, CoAepXallunxcs B XypHanax ayauTa;

- perucTpaumio Ccrny4yaeB MOMHOrO 3anofiIHEHUS HOCUTENeW >XypHanbHbIX (QaninoB, a Takke cryyaes
HEBO3MOXHOCTM 3anucen cobbiTuii BcneacTeme cboes nMbO cnydaeB nepesanycy HOBbIX AaHHbIX MOBEpPX CTa-
pbIX.

9.7.3 CuHXpOHM3aLusa YacoB

MpaBunbHasa ycTaHOBKa KOMMbIOTEPHBIX YacoB (TaiMepa) BaxkHa AN obecneyeHns TOYHOCTU 3anoSIHEHNS
XXypHanoB ayauTa, KoTopble MOryT noTpeboBaTtbca AN paccriefoBaHUA UNW Kak A4oKasaTenbCTBO Npu cyaebHbIX
WM agMUVHUCTPaTMBHBIX pasbupatencTBax. HekoppekTHble XypHanbl ayauTa MOryT 3aTpygHAaTb Takue
paccrefoBaHus, a Takke NPUBOAUTL K COMHEHMWIO B JOCTOBEPHOCTU COBpaHHbIX JOKa3aTenbCTB.

Tam, rae KOMNblOTEP UMK YCTPOMCTBO CBSI3N UMEIOT BO3MOXHOCTb MCMONb30BaTh Yackl B peanbHOM Bpe-
MeHU, UX criegyeT ycTtaHaBnuMeaTb No YHusepcansHomy CkoopauHuposaHHoMmy Bpemenun (UCT) unu mectHomy
CTaHA4apTHOMY BpeMeHW. Tak Kak HEeKOTOpble Yacbl, Kak U3BECTHO, «YXOAAT BNepea» Wnu «OTCTaloT», AOMMKHa
cywiectsoBaTb npoueaypa, Kotopas npoBepseT W ucnpasnseT nboe OTKNOHEeHWe WnuM ero 3Havymmoe
N3MeHeHue.

9.8 Pa6oTa ¢ nepeHoCHbLIMN YCTPONCTBaMU U paboTa B AUCTAHLUOHHOM pexume

Llenb: obecneveHne MHPOpPMaLMOHHON 6Ge30NMacHOCTM NPU MUCMNOMb30BaHUM MEPEHOCHBIX YCTPOWCTB U
cpencTs, obecneynBaoLmnx paboTy B AMCTAHLUOHHOM peXume.

CnepnyeT couamepsTb Tpebyemyio 3alumTy co crneunduyHbIMU puckamn paboTbl B yAaneHHOM pexuMe.
Mpu ncnonb3oBaHUKM NEPEHOCHbLIX YCTPOWMCTB CNeadyeT yuuThiBaTb PUCKU, CBSAI3aHHbIE ¢ paboTol B He3allWLeH-
HOW cpefde, U NPUMMEHATb COOTBETCTBYKOLUME Mepbl 3awuTbl. B cnydasx paboTbl B AUCTAHLMOHHOM peEXUME
opraHusauusa OorbkHa npegycMaTpuBaTh 3aluTy Kak MecTa paboThbl, Tak U COOTBETCTBYOLME Mepbl No obec-
neyvyeHnto MHOpPMaLMOHHOM Ge30MnacHoOCTH.

9.8.1 PaboTa c nepeHOCHbIMU yCTPOUCTBaMM

Mpn uncnonb3oBaHUM NEPEHOCHBLIX YCTPOWCTB, HanpuMep HOYTOYKOB, KapMaHHbIX KOMMbIOTEPOB, nepe-
HOCHBIX KOMMbIOTEPOB U MOOUINBbHBLIX TeNedOHOB, HEOOXOAMMO MPUHMMATL CneumanbHble Mepbl MPOTUBOAEWN-
CTBUSA KOMMpomeTaumm CcrnyxebHon wuHdopmMauun. HeobxoaMmo npuHATL (POPManmn3oBaHHYK MONUTUKY,
YUUTBIBAKOLLYH PUCKK, CBSI3@HHbIE C PaboTOM C NEPEHOCHBIMU YCTPOMCTBaMU, B OCOOEHHOCTM B HE3aLLMLLEHHOWN
cpege. Takada nonmuTMka [OSKHa BKMovaTb TpeboBaHust Mo U3MYECKOM 3alimTe, KOHTPOM AocTyna,
MCMONb30BaHNIO CPeAcTB M MeTOAOB KpunTorpadun, pe3epBMpOBaHMI0 U 3awmte OT BupycoB. Heobxoammo,
4yTOObI 3Ta NonUTMKa BKNOYana npaBuia U pekomeHgaumMm no noacoeanHeHnto MobunbHbIX CpeacTB K ceTsiM, a
Takke pa3paboTKy pyKOBOACTB MO MCMOMb30BaHWMIO 3TUX CPeacTB B 06LLEeNOCTYMHbIX MecTax.

CnepnyeT NposiBNsiTb OCTOPOXHOCTb NPY UCNOMb30BaHUM MOBUINBHBIX CPEACTB BbIYMCIIUTENBHOW TEXHWUKA U
OPYrMX CEpBUCHbLIX CPEACTB B OOLLEAOCTYMNHbIX MeCTaX, MEepPeroBOPHbIX KOMHATax WM He3allWLLEHHbIX Nome-
LeHNsaX BHe opraHusauun. Ytobbl MCKMIOYMTL HEaBTOPU3OBaHHLIM [OCTYN MNW packpbiTue WHMOpMauuu,
XpaHumon wu obpabaTbiBaemon 3STUMKM cpeacTtBamu, Heobxooumo UCNOMb3oBaHWE CPeacTtB U METOAOoB
kpuntorpadcuum (10.3).

Mpn ncnonb3oBaHMM MOOUIbHBLIX CPEACTB B OOLEAOCTYMNHbIX MECTaxX BaXXHO MPOSIBMATb OCTOPOXHOCTb,
YTOObl YMEHBLUMTL PUCK «MOACMOTPa» Napornen AoCcTyna HeaBTOPM30BaHHbIMK nvuamu, Heobxoaumo BHeOpsiTb
M MopaepXuBaTb B aKTyanvM3MpOBaHHOM COCTOSIHAM CPeACTBa M Cnocobbl 3awuTbl OT BPEOOHOCHOro Mpo-
rpamMmMHoro obecneveHus (8.3). CnegyeT Takke obecneuvBaTb OOCTYMHOCTb OOOpyaoBaHus Ans ObiCcTporo u
yao6Horo pesepBupoBaHust nHgopmaummn. Heobxoammo Takke obecneumBaTb afekBaTHYH 3aLLUUTY Pe3epBHbIX
KOMUIM OT KpaXkvn Unv notepun NHopmaumm.

CooTBeTCTByOLWY 3awWwuTy Heobxogumo obecneyvBatb MOOWMbHLIM CPEeACTBaM, MOACOEOUHEHHBIM K
06LLenoCcTynHbIM ceTsiM. YAaneHHbIn AoCTyn K cny»ebHo nHopMaLuum Yepes obLLeA0CTYNHY CeTb C UCMONb-
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30BaHMEM MOOUIBbHBIX CPeACTB BbIMUCIUTENBHOW TEXHWKU CriefyeT OCYLLEeCTBMATb TOMbKO MOCME YCMELIHOW
naeHTUdUKkauMmM 1 ayteHTuduKaumMmn, a Takke MNpu HanMuMuM COOTBETCTBYHOLUMX MEXaHW3MOB YNpaBreHusi
aoctynom (9.4).

O6opyaoBaHune, Ha KOTOPOM XPaHUTCA BaXKHasa M/Mnu KpuTudeckass Kommepyeckas MHdopMauus, He crne-
ayeT ocTtaenATb 6e3 npMcMoTpa M NO BO3MOXHOCTM Heob6xoaMMo (hU3M4ecKn M3oNMpoBaTb €ro B HagexHoe
MECTO MITN NCMONb30BaTh CrneunanbHbIe 3aUTHbIE YCTPOMCTBA Ha caMoM 060pyAoBaHmK, YTOObI UCKIIOYNTL €ro
HeaBTOPM30BaAHHOE UCMONb30BaHMe. [lepeHoCHbIe yCTpocTBa HeobXxoaMMo Takke (U3M4eckn 3awuwartb oT
Kpax, 0cobeHHO Koraa nx octaBnsaoT 6e3 npucMoTpa, 3abbiBaloT B aBTOMOOMNAX v ApYrnx Buaax TpaHcnopTa,
FOCTUHWUYHBLIX HOMepax, KoHpepeHLU-3anax n Apyrux mecrax BcrTpey (7.2.5).

HeobxogmMmo mMHgopMMpoBaTh COTPYAHWKOB, MCMOSb3YIOLIMX NEPEHOCHbIE YCTPOMCTBA, O OOMONHUTENb-
HbIX pMUCKax U HEOBXOOUMBIX MeponpuATUsiX obecneyeHuss MHPOPMaLMOHHON 6e30NacHOCTH, CBA3AHHbLIX C 3TUM
cnocobom paboThbl.

9.8.2 PaboTa B AUCTaHLUMOHHOM pexnme

Mpn paboTe B AMCTAHLUMOHHOM pexume, a Takke Ans obecneveHus paboTbl COTPYOHWKOB BHE CBOEN
opraHvMsauum, B KOHKPETHOM yOaneHHOM MecTe MNPUMEHSIOTCA KOMMYHUKALMOHHbIE TexHonoruu. MNpu 3aTom
cnepyeT obecneynBath 3alUMTY MECT ONCTaHUMOHHOW paboThl Kak OT Kpaxk 060pyaoBaHusa U nHdopmaumm, Tak u
OT HEeaBTOPWU30BaHHOIO PacKpbITUS WHMOPMaLUWK, HEeaBTOPU3OBAHHOIO YAANeHHOro AO0CTyna K BHYTPEHHUM
cMcTEMaM OpraHusauuyM UNu HenpaBUITbHOrO UCMONb30BaHWA obopyaoBaHudA. BaxHo, 4ToObl Mpu paGoTte B
OVCTaHLIMOHHOM pexume Obinv BbINOMHEHbI TpeOOBaHUS Kak Mo aBTOpU3aLun, Tak U MO KOHTPOIO CO CTOPOHbI
pyKoBOACTBa, a Takke Obin obecneyeH COOTBETCTBYHLIMIA YpPOBEHb MHOPMaLMOHHON 6e30nacHoCTM 3Toro
cnocob6a paboTbl.

OpraHuzaumsm Heobxooumo npegycmatpuBaTh pas3paboTKy MONUTUKM, Npoueaypbl U cnocobbl KOHTPOMS
3a OelCTBMSIMU, CBSI3aHHbIMU C paboTol B AUCTAHLMOHHOM pexume. OpraHnsaumsm crieyeT aBTOpM30BbIBaTb
BO3MOXHOCTb pPaboTbl B OUCTAHUMOHHOM pEXMME TOMbKO B Cryvyae YBEPEHHOCTU, YTO MPUMEHSIIOTCA COOT-
BETCTBYIOLUME MepPbl MH(OPMaLMOHHOW 6e30nacHOCTW, KOTOpble COrnacylTcs C nonuTukon 6esonacHocTu
opraHusauun. Heob6xoanmo npuHMMaThb BO BHUMaHUE:

- cywecTByoLyto uanyeckyto 6esonacHOCTb Mecta paboTbl B AUCTAHLUMOHHOM PEeXuMe, CTOYKU 3peHus
6e30nacHOCTY 30aHNs 1 OKpY>KaloLLEN cpeabl;

- npeanaraemoe o60pyaoBaHNe MeCT AUCTAHLUMOHHON paboThl;

- TpeboBaHus k 6e3onacHOCTU KOMMYHUKaLWA, NCXOAA U3 NOTPeBHOCTM B yAaneHHOM AOCTYne K BHYTPEH-
HUM CUCTEMaM OpraHumsauuun, BaXHOCTM MHOpMaLuMKU, K KOTOpPoW ByaeT ocylecTBAATbCS AOCTYN M KoTopasi
OyaeT nepefaBaTbCH MO kKaHanam CBsA3M, a Takke BaXXKHOCTb CaMUX BHYTPEHHUX CUCTEM OpraHu3auuu;

- Yrpo3y HeaBTOPM3OBAHHOIO AOCTYNa K MHOpMauuM UNn pecypcam CO CTOPOHbI APYrvMX NuL, UMEKLLNX
OOCTYN K MECTY ANCTaHLMOHHOM paboTkl, Hanpumep, YeHOB CEMbW U OPY3€EN.

MeponpuaTua no obecneyeHunto MHPOPMaLMOHHON 6E30NaCHOCTM B 3TUX YCINOBUSIX AOJPKHbI BKMOYaTh:

- obecneyeHne noaxoasilumm obopygoBaHuemM u MeGensio MecTa AUCTaHLMOHHOW paboThl;

- onpegerneHve BUOOB paspelueHHon paboTbl, BpeMeHn paboTsl, knaccudmkauuo MHdopMauum, Kotopas
MOXET XpaHUTbCS, a TakkKe onpeaeneHne BHYTPEHHMX CUCTEM W YCNyr, AOCTYN K KOTOPbIM aBTOPU30BaH nuuy,
paboTatolleMy B AUCTAHLMOHHOM PEXUME;

- obecneveHve NOAXOAALWMM TENEKOMMYHMKALUMOHHBIM 06opynoBaHMeM, B TOM 4MChe cpeacTBamu
ob6ecneyveHns 6e30nacHOCTM yaaneHHoro AocTyna;

- dmanyeckyro 6e30nacHoOCTb;

- NpaBura v pykOBOACTBa B OTHOLLEHWMM AOCTYyNa YrieHOB CeMbU U Apy3en kK o6opyaoBaHuio 1 MHdopma-

Lmm;

- obecneyeHne nogaepkM n obenyxusaHus obopyaoBaHMA U NporpamMmmMHOro obecneveHus;

- Npoueaypbl B OTHOLLEHUN PE3EPBMPOBAHNS AaHHbIX U 0becneyeHns HenpepbIBHOCTM AEATENbHOCTY;

- ayauT U MOHWUTOPUHT B6e3onacHocTw;

-aHHYNMpOBaHWe MONIHOMOYMI, OTMEHY MpaB AOCTyna M Bo3BpalleHne obopynoBaHUs B criyyae npekpa-
LleHWs paboTbl B AUCTAHLMOHHOM pEXUME.

10 Pa3paboTtka n ob6cnyxmBaHme cuctem

10.1 Tpe6oBaHuA kK 6e3onacHOCTU CUCTEM

Llenb: obecneyeHne yyeta TpeGoBaHWin Ge30macHOCTM Npu paspaboTke MHGOPMALMOHHBIX CUCTEM. JTu
TpeboBaHUA KacalTcs WHMPACTPYKTYpbl, OU3HEC-NPUMOXEHUA, a TakKe MPUIIOKEHUA, pa3paboTaHHbIX
nonb3osatensamu. MNpoLecckl NPOeKTUPOBaHUA 1 BHEAPEHNA BGU3HEC-NIPUINOXKEHNS UM CePBMCa MOTYT BbITb Kpu-

39



TUYHBIMW  CTOYKM 3peHus GesonacHocTn. TpeboBaHua Kk 6GesonacHocTn cnegyeT waeHTUdUUMPOBATL W
cornacoBblBaTb 40 pa3paboTkv MHPOPMAaLIMOHHbBIX CUCTEM,

Bce TpeboBaHua GesonacHocTw, BKMOYas HeobxoauMblie MeponpuaTUS MO Mepexody Ha aBapUiHbIN
pexum, cnegyeT naeHTuduumposaTbh Ha cTagun onpederneHus 3agay NpoekTa, a Takke oboCHOBLIBATL, corna-
COBbIBaTb U JOKYMEHTMPOBATb B pamkax obLlero npoekra no BHeAPEHN0 MHHOPMAaLMOHHON CUCTEMBI.

10.1.1 AHanu3 u cneuundmkKauma Tpe6oBaHUM 6e30nacHOCTU

Heobxogmmo, 4tobbl B hopmynuposkax TpeboBaHuii GM3Heca B OTHOLLEHUM HOBbIX CUCTEM WIN yCOBEp-
LLIEHCTBOBAHUS CYLLECTBYIOLLMX CUCTEM Bblnn yuTeHbl TpeboBaHus nHgpopmaumoHHon 6esonacHocTu. MNpu aToM
crnegyeT yuuTbiBaTb Kak BO3MOXHOCTW BCTPOEHHbIX B CUCTEMY aBTOMAaTU3MPOBAaHHbLIX CPeAcTB obecneyeHus
nHdopmaunoHHon 6e3onacHOCT, Tak U HeobxoAMMOCTb MPUMEHEHWS OPraHW3auMOHHBLIX MeponpuUATUA Mo
ynpasneHnto MHOPMaLMoHHON 6e3onacHOCTbiO Nnn pa3paboTky cneumanbHbIX CpeacTs. AHaNorMyHo crnegyet
NoaxoauTb K OUEHKe MNakeToB MpuknagHbix nporpamm. Kak npaBuno, pykoBOACTBO AOIMKHO obecneyvBatb
MCMosnb3oBaHne CepTUULMPOBaHHBIX NPOrPaMMHbIX NPOAYKTOB WM MPOAYKTOB, MPOLUEALLNX HEe3aBUCUMYLO
OLEHKY.

TpeboBaHuss 6e3onacHOCTM WM COOTBETCTBYHOLUME MEponpuUATMS Mo obecneveHuto MHAPOPMALIMOHHON
6e30nacHOCTN AOIMKHbl YYWUTbIBATb LIEHHOCTb MHMOPMAaLMOHHBIX aKTMBOB, NOTEHUManbHbin ylepb 6GusHecy,
KOTOpbIA MOXET CTaTb pe3ynbTaToM He3addeKTMBHOCTM Unm oTcyTcTBus mep 6esonacHoctu, OueHka v ynpas-
neHne pvuckamy — OCHOBa Ans aHanu3a TpeboaHui k 6e3onacHOCTM M onpeaeneHns HeobxoauMbIX Mepor-
pUSTUIA NO YNpaBneHno MHMOPMaLMOHHON 6e30MacHOCTbLHO.

MnaHvpoBaHne MeponpuaTvn no obecneyveHnio MHMOPMaLMOHHON 6e30MacHOCTU Ha CTaguu MPOEKTM-
poBaHMA CUCTEMbI MO3BONSET CYLECTBEHHO CHU3WUTb 3aTpaTbl HA MX BHEAPEHWEe U NoAAepXKYy No CpaBHEHUIO C
pa3paboTkoi COOTBETCTBYHIOLLMX MEPOMNPUATUI BO BPEMS UMW NOCHE BHEOPEHUS CUCTEMBI.

10.2 Be3onacHOCTb B NpUKNagHbIX cuctemax

Llenb: npepoTtBpalleHne notepb, Mogudmkaumm Unm HenpaBUbHOMO UCMOMb30BaHNS MONb30BATENbCKUX
OaHHbIX B NPUKNAaAHbIX CUCTEMAX.

CooTBeTCTBYlOLME MEPONPUATUA No 0becneveHnto MHPOPMaLMOHHON Ge3onacHOCTM, BktoYast yHKUUN
ayauTa Wi NpoTOKONMPOBaHWE AeWCTBUW nonb3oBaTtensl, HeobxoaMmo npegycmaTpvBaTb B NPUKNAAHbIX
cucTeMax, BKIoYas NpUNoXeHusl, HanMcaHHble caMmUMK NoNb3oBaTeNAMU. OTU Mepbl AOMKHbI BKMoYaTh B cebs
obecneyveHne hyHKUMOHaNbLHOCTY NOATBEPXKAEHUS KOPPEKTHOCTH BBOAA, 06paboTku 1 BbIBOAA AaHHbIX.

JononHutenbHble MeponpuaThsa No obecneveHno MHPOPMaLUMOHHON 6e3onacHoCTM MoryT noTpeboBaTbest
Ons cucteM, Kotopble obpabaTbiBalOT MM OKa3biBalOT BO3AEWCTBUE HA BaKHble, LIEHHble WUMKU KpUTU4Yeckue
aKTMBbI OpraHu3auun, 1 ux Heobxoanmo onpeaensTb Ha ocHoBe TpeboBaHMIF 6e@30MacHOCTU N OLIEHKM PUCKOB.

10.2.1 NMopTBepXxXaeHNe KOPPEKTHOCTU BBOAA AaHHbIX

Heobxogmmo obpalaTe ocoboe BHUMaHME Ha KOPPEKTHOCTb BXOAHbLIX AaHHbIX ANS NPUKNagHbIX CUCTEM.
Mpun BBOAE GU3HEC-TPaH3aKUMI, NOCTOSHHBIX OaHHbIX (MMEHa W afgpeca, KpeauTHble NUMUTBI, MAeHTUdrKaum-
OHHble HOMepa KIIMEHTOB) U Tabnuy, NnapameTpoB (LeHbl NPOAaX, KypChbl BantT, CTaBKW Hanoros) criegyet npu-
MEHSITb MPOBEPKY KOPPEKTHOCTU BBOAA ANA obecrneyvyeHns yBEPEHHOCTN B UX COOTBETCTBUM UCXOLAHBIM OAHHbBIM.
Ona aTtoro uenecoobpasHO MpUMEHEHME CreaylLwWmx MeponpusTuin no obecrnedyeHnio MHGOPMaLVOHHON
6e3onacHocTu:

a) MpOBEPKM WCKIMIOYEHUS OBOWHOrO BBOOA WNWU OpyrMe MNpOBEepkM BBOAA C LENbl OOHapyXeHus
crneayroLmx owmnobok:

1) 3HayeHun, BbIXOOALLMX 3a AOMYCTUMBbIN OUana3oH;

2) HegoNyCTUMbIX CUMBOJSIOB B MOMAX AaHHbIX;

3) oTcyTCTBYIOLIME UNW HEMOSHbIE AAHHbIE;

4) npeBblLLEHNE BEPXHUX U HKHMX NpeaenoB o6beMa AaHHbIX;

5) HeaBTOpPM30BaHHbIE UMW NPOTUBOPEYMBBLIE KOHTPOIbHbIE AAHHbIE;

6) nepuopmyeckMn aHanm3 (MPOCMOTP) COAEPXMMOrO KM4YeBbIX MOMen unu annoB AaHHbIX Ans
noaTBepXAeHMs X JOCTOBEPHOCTM M LENOCTHOCTMU;

B) CBepka TBepAblX (MeyaTHbIX) KOMWA BBOAMMBIX [AOKYMEHTOB C BBOAMMBIMM [aHHbIMW Ha npea
MET BbISIBNEHUSA NMOObIX HEABTOPU3OBAHHbLIX M3MEHEHUIN 3TUX AaHHbIX (HE0OX0AMMO, YTOObI BCE U3MEHEHUS BO
BBOAMMbIX JOKYMEHTaX Obinn aBTOPM30BaHbI);

r) npoueaypbl pearMpoBaHus Ha OLWMOKK, CBA3aHHbIE C NOATBEPXAEHNEM AaHHbIX;

4) npoueaypbl NPOBEPKU NpaBaononobus BBOAMMBIX AaHHbIX;

€) onpegeneHne 06513aHHOCTEN BCEX COTPYAHMKOB, BOBITEYEHHBIX B NMPOLIECC BBOAA AaHHbIX.

40



10.2.2 KoHTponb 06paboTkn faHHbLIX B cUCTeMe

10.2.2.1 O6bnactu pucka

[aHHble, koTopble Gbinn BBEAEHBI NPABUMLHO, MOTYT ObITb NMCKaXeHbl BCreacTBne owmbok obpaboTku nnm
npegHamepeHHblx Aencteui. C uenbto obHapyXeHuss NOAOOHBLIX WUCKaXeHWn B (yHKUMM cucTem cnegyet
BKItoyaTb TpeboBaHus, obecneymBaloLime BbINOMHEHWE KOHTPOMbHbLIX NpoBepok. Heobxoammo, 4tobbl AnsanH
npunoxeHui obecneynBan yBepeHHOCTb B TOM, YTO BHEAPEHbl OrpaHNYeHusl, HanpaBneHHbIe Ha MUHUMN3aLMIo
pvcKka 0TKa30B, BeAyLLMX K noTepe LieNIoCTHOCTM AaHHbIX. HeobxoamMmo yunTbiBaTh, B YaCTHOCTK, CriedytoLee:

- UCMoMb30BaHWe MecTa B nporpammax Ans pyHkumin obasnenns n yaaneHus GaHHbIX;

- npoueaypbl ANa NPefoTBpaLleHns BbINOMHEHUS NMPOrpaMM B HenpaBWIbHOW MOCIeAoBaTeNbHOCTU UMK
ee ncnonHeHus nocrne cbos Ha nNpeablayllemM atane obpaboTkm gaHHbIx (8.1.1);

- MCNONb30BaHWe KOPPEKTUPYIOWMX NporpaMM A1 BOCCTaHOBMNEHWs nocne cboes u obecneveHns npa-
BUINbHOM 06paboTKN AAHHbIX.

10.2.2.2 lNpoBepkM 1 cpeacTsa KOHTPOIs

Bbibop HeobxoaMMbIX CPeacTB KOHTPOMS 3aBUCUT OT Xapaktepa GM3Hec-NpunoXxeHusa n NocneacTsvMn ans
6udHeca nGOro wuckaxeHus paHHblX, [Mpumepbl BCTPOEHHbIX cpedcTB obecneyveHuss MHGOPMALMOHHOM
6e3onacHOCT MOTyT ObITh:

a) CpeAcTBa KOHTPOMS CEaHCOBOW MMM NakeTHOM o6paboTkM C Lenbio BbIBEPKA KOHTPOMbHBIX AaH
HbIX (OCTaTKOB/KOHTPOMbHBIX CyMM) B chavinax AaHHbIX Nocie TPaH3aKLUMOHHbBIX OOHOBMNEHWN;

6) cpeacTBa KOHTPOMS BXOASALWMX OCTATKOB C LEMbld WX NPOBEPKM C MpeablayLMMU  3aKpbITbIMM
ocTaTkamu, @ UMEHHO:

1) cpeacTBa KOHTPOMS «OT BbIMNOMHEHUS! — K BbINOSTHEHUIO;
2) o6LLmMe CyMMbl UBMEHEHHbIX AaHHbIX B dhaiine;
3) cpegcTBa KOHTPOMS «OT MPOrpamMmbl — K Mporpamme;

B) NOATBEPXAEHME KOPPEKTHOCTM AaHHbIX, reHepupoBaHHbIX cuctemon (10.2.1);

r) NpOBEPKM LENOCTHOCTM MOMYYEHHbIX WU MepeAaHHbIX AaHHbIX (NporpammHoro  obecneyeHuns)
Mexay LeHTpanbHbIM (rnaBHbIM) U YAaneHHbIM1 komnbtotepamm (10.3.3);

[) KOHTPOInbHbIE CyMMbI 3anucer u annos;

e) npoBepkn Ana obecneyeHuss yBEpPEHHOCTM B TOM, YTO MpUKMIagHble NpPOrpaMMbl BbIMONHAIOTCA B
HYXHOEe Bpemsi;

X) npoBepkn Ans obecneyeHWs YBEPEHHOCTU B TOM, YTO MPOrpamMmbl BbIMOMHAOTCA B NPaBWIIbHOM
nopsigke v npekpaiyatoT paboTy B crnyyae oTkasa, M 4To AanbHenwas obpaboTka nmpuocTaHaBnMBaeTcs A0 Tex
nop, noka npobnema He 6yaeT paspelueHa.

10.2.3 AyTeHTUdMKaLma coobLueHumn

AyTeHTndmKaumsa coobLleHnn — 3TO MeTOA, WCNonb3yeMbld A5 OBHapyXeHWs HeaBTOPU30BaHHbIX
M3MEHEHUI NNV NOBPEXOEHUNA COAepXaHusi nepedaHHOro dNEeKTPOHHOro coobueHusi, AyTeHTudukaums coob-
LeHWn MoXeT OblTb peann3oBaHa Kak annapaTtHbIM, Tak U MpPOrpaMmHbIM NyTeM B (OM3NYECKOM YCTPOWCTBE
ayTeHTUdUKaLmm coobLLeHnin Unu B NporpaMmmMHOM anroputMe.

AyTeHTudmKaumo coobueHnii Heobxoanmo MCnonb3oBaTh AN GU3HEC-NPUNOXeHWA, rae OomkHa ObiTb
obecneveHa 3almTa LenoCTHOCTM CoAepX)aHnsa COOOLLEHNA, HaNnpPUMep NPU ANEKTPOHHBLIX NepeBoAax AEHEXHbIX
cpeacTB, nepecbinke cneunguKkauuini, KOHTPaKTOB, KOMMEPYECKMX MPEearioKEeHWN W MpoYnX [OKYMEHTOB,
UMELLMX GOMbLUYIO BaXXHOCTb, UMW APYIUX NOAOOHBLIX 3MNEKTPOHHbIX 0OMEHOB AaHHbIMKU. YTOOLI onpegenuTb,
TpebyeTca nn ayTeHTUdMKaLmsa coobLleHnin, Heo6XoAMMO BbIMOSHATL OLIEHKY PUCKOB 6e30MacHOCTM 1 BblibupaTb
Hanbonee NOAXOAALLMIN METOA ee peanmsaumm,

AyTeHTndmMKauma CoobLieHNA He MpeAHas3HaveHa ANS 3almuTbl COAepXaHust coobLueHns OT Hemnpaso-
MOYHOTO €ro packpbiTvs. [ns 3Ton uenu npu ayTeHTudmKaumMm coobLleHnidi MoryT NCnonb3oBaTbCs KpunTorpa-
dpuyeckne metoabl (10.3.2 1 10.3.3).

10.2.4 NMoaTBepxaeHMe KOPPEKTHOCTU AaHHbIX BbiBOAA

[aHHble, BbIBOAMMbIE M3 NPUKNAAHOW CUCTEMbI, HEOBXOAMMO NPOBEPATb Ha KOPPEKTHOCTb, YTOObI 0bec-
neyrBaTb YBEPEHHOCTb B TOM, YTO 06paboTka mHdOopmMauMmn BbIMOMHEHa npaBunbHO. Kak npasBumno, cuctembl
MOCTPOEHbI Ha MPEeAnocbInke, YTO NPU HanMynM COOTBETCTBYIOLLMX NMOATBEPKAEHUN KOPPEKTHOCTU, NPOBEPOK M
TEeCTMpOBaHWA BbIBOAUMbIE AaHHble ByayT Bcerga npaeunbHbl, Ho 370 He Bcerga Tak. MNoatBepxaeHne Koppek-
THOCTW AaHHbIX BbIBOAA MOXET BKMNtoYaTh:

- MPOBepPKM Ha NpaBaonogobue ¢ Lenbio onpeaeneHuns, ABNSIOTCA NN BbIXOAHbIE AaHHbIE NPUEMIEMbIMY;

- MPOBEPKM KOHTPOSIbHBIX CHETYMKOB Ha NpeaMeT yAO0CTOBEPEHWS, YTO BCe AaHHble Oblnv obpaboTaHbl;

- obecneyeHve [OCTaATOYHOW WHpoOpMauUMu ANs nonyyaTens pe3ynbTaToB BblBOAA WNW MocreayoLen
cucTembl 06paboTkn, YTOObLI onpeaennTb KOPPEKTHOCTb, 3aKOHYEHHOCTb, TOYHOCTb M Kraccudmkaumio MHAOop-
Mauuu;
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- npouenypbl No BbIMOJIHEHUIO TECTOB Ha NoATBepXXAeHWe BbIBOOAMMbIX OaHHbIX;
- onpegerneHne 06s3aHHOCTEN BCeX COTPYyAHUKOB, BOBJ1IEYE€HHbIX B Npouecc BbiBOAA OaHHbIX.

10.3 Mepbl 3awmThbl MH(hOpMaLUK, CBAA3aHHbIe C UCNONb30BaHMEM KpunTorpadumn

Llensb: 3awuta KOHOUAEHUNANBLHOCTA, ayTEHTUYHOCTU UMK LLEMOCTHOCTU MHpopMaLMu.
Kpuntorpaduyeckue cuctembl 1 METOAbI ClieAyeT UCMONb30BaThb ANs 3aLUTbl KOHMAEHLMANbHON
MHpopmMauun, korga apyrne cpenctasa KOHTPOns He obecneunmBaloT agekBaTHON 3aLunThl.

10.3.1 MonuTuka B OTHOLIEHMU UCNONb30BaHUsA Kpuntorpadum

PelleHnss OTHOCMTENbLHO MNPUMEHEHWS KpunTorpadpuyecknx Mep 3awuTbl cregyeT paccmaTtpuBaTth B
pamkax Gonee obLiero npouecca OLEHKU PUCKOB U BbIbOpa MeponpusitTuii no obecneyeHnto MHpopmaLMoHHOM
6e3onacHocTn. [ns onpegeneHns HeOOGXOOAMMOro YPOBHS 3aluTbl MHOPMauuMM crnegyeT NpPoBOAWUTb OLIEHKY
pUCKOB, KOTOpasi 4OMKHa MCMNONb30BaTbCA ANA OnpeaeneHus Toro, ABMSETCA Ny Kpuntorpaduyeckoe cpeacTso
NOAXOASLLMM, KaKOW TN cpeacTB HeoOXoaWM, C KakoW LIeNbl U B OTHOLLEHMU KakMx OU3HEC-NMPOLECCOB €ro
cnepyeT NPUMEHSITh.

B opraHu3dauun cnegyet paspaboTatb NOMUTUKY MCNOMb30BaHWS KpunTorpaduyecknx CpeacTts 3alyuTbl
uHdopmMauum. Takas nonutuka Heobxoguma, 4TOObl MakCMMU3MpOBaTb MPeuMyLlecTBa M MUHUMU3NPOBAaTL
PUCKKN, CBA3aHHblE C MCNOMb30BaHWEM KpunTorpadmnyeckmx cpeacts, a Tawke usbexaTb HeadekBaTHOro Wnu
HenpaBWMbHOIO MX UCMONb30BaHWs. [py 3ToM He0BXOAMMO ONpeaennuTL:

a) MeToaMKy WCMOoNb30BaHMA KpunTorpacmyeckux CpeacTB B OpraHusauwmv, BKoYas obwwme npuH
LuMbl, B COOTBETCTBUM C KOTOPbLIMW CreayeT 3awmiiaTh cryebHyro nHhopmaumio;

6) NpvHUMMBLI YyNpaBneHWst KrYamu, BKIOYasi MeToAbl BOCCTAHOBMEHWS 3awimdpoBaHHOW MHGOP
Maumu B cryyae notepu, KOMNpoMeTaLun UNn NOBPEXAEHWS KITHOYEN;

B) ponu 1 06513aHHOCTM JOMKHOCTHbIX MWL, 3a:

1) peanu3aumio NONUTUKK;
2) ynpaBneHue Knoyamu;

) COOTBETCTBYHLLMIA YPOBEHb KPUNTOrpachnyeCckom 3amnTbl Ans pasnnyHbIX AaHHbIX;

) nepevyeHb MeponpuATUMI, KOTopble AOMmMkHbl obecneynBatb 9PHEKTUBHOCTL BHEOPEHUS MeETO
AOB KPUNTO3aLLMTbl B OpraHM3aumu.

10.3.2 lncdpoBaHue

LLndpposaHne — aT0 kpunTOorpaddmMyeckuin MeTop, KOTOpbIA MOXET ucnonb3oBaTbCca AN obecneveHus
3aLMTbl KOHPUAEHUNANBHOWN, BaXKHOW MU KPUTUYHOW MHGOpMaLnK.

Ha ocHoBe OLieHKM pUCKOB HEOOXOAMMO onpeaendTb Tpebyembll ypoBEHb 3alLnThbl, NPUHUMAas BO BHUMA-
HMe TN U KaYeCTBO MCMOMb3YEMOro anropntMa WndpoBaHus, a Takke ANUHY KpUNTorpadyecknx Koyen.

Mpun pa3paboTke MONUTMKMA MUCNOMb30BaHWUS KpUNTOrpadryecknx Cpeacts HeoOXOAMMO y4uTbiBaTb Tpe-
6oBaHMA 3akoHOAATENbCTBA W OrpaHUYEHUs, KOTOpble MOryT MPUMEHSITbCA B OTHOLUEHWM WUCMONb30BaHWSA
KpunTorpacgmyecknx MeToAOB B pasHbiX CTpaHax, a Takke BOMpOChl, kacawlimecsd obbema noToka 3awmndpo-
BaHHOMN UHdOpMaLMK, NnepefaBaemMoi Yepes rpaHuLbl rocyaapcTts. Kpome Toro, cnegyeT yuuteiBaTh TpeboBaHWs
3aKkoHogaTenbCTBa B OTHOLLUEHUW 3KCopTa M MMNopTa Kpuntorpagudecknx TexHonorun (12.1.6).

[ns onpeneneHns HeO6GXOAMMOrO YPOBHS 3alLuThl UHGOpPMaLMK, Bbibopa NoaxoasilumMx CpeacTB U MeTo-
OOB 3alunThl, KOTOpble AOMKHbLI obecneynsBaTb TpebyeMbii ypOBEHb 3alUMThbl U peanu3auun 6e3onacHbIX Crno-
coboB ynpaBneHus knwoyamu, LenecoobpasHo KOHCynbTMpoBaTbcs co cneumanuctamu (10.3.5). Kpome Toro,
MOXeT noTpeboBaTbCA KOHCYMNbTaLUs HOPUCTa OTHOCMTENbHO 3aKOHOB U HOPMAaTUBHbLIX aKTOB, KOTOpble MOryT
ObITb MPYMEHNMBI B Crly4ae npeanonaraemMoro Ncrnonb3oBaHUS opraHnsaunen MeTogoB 1 CpeacTs LWndpoBaHms.

10.3.3 UudopoBbie nognucu

Lindposble noanucy obecneumsatoT 3almuTy ayTeHTUDUKALUM U LENOCTHOCTUN 3NEKTPOHHbIX JOKYMEHTOB.

Hanpumep, anekTpoHHbIE NMOANUCKU MOTYT UCMONb30BaTbLCSA MPU 3NEKTPOHHOW TOProBne, rae ectb Heob-
XOAMMOCTb B KOHTPOJE C LeNbl0 YAOCTOBEPUTLCS, KTO MOANUCAN 3NEKTPOHHBIA OOKYMEHT, a Takke NpOBEpKeE,
ObINo N copepxaHne NOANNCaHHOIo AOKYMEHTa U3MEHEHO.

Lindposbie noanvcu MoryT NpUMEHSTbCA Ans nobor hopmbl AokymeHTa, obpabaTbiBaeMoro 9nekTpoH-
HbIM CNocobom, Hanpumep, NP NOANUCK SMNEKTPOHHbLIX NNaTexen, AeHEXHbIX NepeBoaoB, KOHTPAKTOB W corna-
weHnn. LndposBble nognucu moryT ObiTb peanu3oBaHbl MPW MCMOMb30BaHUM KpUNTorpadmnyeckoro MeToAa,
OCHOBbIBAILLLEroCs Ha OJHO3HAYHO CBA3aHHOW nape KIoYew, rae OOvH KoY UCMonb3yeTcs Ans co3gaHus nog-
NUCK (CEKPETHBIA/MUYHBIN KIOY), @ ApYro — AN NPOBEPKM NoANUcH (OTKPLITBIA KIToY).

Heobxogmmo ¢ ocoboi TwatensHoCcTbio obecneunBatb KOHMUAEHUMANBHOCTb JIMYHOTO KItoya, KOTOpbIv
crnepnyeT XpaHuTb B CEKpeTe, Tak kak nobov MeoLWmMn K HeMy AOCTYMN MOXET NoAnuChbiBaTb JOKYMEHThI (nnaTte-
XU, KOHTPaKTbl), TeM cambIM chanbcucurumnpyst nognvck Brnagensua knoda. Kpome Toro, o4eHb BaxHa 3awura
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LLeNoCTHOCTU OTKPLITOrO Krto4va, koTopas obecnevymBaeTcsl Mpy UCMONb30BaHUM cepTudmrKkaTa OTKPbITOrO Kroya
(10.3.5).

CnepyeT yaensiTb BHUMaHve BbIGOpY TvNa 1 Ka4ecTBY UCNOMb3yeMOoro anroputMa noanucy 1 AnviHe Kto-
yer. Heobxoammo, 4To6bI KpunTorpaduyeckne Krn4um, ncnonb3yemble Ans undpoBbIX NOANUCEN, OTNNYaNUCL OT
TeX, KOTopble Ncnonb3ytTes Ansg wudposaHus (10.3.2),

Mpn ncnonb3oBaHun UMGPOBBLIX MNOANMCEN, HEOOXOAMMO y4yuTbiBaTb TpPeboBaHWA BCEX AENCTBYHOLLMX
3aKOHOAATENbCTB, OMpeAenslWmnX YCroBMSA, MPU KOTOPbIX UMGPOBas MOANUCH MMEET HPUAMNYECKYIO Cumy.
Hanpumep, npu 9nNeKkTpOHHOW TOProBre BaXHO 3HaTb OPUAWYECKMW CcTaTyCc uudpoBbiX nognucen, MoxeT
notpeboBaTbCs HanuumMe crneunanbHbIX KOHTPAKTOB WMNW APYrMX corfawleHuin, 4Tobbl nogdepxusBaTb MCMONb-
30BaHMe UMdPOBLIX MOAMUCEN B Criydasx, KoOrga 3aKoHOO4ATeNnbCTBO B OTHOLUEHWM LMdppoBbIX noanucen
HepocTaTouHO pa3BuTo. Heobxoaumo BOCMONb30BaTbCS KOHCYrMbTauMen 1opucTa B OTHOLLEHWU 3aKOHOB U HOp-
MaTUBHbIX aKTOB, KOTOpPble MOryT ObiTb MPUMEHWMbIMX B OTHOLUEHUW MpeAnonaraeMoro MCnonb3oBaHus
opraHu3aumen LmdpoBbIX NOANMUCEN.

10.3.4 CepBMCbI HEOCNOPUMOCTH

CepBuCbl HEOCMOPMMOCTM CrneayeT UCNoMb30BaTh Tam, rAe MOXeT TpeboBaTbCs pellaTtb CNopbl O HANMMYMK
UM OTCYTCTBUM COBBLITUS MNWU AEVCTBUS, Hanpumep Crnop MO WCMONb30BaHWIO LMAPOBOM MOAMUCU HA 3nek-
TPOHHOM KOHTpakTe wnu nnatexe. [JaHHble cepBUCbl MOTyT MOMOYb [OKa3aTb, MMES N MEeCTO KOHKPETHBbIN
cryyanm unu gevctene, Hanpumep OTKas B OTCbIIKE MHCTPYKLMKW, MNOANMCAHHOW LMdPOBOW NMOAMUCHIO, NO 3MeK-
TPOHHOW MoYTe. TN CepBUCbI OCHOBLIBAOTCH HA MCMNOMb30BaAHUM METOAOB WNdPOBAHUS U LMGPOBON NOANUCK
(10.3.2 1 10.3.3).

10.3.5 YnpaBneHue knwo4yamu

10.3.5.1 3awmTa kpuntorpadr4eckmx Knoyen

YnpaBneHve KpuntorpaguyeckuMmm Krnoyamm BadkHO Ans 3PEEKTUBHOMO MCMNonb30BaHUSA Kpuntorpadm-
YeCKux cpeacTs.

Jlobas komnpomeTaums MM noTeps KpunTorpaduyeckux Krvem MOoXeT MpUBECTW K KoMnpomeTauun
KOH(pMAEHLUManbHOCTN, NOANMHHOCTM U/UNMn LEenocTHOCTU nHdopmaumun. CrnegyeT NPUMEHSTb CUCTEMY 3aLLMThl
Ans obecneyeHns NCNonNb3oBaHWA OpraHn3aumei Crneayowmx Kpuntorpauyecknx MeTohoB:

- MeTOAbl B OTHOLLUEHUWN CEKPETHbIX KNtoyen, rae Ase unv 6onee CTOPOHbI COBMECTHO MCMOMb3YIOT OAMH 1
TOT Xe KoY, 1 3TOT KNoY MPUMEHSeTCs Kak Ans wudposaHus, Tak u gelumdpoBaHna nHdopmaumm. 3TOT KoY
AOIMKEH XPaHWUTBbCA B CeKpeTe, Tak Kak mnobon, umerowmin AOCTyN K 3TOMY Krovy, MOXeT AelndpoBaTb BCHO
nHdopmaumio, 3awMdpPOBaHHYIO C MOMOLLbIO 3TOMO KIoYa, U BBECTWM HeaBTOPU3OBaHHYH0 MHAOPMaLMIO;

- MeToAbl B OTHOLUEHWM OTKPbITbIX KIOYeN, rae Kaxabli nonb3oBaTenl MMeeT napy Kioyer, OTKpPbIThIN
KMoy (KOTOPbIN MOXET BbITb NokasaH MboMy) 1 NNYHBIA KoY (KOTOPLIA JOIMKEH XpaHUTLCSA B cekpeTe), MeTo-
Obl C OTKPbITBIMW KKOYaMn MOTyT Mcnonb3oBaTtbes Ana wudposaHna (10.3.2) u anda reHepaunm UMdpPOBbIX
nognucen (10.3.3).

Kntoun Heobxoanmo 3almiiaTe OT U3MEHEHWUS U pa3pyLUeHUs, 8 CEKPETHbIM U NNYHBIM KrtoYam HeobXxo-
AvMa 3almTa OT HeaBTOpPM30BaHHOrO packpbiTus. Kpuntorpadwuyeckne metogbl MOTyT Takke MCNonb30BaTbCs
ans aton uenu. ®usmyeckylo 3awmTy cnegyeTt NpUMMEHATb AN 3awmMTbl 060pyaoOBaHUs, UCMONb3yemMoro Ans
N3roTOBMEHNS, XPAHEHUSI U aPXMBUPOBAHMNS KITHOYEN.

10.3.5.2 Cnoco6bl, npoueaypbl U MeTogbl 3aLmUThbl KpUMTOrpadMyeckux Kroyen

Heobxogmmo, 4tobbl cuctema obecneveHnss 6e30nacHOCTM MCMONb3OBaHMA KMOYel OCHOBbIBanachb Ha
cornacosaHun cnocobos, npoueayp 1 6e3onacHbIX METOA0B ANS:

- reHepaumu KmoYen npu 1CMonb3oBaHUM PasfNYHbIX KPUNTOrpaddnyeckmx CUCTEM U PasfinyHbIX NpuUIo-
XKEHWUI;

- reHepauuy 1 NonyyeHus cepTUUKaTOB OTKPbITbIX KIOYen;

- pacchbinkn Knoyen npegHas3HayYeHHbIM MONb30BaTeNsAM, BKMOYAs MHCTPYKLMM MO MX akTMBauuMu npu
nonyyeHuu;

- XpaHeHus Kno4ewn; Npn aToM HeobxoaMMO HanMuMe MHCTPYKLMU aBTOPU3OBaHHBIM MOMb3oBaTensam Ans
nonyyYeHus AoCTyna K Krnoyam;

- CMeHbl Ny o6HOBMEHNS KITHoYen, BKIIOYas npasunia nopsiaka u CPOKOB CMEHbI KIOYEN;

- nopsiaka AeNCTBUIN B OTHOLLEHUM CKOMMPOMETUPOBAHHbIX KITHOYew;

- @HHYNMPOBaHUS KIOYEN, B TOM YnCre Cnocobbl aHHYNMPOBaHMSA UMK Ae3aKTUBaLMKM KIMYen, ecrn Kn4m
ObINyM CKOMNPOMETUPOBaHbI UMW NOMb30BaTeNb YBONUIICSA U3 OpraHusauuy (B 9TOM cryyae KnoyyM Heobxoanmo
apxvBupoBaThb);

- BOCCTAHOBIIEHNA KIlOYelr, KOTopble Oblnv yTepsiHbl UM UCMOPYeHb!, Afs paccekpeynBaHusa 3almdpo-
BaHHOW MHopMaLumu;

- apXvBMPOBaHWSA KIOYel, Hanpumep Ans apXMBMPOBaHHOW U pe3epBHON MHdOpMaLuK;

- paspyLUeHns Krioyen;
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- peructpauum n ayauta AecTBui, CBA3aHHbIX C yNpaBneHneM Krovamu.

Onsa ymeHblUeHNs BEPOSITHOCTM KOMMpoOMeTauum Heobxoammo, 4Tobbl KMoun nmenu onpegeneHHble AaTbl
aKTMBM3auMn 1 aesakTveauuu, 4YTtobbl X MOXHO ObiNo Gbl MCNOML30BaTb B TEYEHWE OrpaHUYEHHOro nepuoaa
BPEMEHM, KOTOPbIA 3aBUCUT OT OBCTOSATENLCTB UCMOMb30BaHWUA KpunTorpauyeckmx Cpeacts, KOHTPONS v oT
CTeneHn pucka packpbITUa MHopMaLmm.

MoxeT noTpeboBaTbcs Hanuuue npoueayp o6paboTku OPUANYECKMX 3anpoCoB, KacaloLMXCs AO0CTyna K
KpunTorpauyeckum Krovam, Hanpvmep, 4ToObl 3awwmvdpoBaHHad vHdOpMauMs ctana AOCTYMNHOW B Hesa-
LwncposaHHoON hopme A5 AoKa3aTeNbCTB B Cyae.

B pononHeHne k Bonpocy 6e30MacHOCTV YNpaBrieHUss CEKPETHbIMWU U JINYHBIMWU KNoYamn Heobxoammo
yunTbiBaTb HeobxoAMMOCTb obecrneyeHus 3awmTbl OTKPbITbIX Krtoyen. CyllecTByeT yrposa nogAernbiBaHus
LMdpoBOM NOAMMUCKU U 3aMeHbl OTKPBITOrO Krkoya rnonb3oBaTens cBouMMm. JTa npobnemMa peluaeTcsi C MOMOLLbIO
ceptTudmkata OTKpbITbIX Ktoyen. CepTudmkaTbl HEOOXOAMMO WM3rOTOBMAATbL TakMM CMOCOGOM, KOTOPbIN OAHO-
3Ha4yHO cBA3bIBan Obl MHGOPMaUMIO, OTHOCALLYIOCS K Bnagenbuy napbl OTKPbITOrO/CEKPETHOro Krouew, C
OTKPbITbIM Krto4oM. [Mo3ToMy BaxHO, 4YTOObI MpoLeccy yrnpaBrneHusi, B pamkax KOTOporo ¢popMupyloTcs aTu
cepTudmKaTbl, MOXHO BbINO [OBEpPATb. ATOT NpoLecC 0ObIYHO BLINOMHAETCA OpraHoM cepTudurKaLmn, KOTopbI
AomkeH ObiTb  MPU3HaAHHOW  OpraHusaumen, pyKOBOACTBYIOLIENCH COOTBETCTBYOLMMW Npasunamu  wu
npoueaypamv MHopMaLMoHHON Ge3onacHocTu anga obecneyeHnst Tpebyemoin cTeneHn JoBepUs K HEMY.

Heobxogmmo, 4TOGbI cogepaHuWe COrfaleHWn C BHEWHMMU MOCTaBLiMKaMu  KpunTorpadunyeckmx
cpencTs, Hampumep C OpraHoM cepTudwukaumm, BKYano TpeboBaHWMA MO OTBETCTBEHHOCTW, HaLEXHOCTM
CPeAcTB U BPEeMEHW pearvpoBaHns Ha 3anpockl Mo Ux NpeaocTaBnexHmnio (4.2.2).

10.4 Be3onacHOCTb CUCTEMHbIX hannos

Llenb: obecneveHne mopepHu3aLmMn MHPOPMAaLMOHHBIX CUCTEM U AENCTBUMA MO MX noadepxke Gesonac-
HbIM cnoco6om.

B npouecce akcnnyatauum GuU3HeEC-NMPUNOXEHUA HEeoBXOOUMO KOHTPONMPOBaTb AOCTYNM K CUCTEMHbLIM
dannam.

Monb3oBatenn unu paspaboTymky, KOTOPbIM MPUHAANEXUT MNpUKNagHas cuctema unu nporpammHoe
obecneveHne, JOMKHbI ObITb OTBETCTBEHHLIMW 38 LIEMTOCTHOCTb CUCTEMBI.

10.4.1 KoHTponb nporpaMmHoOro o6ecne4yeHus, Haxo4sALWErocs B NPOMbILLUNIEHHON 3KCNyaTauum

Heobxogumo obecneunBatb KOHTPOMb 3a MPOLIECCOM BHEAPEHUS MmporpammHoro obecneyeHuss B Mpo-
MbILLUMIEHHYO 3KcnnyaTauuo. YTobbl CBECTU K MUHUMYMY PUCK MOBPEXOEHMS CUCTEM, HaxoOALMXCS B Mpo-
MbILLUIIEHHON 3KCMnnyaTaumu, uenecoobpasHo Mcnonb3oBaTb cregylowme Meponpusatua no  obecneyeHuio
MHopMaLmnoHHON 6e3onacHoOCTuU:

- obHOBNeHNe GUBNMOTEK Mporpamm crefyeT BbIMOMHSATL TONbKO HasHa4YeHHOMy creumanucty — 6mb-
NMoTeKapro Npy COOTBETCTBYIOLLIEN aBTOpMU3aLmMmn ero o6s3aHHocTeln pykosoacTteom (10.4.3);

- MO BO3MOXHOCTU, CUCTEMbI, HAXOASALMECS B NMPOMbILLNEHHON 3KCMyaTauun, AOMKHbI COCTOATbL TOMbKO
13 UCNOMHUMbIX NPOrPaMMHbIX KOAOB;

- UCMOMNHAEMyI0 NporpaMmy He cneayeT BHEAPSATb B NMPOMBILIMEHHYO 9KChnyaTaumio Ao Tex nop, noka He
nonyyeHbl NOATBEPXKAEHNS €€ YCMEeLHOro TECTUPOBaHMSA 1 NPUHATUA NOonb3oBaTensamMu, a Takke He 06HOBMEHbI
COOTBETCTBYHOLLME BUBNNOTEKN NCXOOHBIX TEKCTOB NPOrpamm;

- Heobxoammo, 4TOObI XXypHan ayguta perMcTpupoBan Bce OOHOBreHWst Gubnuotek nporpaMm, Haxons-
LLMXCS B NPOMBbILLUIIEHHON 3KCMyaTauuu;

- NpeabiayLLmMe Bepcum NporpaMMHOro obecneveHns crieqyet COXpaHaTb A4S BOCCTAHOBMEHNS CUCTEMbI B
crnyyae HenpeaBuaeHHbIX OOCTOSTENLCTB.

Heobxogmmo, 4Tobbl nNporpammHoe obecneyeHue, UCMONb3yeMOe B MPOMBILLIIEHHOW 3KChnyaTtauuun,
NoALepXKMBanocb Ha ypoBHE, 3adaHHOM paspaboTumkom. MNpu nwboMm pelueHnM NpoBecT OBHOBMNEHUE [0
YPOBHS1 HOBOW Bepcuu crnegyeT NpuHUMaTh BO BHUMaHWe 6e30nacHOCTb JaHHOW BEPCUMU: KaKMe HOBble (DYHKLM-
OHanbHble BO3MOXHOCTU obecneyeHnss MHOpMaLMOHHON 6e30MacHOCT OHa MMEET MIU UMEDTCS N Cepbes-
Hble npobnembl obecneyveHnss Ge3onacHOCTWU, CBSA3aHHble C 3ToW Bepcuen. LlenecoobpasHo mcnonb3oBaTb
nporpaMMHble MmoamdurKaumm (Natym), eCnNm OHN MOTYT 3aKPbITb UM CHU3UTL Yrpo3bl 6e30NacHoOCTy.

Dur3nYecknn Unu NorMYecknii JOCTyn NpeaocTaBnaAeTcs nocTaBlukaM (paspaboTumkam), No Mepe Heob-
XOAMMOCTM, TONbKO ANSA NOAAEPXKKN NPOrpaMMHOro obecneveHns npyu Hanm4mMmu paspelueHns pykosoacTea. [Npu
3TOM OENCTBMA NOCTaBLuKa (pa3paboTymka) 4OMMKHbI KOHTPONMPOBATbLCS.

10.4.2 3awmTa TeCToBbIX AaHHbIX

[aHHble TecTUpoBaHWA criegyeT 3awmiatb U KOHTPONMPOBaTh. [1Ns OCyLLEeCTBMEHUS CUCTEMHOIO U Npu-
€MOYHOro TecTupoBaHusa TPebyloTcsa CylleCTBEHHble 06beMbl TECTOBbIX AaHHbIX, KOTOpblE MakCMMaribHO npu-
GnwxkeHbl K onepauvoHHbIM AaHHbiM. CnepyeTt wmsberaTb wcnonb3oBaHuA 6a3 AaHHbIX, HaxXoAsLWMXCS B
NPOMBILLIIEHHON 3KCMyaTauumn 1 cogepxaiymx nnyHyo nHdopmauuio. Ecnmn takaa nHdpopmaumnsa tpebyetca
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Onsi TECTUPOBaHWsA, TO Nepen MCNonb30BaHUEM criefyeT yaanuTb NNYHYK MHdopmaumio (genepcoHnduumpo-
BaTb ee). [Ins 3awmnTbl ONepauUMoHHbIX OaHHbIX, KOrda OHW UCMONb3YHTCS ANA Lenen TeCTMpoBaHus, Heobxo-
OVIMO NMPUMEHATb CneayloLmMe MeponpuaTus no obecneveHno nHopmaumMoHHoN 6e3onacHoCTH:

- npoueaypbl KOHTPONSA A0CTyna, NpUMeHAeMble Anst NPUKNaAHbIX CUCTEM, HAXOASLMXCS B NMPOMBbILIMEH
HOW 3KcnnyaTauun, cregyeT Takke NPUMEHNATb U K NPUKNaaHbIM CUCTEMaM B cpeae TeCTUPOBaHWus;

- MPW KaXAOM KOMWUPOBAHUM OMepaurMoHHON MHOpMauun Ans NPYKNagHOW CUCTEMbl TECTUPOBaHWSA
npegycmaTpvBaTh aBTOPU3aLMIO 3TUX OENCTBUN;

- focrne TOro, Kak TeCTMpOBaHWEe 3aBEepLUEHO, OMNepauMoHHYI0 MHAOPMaUMIO creayeT HEMeAneHHO yaa-
NUTb U3 NPWUKNaAHOW CUCTEMbI Cpeabl TECTUPOBaHWS;

- KONMUPOBaHWE U UCMOSNb30BaHME ONEPALMOHHON MHAOpMaLMKM HEOOXOAMMO PErMcTpupoBaTh B XypHane
ayauTa.

10.4.3 KoHTponb goctyna kK 6MbnMoTekam MCXoAHbIX TEKCTOB NpPOrpamMmm

[Ns CHWKEHNA pucka UCKaXKEeHUS KOMMNbIOTEPHBLIX NporpaMMm Heobxoanmo obecnedvBaTb CTPOTUA KOH-
Tponb goctyna k 6ubnmotekam UCXoAHbIX TEKCTOB NpOrpaMM, ANns Yero:

- N0 BO3MOXHOCTU, UCXOAHblE BUBNMOTEKN NporpamMm criefyeTt XpaHUTb OTAENbHO OT BU3HEC-NPUNOXEHNN,
HaxXOASALLMXCS B MPOMBbILLNEHHON 3KCnnyaTauuu;

- HasHayaTb crneumanucrta — 6ubnuoTekaps NporpamMm Ans Kaxaoro GusHec-NpUNoXeHus;

- nepcoHany noaaepXXku WHPOPMALUMOHHBLIX TEXHOMOMMN He criedyeT MpPefocTaBnsATb HEOrpaHWYEHHbIN
OOCTYN K UCXOOHbIM BGubnunoTekam nporpamm;

- Mporpammel, HaxoasLmMecs B npouecce pa3paboTku Unn TeKyLero obCnyxmBaHus, He criefyet XpaHuTb
B OMGnmnoTekax c UCXO4HBIMU TEKCTAaMM NPOrpamMm, HaXoOSLUMXCS B MPOMBILLIIEHHON 3KCnyaTaumu;

- obHoBneHne BnbnmoTek 1 obecneyeHne NPOrpaMMUCTOB UCXOLOHBIMU TEKCTaMU crnieyeT OCYLLEeCTBNATb
TONbKO HAa3HaAYeHHOMY creuuanucTty — OubnuoTekapio Mocne asTopu3aumu, MOJYYEHHOW OT MeHeoXepa,
OTBEYaloLEero 3a NoAAepXKY KOHKPETHOrO BGU3HEC-NPUIOXKEHNS;

- IMCTUHIM NporpamMm crnegyeT XpaHutb B 6e3onacHom mecte (8.6.4);

- criegyeT BeCTU XypHan ayauTa Ans Bcex AOCTYMNOB K UCXOAHbIM BubnunoTtekam;

- CTapble BEpPCUMM UCXOOHBIX TEKCTOB HEOOXOAMMO apXMBMPOBATb C YKa3aHMEM TOYHbLIX AaT U BPEMEHW,
Korga OHWM HaxXOAMNUCh B MPOMBILLMIEHHON 3KCMnyaTaumm, BMECTE CO BCEM NPOrpaMMHbIM obecnedeHnemM nog-
OEPXKM, yNpaBneHns 3agaHusaMu, onpeaeneHmsamMm AaHHbIX 1 npoueaypamu;

- MOJAEPXKY U KONMPOBaHME MCXOOHbIX OMbnNunoTek cnegyeT NpoBOAUTL MO CTPOTMM KOHTPOMEM C LieNbio
npefoTBpaLLEeHNsi BHECEHUS HEABTOPU30BaHHbIX n3MeHeHui (10.4.1).

10.5 Be3onacHocTb B npoueccax pa3paboTKu u NoaaepKKu

Llenb: nogaepxaHne 6e30nacHOCTV NPUKNagHbIX CUCTEM U MHOpMaLIMK.

MeHemxepbl, OTBETCTBEHHbIE 3@ MPUKIAOHbIE CUCTEMBI, OOJPKHbI ObiTb OTBETCTBEHHBIMM U 3a Gesonac-
HOCTb Cpefbl NPOEKTUPOBaHMA Unu noaaepxkn. OHW AOMKHbI MPOBOAMTL aHanmM3 BCEX MPeasioKeHHbIX U3Me-
HEHUA CUCTEeMbl M MCKIYaTb BO3MOXHOCTb KOMMpomeTauum 6e30nacHOCTM Kak CUCTeMbl, Tak U cpeabl
NPOMBILLFIEHHOW 3KCMyaTauuun.

10.5.1 Mpouenypbl KOHTPONA U3MEHEeHUN

YT0Obl CBECTM K MWHUMYMY MOBPEXAEHNS MH(POPMALIMOHHBIX CUCTEM, CNedyeT CTPOro KOHTpONMpoBaTb
BHEPEHNE W3MEHEHUI — CTPOro MpuaepxmBaTtbcsi hopManu3oBaHHbIX Mpouenyp obecneyeHuss MHdgopma-
LMOHHOM 6e30MacHOCTW; OCYLLECTBMNATb KOHTPOMNb 3a BO3MOXHOW KOMMpPOMETaUMEn camux npoueayp; npo-
rpaMMucTaM, OoTBeYalLWUM 3a MOAAEPXKKY, NPefoCTaBnATb AOCTYN TOMbKO K TEM YacTsAM CUCTEMbI, KOTOpble
HeobxoauMMbl Ans ux paboTkl; obecneunBatb opmanusaumio 1 ogobpeHne COOTBETCTBYHOLLMM PYKOBOACTBOM
BCEX U3MEHEHWIN. /I3MeHeHMs B NpUKNagHOM NporpaMMHOM oB6ecrnedeHny MoryT NOBNUSITL Ha MHCPOPMAaLIMOHHYHO
6e3onacHOCTb UCMOnb3yeMbix Gu3Hec-npunoXxeHun, Tam, rae 3To BO3MOXHO, crneayeT o6beauHATb Mepbl Mo
obecneveHnto  MHOpPMaLMOHHON ©6e30MacHOCTU  UCNOMb3yeMbIX OU3HEC-MPUNOXEHUA W WU3MEHEHUA B
npuknagHbix nporpammax (3.1.2). Heobxoammo, 4To6bl 3TOT NpoLLEeCce BKItoYan:

- obecneyeHne NPOTOKONUPOBaHUSI COMMacoBaHHbIX YPOBHEWN aBTOpuU3aLny;

- obecneyveHre yBepeHHOCTM B TOM, YTO 3anpocbl HA U3MEHEHUS] UCXOOAT OT aBTOPU30OBaHHbLIX COOTBET-
CTByOLMM 06pa3om nonb3oBartenew;

- aHanuM3 mMep WHdOpPMaUMOHHON Ge3onacHocTy M npoueayp, obecneunBaoLLmMX LENOCTHOCTb UCMONb3Y-
€MbIX CUCTEM;

- ngeHTnduKaumo Bcero nporpaMmmHoro obecneyeHmns, nHdopmauum, obbekToB, 6a3 AaHHbIX 1 annapat-
HbIX CPEACTB, TpebyLWNX N3MEHEHNI;

- nonyyeHne opMarnmM3oBaHHOr0O O0A00OpeHust AeTanbHbIX 3anpocoB/MPeanoXeHMn Ha N3MEHeHus nepen
Havanom paboThl;
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- paspeLueHVe BHECEHWS U3MEHEHUI B MpKKNagHble NporpamMmmbl aBTOPU3OBaHHbLIM Nonb3oBaTenem Ao uX
HenocpeACcTBEHHON peanu3aumu;

- OCyLLeCTBMEHNe npouecca BHEAPEHUS U3MEHEHU B NpUKIagHble nNporpamMmmbl C MUHUMarnbHbIMU OTPU-
LatenbHbIMK nocneacTeBuaMu Ans usHeca;

- obecrneveHne OGHOBMEHWS KOMMMEKTa CUCTEMHOM AOKYMEHTauuu nocrne 3aBepLUeHus KaXaoro usme-
HEHUS 1 apXMBMPOBAHME UMW YyTUNU3auus CTapon AOKyMeHTaumu;

- NOAAEPKKY KOHTPONS BEPCU Ans BCex OOHOBMEHMI NporpaMMHOro obecneveHus;

- perucTpaumio B XypHanax ayauTa Bcex 3anpocoB Ha N3MEHEHUeE;

- KOPPEKLMIO 3KCnyaTaunmoHHOW AokyMmeHTaumm (8.1.1) n nonb3oBaTenbCkMx Npoueayp B COOTBETCTBUM C
BHECEHHbIMU N3MEHEHNAMMU;

- OCYLLeCTBIEeHNe npouecca BHeApeHWUs M3MEHEHWI B CornacoBaHHOe BpeMs 6e3 HapylleHus 3aTparu-
BaeMbIX OM3Hec-npoLeccos.

Bo MHorvx opraHusaumsx ucrnonb3yeTcst cpefa, B KOTOPOW Nonb3oBaTeny TeCTUPYIOT HOBOE NPOorpamMmMHoe
obecneyeHve 1 koTopasi oTAeneHa OT cpefpbl paspaboTkM U cpedpbl NPOMBILIIIEHHOW 3kcnnyaTauuu. MNpu atom
obecneymBaeTcss BO3MOXHOCTb KOHTPONSA HOBOrO NPOrpaMMHOro obecrneyeHnss v [OMoNHWUTENbHasa 3awmta
onepauyoHHON MHpopmaLMn, NCNONb3yeMo B MPoLLecce TECTUPOBaHUS.

10.5.2 TexHMYeCKUI aHaNM3 U3IMEHEHUI B ONepaLMoHHbIX cucTemMax

Mepuogunyeckn BO3HWKaEeT HeOOXOAMMOCTb BHECTW W3MEHEHUs B OMepauVoHHble CUCTEMbI, Hanpumep,
YCTaHOBWTb MOCIIEAHIO NoAAEepKMBaAeMyto BEPCUIO NporpaMMHoro obecneveHusi. B atux cnyyasx Heobxoammo
NpoBEeCTU aHanu3 1 NPOTeCTUPOBaTb MPUKNaAHbIE CUCTEMBI C Lienbio obecnevyeHusi yBepeHHOCT! B TOM, YTO He
OKa3blBaeTCsl HUKaKOro HebnaronpusaTHOro BO3AENCTBUSA Ha WX (hyHKUMOHMpOBaHWe M GesonacHocTb. Heob-
X04MMO, YToBbI 3TOT NpoLecc yunTbiBan:

- aHanu3 CpeacTB KOHTPONsA GU3HEeC-NpUnoXeHni u npoueayp LenocTHOCTH, Yytobel obecneynsatb yBe-
PEHHOCTb B TOM, YTO OHW He BbINM CKOMMPOMETUPOBaHbI U3MEHEHUSMUW B ONEPALIMOHHOW CUCTEME;

- obecneyeHne yBEpPEeHHOCTM B TOM, YTO EXErofgHbln MNnaH MOoAAEepXKM u OroaxeT npegycmatpuBaet
aHanuM3 1 TeCcTMpOBaHWE CUCTEM, KOTOpble HeoBXoAMMO OCYLLEeCTBMSATb MPW M3MEHEHUsX B OrnepauyoHHOWN
CUCTEME;

- obecneyeHne CBOEBPEMEHHOrO MOCTYMMEHUss YBEAOMIEHUA 06 M3MEHEHUsIX B onepaLoHHON cucteme
ANs BO3MOXHOCTW NPOBEAEHNSA COOTBETCTBYIOLLErO aHanu3a ux BAUSHWUSA Ha MHOPMaLMOHHY0 6e3onacHocTb
nepen yCTaHOBKON U3MEHEHWI B OMEPaLiMOHHYI0 CUCTEMY;

- KOHTPOnb AOKYMEHTUPOBaHWSA COOTBETCTBYIOLMX U3MEHEHW B MraHax obecrneyeHns HemnpepbiBHOCTU
6usHeca (pasgen 11).

10.5.3 OrpaHM4yeHUss Ha BHECEHUE U3MEeHEeHUI B NaKeTbl NporpamMmm

Mogaundwukaumin naketoB nporpamm criegyeT nsberatb. Hackonbko 3T0 BO3MOXHO U AOMYCTUMO C NpaKTu-
YeCKON TOYKW 3peHWUsl, MocTaBrnsiemMble NMOCTaBLUMKOM MakeTbl NporpaMM crnedyeT ucnosfb3oBaTb 6e3 BHeceHus
n3MeHeHun. Tam, rae Bce-Takm HeobxoAUMO BHOCUTb M3MEHEHWNS B NAKET NpOrpamMM, crieqyeT yYnTbiBaTh:

- PUCK KOMNpOMETaLUN BCTPOEHHbIX CPEACTB KOHTPONS U npolecca obecneyeHns LenocTHOCTH;

- He06XOAMMOCTb NOMYYEHUS COrnacus NOCTaBLLMKa;

- BO3MOXHOCTb nonyyeHus TpebyembiXx M3MEeHeHu’ OT MOoCTaBLUMKa B BuAE CTaHO4apTHOro obHoBneHus
nporpamm;

- HeobXoAMMOCTb paspaboTkM AOMOMHUTESNbHLIX Mep MNOAAEPXKM MporpaMMHOro obecneyeHus, ecnu
opraHusauus B pesysfibTaTe BHECEHHbIX U3MEHEHW CTaHeT OTBETCTBEHHOW 3a OyAayluiee conpoBOXAeHue Mnpo-
rpammHoro obecneyeHus.

B cnyyae cyluecTBeHHbIX M3MEHEHUI OpUrMHanbHOe nporpamMmMHoe obecrneveHne criegyeT COXpaHsaTb, a
N3MEHEeHNs credyeT BHOCUTb B YeTKO MOeHTMdUUMpOoBaHHY0 konuto. Bce n3ameHeHns Heob6XoaMmMo NOnHOCTbIO
TecTMpoBaTb U JOKYMEHTUPOBaTb Takum o6pa3oM, U4ToObl X MOXHO OblNIO MOBTOPHO MCMOMb30BaTh, NpY HEOb-
X0OMMOCTH, Ans Oyaywmux o6HOBNEHU NporpaMMHoro obecneyveHus.

10.5.4 CKpbITble KaHanbl yTe4YKM AaHHbIX U KTPOSIHCKUE» NPOrpamMmbl

PackpbiTe nHdopmauun vyepes CKpbiTble KaHamnbl MOXET NPOMCXOAWUTb KOCBEHHbIMW W HeaBTOPU30BaH-
HblMK criocobamu. JTOT NPoLECC MOXeT BbiTb pesynbTaToM akTMBaLMU M3MEHEHWIn napaMeTpoB AOCTyna Kak K
3aLUMLLEHHBIM, TaK MU K He3alWWLeHHbIM 3fieMeHTaM MHAPOPMALIMOHHON CUCTEMbI, UMW NMOCPEACTBOM BMOXEHUSA
nHdOPMaLMmM B NMOTOK AaHHbIX. « TPOSIHCKME» MporpaMmbl NpegHa3HayeHbl Ans Toro, YTobbl BO34encTBoBaTh Ha
cMCTeMy HeaBTOPM30BaHHbLIM M He3aMeTHbIM CMOCOGOM, NMPU 3TOM AaHHOE BO3[eCTBME OCYLLECTBSETCS Kak Ha
nonyyatensi AaHHbIX, Tak U Ha Nonb3oBaTtensi NporpaMmMbl. CKpbITble KaHamnbl YTEYKN U «TPOSIHCKME» NPOrpammbl
peaKko BO3HUKAOT crnyyanHo. Tam, rae CKpbITble KaHarbl Un «TPOSIHCKME» MporpamMmbl SIBASOTCA npobnemMoi,
Heob6XoaMMO MPUMEHSITL CneayoLe MeponpuaTa No obecnevyeHnto MHopMaLMoHHON Ge3onacHoCTH:

- 3aKynKy NporpaMMHOro obecrneyeHnst OCyLLEeCTBAATb TOMbKO Y AOBEPEHHOIO NCTOYHUKA;

- MO BO3MOXHOCTW 3aKynaTb NPOrpaMmMbl B BUAE UCXOAHbBIX TEKCTOB C LIENb UX MPOBEPKYU;
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- ucnomnb3oBaTb MporpammHoe obecneyeHue, npolledlwee OLEHKY Ha COOTBeTCcTBME TpeboBaHusSM
MHpopMaLunoHHON 6e3onacHoOCTH;

- OCYLLIeCTBMATb MPOBEPKY UCXOAHbIX TEKCTOB NPOrpamMMm nepes Ux aKCnnyaTauMoHHbIM NPUMEHEHNEM;

- OCYLLECTBMATb KOHTPOIb JOCTYMNa K yCTaHOBIIEHHBIM NPOrpaMmamM 1 nx Moaudukaumnsm;

- UCMONb30BaHKe NPOBEPEHHbLIX COTPYAHUKOB AN paboThl C KIOYEBLIMU CUCTEMAMN.

10.5.5 PaspaboTka nporpaMMHOro o6ecrne4yeHus ¢ NpuBre4YeHNEM CTOPOHHUX OpraHu3aLumn

B cny4asx, korga gns pa3paboTku nporpaMMHOro obecneveHns NpuBReKaeTcsi CTOPOHHAS OpraHu3auus,
HeobXxoaMMOo NPUMEHATb cneayLwmne mepbl obecnedyeHnss HopMaLUoHHoN 6e3onacHoCTu:

- KOHTPONb HanuMyus NULEH3VOHHbBIX COrMalleHnA U OnpefeneHHOCTM B BOMpocax COOCTBEHHOCTM Ha
nporpamMmmbl 1 cobnoaeHnsa Npae MHTENNEeKTyanbHoM cobcTBeHHOCTH (12.1.2);

- cepTMduKaLMio Ka4yecTBa 1 NPaBUITbHOCTM BbINONTHEHHBLIX paboT;

- 3aKI4YeHNe «esCrow» cornalleHusl, npedycmaTpusBatowmnx AeNOHMPOBaHME MCXOOHOrO TeKcTa Ha Cchny-
Yan HEBO3MOXHOCTW TPETbEN CTOPOHbI BbINOMHATL CBOM 006A3aTENbCTBA;

- obecneyeHne Npae AoCcTyna Ans ayauTa C Lenblo NPOBEPKU KayecTBa M TOYHOCTU BbINOMHEHHOW paboThl;

- AOKYMeHTMpoBaHue TpeboBaHWM K Ka4ecTBy NporpamMmm B JOFOBOPHON hopme;

- TECTMPOBaHMWE Nnepep yCTaHOBKOW NporpamMm Ha npegmeT oGHapyKeHUst « TPOSIHCKOTO KOHSI».

11 YnpaBneHue HenpepbIBHOCTLIO OM3Heca

11.1 Bonpochl ynpaBneHus HenpepbIBHOCTLIO 6U3Heca

Llenb: npotuBogeinictBuMe npepbiBaHMAM Gu3Heca M 3awuta KpuTudeckmx GmsHec-mpoLeccoB OT nocre-
OCTBUIA NpU 3HAYMTENbHbIX cbosx nnu 6eacTeusix,

Heobxogmmo obecneyvBaTth ynpaBneHne HEenpepbIBHOCTbIO Gu3Heca C Uenbld MUHMMU3auuM oTpuua-
TenbHbIX MOCNEACTBUW, BbI3BaHHbIX 6eAcTBMAMM M HapylleHusmu 6GesonacHocTu (KoTopble MOryT ObiTb
pesynbTaToM MpUpPOAHbIX ©eAcTBuUiA, HecHacTHbIX CryyaeB, OTKa3oB 0OOpyAoBaHWA W npegHaMepeHHbIX
OEUCTBUIN), A0 NMPUEMISIEMOrO YPOBHA C MOMOLLbI0 KOMOVMHUPOBaHWS NPOMUIAKTUYECKMX U BOCCTAHOBUTESBHbBIX
MEepPOoNpPUATUIA NO yNpaBneHno MHPOPMaUNOHHON 6e30NacHOCTLIO.

Mocnepcteust ot 6eAcTBUN, HapyLueHn 6e30NacHOCTM M OTKa3oB B obcnyxuBaHuu HeobxoaMmo aHanm-
3upoBatb, Heobxogmmo paspabatbiBaTh M BHEAPATb MnaHbl o6GecrnevyeHns HenpepbiBHOCTM BusHeca C uernbio
BOCCTaHOBIEHUsi BU3HEC-NPOLECCOB B TeYeHMe TpebyeMoro BpeMeHu Npu nx HapylieHun. Takne nnaHel crnegyet
NnoaaepXKvBaTh U MPUMEHSATb Ha NpaKTUKe, YTOObI OHW CTany COCTaBHOM YacTbio BCEX MPOLIECCOB YNpPaBreHusl.

Heobxogumo, 4To6bl ynpaBneHne HenpepbIBHOCTbIO GU3Heca BKM4Yano MeponpuUSaTUS Mo yrnpaBeHUIo
MHOpPMaUMOHHON 6e30nacHOCTbI0 ANs MAEHTUMUKAUMM 1 YMEHBLUEHUS PWUCKOB, OFPaHUYEHUs MOCReacTBUiA
paspyLUMTENbHbIX WHUMOEHTOB M 06ecnevyeHns CBOEBPEMEHHOrO BO30OHOBMNEHUsI Hauboree CyLLeCTBEHHbIX
BGusHec-onepaumn.

11.1.1 Mpouecc ynpaBneHus HenpepbIBHOCTbLIO 6U3Heca

Heobxogmmo, 4ToBbI CylLecTBOBan ynpaBnseMbli NPOLECC pa3BUTUS U NOSOEPXKaHUSA HEnpepbiBHOCTU
6usHeca Ona Bcel opraHusauun. OTOT MPOLEecC OOMMKEH OOBLEAMHSITb KIOYEBblE 3MEMEHThbl yrpaBrieHus
HenpepbIBHOCTBIO Bu3Heca:

- MOHVMMaHWEe PUCKOB, C KOTOPbIMU CTaNKWBaETCs OpraHn3auusi, C TOYKN 3pEeHUs BEPOSITHOCTN BO3HUKHO-
BEHWUSI U MOCNEACTBUIA, BKIOYAA NAEHTUDMKALMIO 1 onpedeneHne NnpuopuTeToB KpUTUYECKNX BU3HEC-MPOLIECCOB;

- NMOHUMaHWe BO3MOXHbIX MOCMNEACTBUNA HapyLlleHUst BU3HEC-MPOLIECCOB B Cllyvyae HE3HAYUTENbHbIX UNN
CYLLECTBEHHbIX MHUUOEHTOB, MOTEHLMANLHO YrpOXatoLLMX XU3HEeOEATENbHOCTU opraHM3aumm, a Takke Bbibopa
cpeacTts u cnocoboB 06paboTkM MHpopMaLIMK, KOTOpble COOTBETCTBOBaNM Obl Liensim 6usHeca;

- opraHu3auuio onNTMMarnbHOro cTpaxoBaHms pesynbTaTtoB 06paboTkmM MHdoOpMaLum, KOTOpoe AOIMKHO ObITb
YacTblo npouecca obecneveHns HenpepbIBHOCTM GusHeca;

- hopMynmpoBaHMe N AOKYMEHTUPOBaHWE cTpaTerMm HenpepbiBHOCTM Bu3Heca B COOTBETCTBMM C cOrna
COBaHHbIMW BU3HEeC-LenaMy 1 npuoputTeTamu;

- hopmynupoBaHne n JOKYMEeHTMPOBaHUe MraHoB obecrneyeHnss HenpepbIBHOCTU B13Heca B COOTBETCTBUN
C cornacoBaHHOWN cTpaTternemn;

- perynsipHoe TeCcTupoBaHue U OGHOBMEHNE NNaHOB Pa3BUTUSA MHAOPMALIMOHHBLIX TEXHOMOMUIA U CyLLecT-
BYIOLLMX MPOLIECCOB;

- obecneyeHne OpraHNUYHOro BKIHOYEHWS B MPOLECChbI U CTPYKTYpy OpraHv3auuu nnaHoB ynpaBreHusi
HenpepbIBHOCTbIO B3Heca. OTBETCTBEHHOCTL 3a KOOpPAUHALMIO NpoLecca yNpaBreHnst HENpepbIBHOCTbIO Br3He-
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ca cregyeT Bo3naraTe Ha opraH, obnagarLmii COOTBETCTBYIOLLMMU NOMTHOMOYMAMM B OpraHv3auunm, Hanpumep
Ha ynpaBnsitoLLMIA COBET No MHOPMaLUoHHon 6esonacHocTm (4.1.1).

11.1.2 HenpepbiBHOCTb 6M3Heca u aHanu3 nocrneancTBun

Heobxogmmo, 4Tobbl NnaHuMpoBaHWe HenpepbiBHOCTM Gu3Heca HauMHanochb C MaeHTudukaumm cobbiTuin,
KOTOpble MOryT ObITb NPUYMHOW NpepbiBaHNs GU3HeC-NpoLEeCccoB, HanpuMep oTkas obopyaoBaHus, HaBOAHEHWE
unn noxap. MNMnaHvpoBaHWe [OMKHO COMPOBOXAATHCA OLIEHKOW PUCKOB C Lienbio onpeaeneHus nocneactsni
3TMX NpepbiBaHMi (Kak C TOYKM 3peHusa MaclwTtaba noBpexaeHus, Tak U nepuoga BoccTaHoBneHus). OueHky
pUCKOB HEeOoBXOAMMO OCYLLECTBMATb NPW  HEMOCPEACTBEHHOM y4vacTuv BRagenbueB OusHec-pecypcoB U
y4YacTHUKoB OGusHec-npoueccoB. OueHka pucka AOSKHA pacnpocTpaHATbCAa Ha BCe 6uaHec-mpouecchbl U He
OrpaHMuYMBaTbCS TOMbKO cpeacTBamy o6paboTkv uHdopmaumm.

B 3aBMCUMMOCTV OT pe3ynbTaToB OLEHKM PUCKOB Heobxoaumo paspaboTaTb cTpaTernio Ans onpeaeneHvs
obuwero nogxoda k obecrneyeHnto HenpepbiBHOCTU BusHeca. PaspaboTaHHbI nnaH AormkeH ObiTb yTBEpXAeH
PYKOBOACTBOM OpraHm3aumm.

11.1.3 Pa3paboTka n BHeApeHue NnaHoB ob6ecneyeHs HenpepbLIBHOCTU GusHeca

CnenyeT paspabaTtbiBaTb MnaHbl MO NOAAEPXKE WM BOCCTAHOBNEHWMO BusHec-onepaumi B Tpebyemble
nepuoabl BpeMeHW Nnocne npepbiBaHna Unu oTkasa Kputudeckmx busHec-npoueccoB. Heobxogumo, 4Tobbl nnaH
obecneveHns HenpepbiBHOCTM ©Ou3dHeca npedycmatpusan cnegyowme Meponpuatus no  obecneyeHuto
MHdOpMaLUmoHHON 6e3onacHoCcTu:

- onpefeneHne u cornacoBaHve BCcex 0653aHHOCTEN AOMKHOCTHBIX MWL, U npoueayp Ha cryyan 4pesBbl-
YaWHbIX CUTYyaUui;

- BHeApeHve B Cryyae uYpesBblvaliHbIX CUTyauui mpoueayp, obecneymaroLMx BO3MOXHOCTb BOCCTa-
HoBneHus 6u3Hec-npoueccoB B TeveHne Tpebyemoro BpemeHn, Ocoboe BHMMaHWe crnegyeT yaensiTb OueHke
3aBMCMMOCTU BU3Heca OT BHELLHMX (PaKTOPOB M CyLLECTBYIOLLNX KOHTPAKTOB;

- JOKYMEHTMPOBaHME COrfacoBaHHbIX Npoueayp 1 NpoLeccos;

- cooTBeTCTBYIOLEe obyyeHne COTPYAHWKOB AENCTBUSM NPU BO3HWKHOBEHWW Ype3BblHanHbIX CUTyaLui,
BKIIOYas KPU3UCHOE yrpaBrieHue;

- TeCcTupoBaHue n obHoBNeHve nnaHoB obecneyeHns HenpepbIBHOCTU BusHeca.

Heobxogmmo, 4tobbl nnaH obecneyeHns HenpepbIBHOCTM BusHeca cCoOOTBETCTBOBan TpebyembiM Lensm
6u3Heca, Hanpumep BOCCTaHOBMEHMWIO ONpeAeneHHbIX CEPBMCOB AN KIMEHTOB 3a MpUEMIeMbIn NPOMEXYTOK
BpemeHn. CnepyeT yuuTbiBaTb MOTPEOHOCTM B HEOOXOAMMBIX AN 3TOr0 CepBUCa PEeCypcoB, BKIIHOYAA YKOM-
NnekToBaHne NepcoHanom, anbTepHaTUBHBIMU pecypcamu onsa cpeacTs 06paboTku nHpopmaumm, a Takke mepbl
no nepexody Ha aBapUHbIN pexum paboTbl AN STUX CPEACTB .

11.1.4 CtpykTypa nnaHoB obecnevyeHus HenpepbIBHOCTM BusHeca

CnepyeT nopaepxuBaTb €OVHYH CTPYKTYpy MraHoOB obecrnedyeHus HempepbIBHOCTM Ou3Heca B uensx
obecneyeHnst HENPOTMBOPEYMBOCTM BCEX MIAHOB W OMpedeneHns NpuopuTeTOB ANS TeCTMPOBaHWSA M obeny-
XMBaHMS CpeacTB M cuctem ob6paboTknm mHopmaumn. Heobxogmmo, 4ToObl Kaxabli nnaH obecnevyeHus
HenpepbIBHOCTM Bu3Heca 4eTko OMpedensn ycrnoBus ero peanu3auuu, a Takke AOIMKHOCTHbIX MuL, OTBET-
CTBEHHbIX 3@ BbIMOSIHEHWE KaXdoro ero MyHkTa. [pu BbiBMEHWM HOBbIX TPeOGOBaHWN HEOOXOAUMMO BHOCUTH
COOTBETCTBYIOLLME KOPPEKTUPOBKM B Mpouedypbl Ha Criydal 4pesBblyalHbIX CUTyauui, Hanpumep B MraHbl
3BaKkyauuv unum B niobble CcyLecTByoLMe NnaHbl No Nepexoay Ha aBapuHbIN pexum paboThbl.

Heobxogmmo, 4Tobbl B CTpykType nnaHoB obecneyeHns HenpepbiBHOCTM GusHeca npegycmaTtpuBanoch
crnepywoliee:

- YCMOBUS peanu3auuv niaHoB, KOTOPble OnpeaensioT NopsaoK AeNCTBUN OOMKHOCTHBIX NuL, KOTOPOMY
Heobxo0aMMO crefoBaTh (Kak OLeHMBaTh CUTYaUMIO, KTO AOSHKEH NPUHMMAaTL yyactue, 1 T.4.) nepeq BBeAeHUEM B
AeNCTBME KaXAoro NyHKTa nnaxa;

- Mpoueaypbl Ha cryyan 4YpesBblYaiHbIX CUTyaLWid, KOTOPble AOMMKHbI OblTb NPeanpUHATHI MOCMe WHUM-
[AeHTa, noaBepraioLlero onacHoCT! GusHec-onepauuy W/ 4enoBeYeckyl XM3Hb. Heobxoammo, 4Tobbl OHM
BKIOYaNM TaKke Mepbl MO yNpaBlieHWI0 CBSI3sIMM C OOLECTBEHHOCTbIO M 3dh(EKTMBHOE B3auMOZeENCTBUE C
COOTBETCTBYIOLMMY FOCYAAPCTBEHHBIMW OpraHamu, HanpuMep ¢ MUMNULUEN, NMOXaPHOW OXpPaHOM M MECTHbIMM
opraHamu Bnacty;

- NpoueAypbl Nepexoaa Ha aBapuiHbIA pexum paboTbl, KOTOpbIE ONUCLIBAKOT HeobXoANMblE AENCTBUS MO
NnepeHocy BakHbIX OM3Hec-onepauuni unu CepBUCOB-NOAAEPXKKU B anbTepHaTMBHOE BPEMEHHOE MeCTO pasme-
LLIEHNSI U MO BOCCTAHOBIEHMIO B13HeCc-npoLueccoB B Tpebyemble neprmoabl BpEMEHU;

- npouenypbl BO306HOBMNEHNS paboTbl, KOTOpbIE ONUCLIBAOT HEOOXOAMMbIE AENCTBUS ANS BO3BpaLLeHus K
HOpMarnbHOMY pexvuMy BedeHns busHeca;

- rpadvK NOAAEpXKN NnaHa, KOTOpbIN OonpeaensieT CPoKUM U MeToAdbl TECTUPOBAHUS, a Takke onucaHue
npouecca NoaaepXkN NNaHa;

48




- MeponpusaTus No oGy4YeHUo nepcoHana, KoTopble HarnpasBneHbl Ha NOHMMaHWe npoLeccoB obecrneyeHust
HenpepbIBHOCTU BM3HecCa COTpyaHMKaMKU, U NogdepXKaHue NocTos MHOW 3dheKTUBHOCTM STUX NPOLIECCOB;

- 06513aHHOCTU OOMKHOCTHBIX JUL, OTBETCTBEHHbIX 3@ BbIMOMHEHWE KaXAoro nyHkra nnaHa. MNpu Heobxo-
ONMOCTU OOMKHbI ObITb Yka3aHbl anbTePHAaTUBHbIE OTBETCTBEHHbIE.

Heobxogmmo, 4ToObl 3a KaXkablvi MnaH OTBeYan KOHKPETHbIA PyKOBOAMTENb (COTPyAHMK). YpesBblyaliHble
Mepbl, MnaHbl Mo Nepexoy Ha aBapUMHbLIA PEXMM py4HOU 00paboTKM, NnaHbl Mo BO306HOBNEHUO paboThl crie-
OyeT BKNoYaTb B cdepy OTBETCTBEHHOCTU BraferbLiEB COOTBETCTBYIOLUMX OM3HEC-pecypCoB MMM y4aCTHUKOB
3aTparvBaeMbIx MpoLeccoB. 3a Mepbl MO Nepexony Ha aBapuiHbIN pPexum paboTbl C UCNOMb30BaHWEM anbTep-
HaTUBHbIX TEXHUYECKUX CPEACTB, TaKUX Kak cpeacTBa o6paboTkm MHopmaLum 1 cBs3W, OTBETCTBEHHOCTb HECYT
NOCTaBLLWKN YCHYT.

11.1.5 TectupoBaHue, nogaepxKa U NepecMoTp NNaHoB No obecnevYyeHUo HenpepbIBHOCTU Gu3Heca

11.1.5.1 TecTupoBaHue nnaHoB

MnaHbl No obecneyeHno HeNpepbIBHOCTU GU3HECa MOryT OKas3aTbCA HECOCTOATENbHbIMU NMPU TECTUPO-
BaHWM N3-3a HEMpPaBUIbHbIX NPEANOCLINIOK pa3paboTku, HeOOCMOTPY UMK BCNEACTBME U3MEHEHUN, CBA3AHHBIX C
3aMeHon 06opyaoBaHusA MnuM nepcoHana. oaTomy nnaHbl HeobxoaAMMO perynsipHO TecTupoBaTtb Ans obec-
neyvyeHnst yBEPEHHOCTU B UX aKTyarnbHOCTU U 3(peKTUBHOCTU. Takmne TeCcTbl HEOOXOAMMBI Takke A n A obecneve-
HWUSI 3HaHUSI CBOMX 0BSA3aHHOCTEN BCEMU YreHaMn KOMaH4bl BOCCTaHOBIIEHUS Y APYTUM NEPCOHArom, UMeLLMM
K 3TOMY OTHOLLEHME.

Heobxogmmo, 4To6bl B rpaduke TeCTUPOBaHWA MraHa no obecneyeHnio HenpepbIBHOCTM BusHeca ykasbl-
Barnocb, Kak W Korga criefyet NpoBepsATb KaXAbl MYyHKT nnaHa. [epuoguyHocTb U MeToAdbl TEeCTMPOBaHUS
OTAENbHbIX MYHKTOB NflaHa MoryT ObITb pa3nuyHbiMK. [pu 3TOM MOryT MCMONb30BaTLCA CreayLine MeToab:

- TECTMpOBaHMWE («MMUTaLMS NMPOroHay») pasnuyHbIX cLueHapueB (obCyxaeHue Mep Mo BOCCTAHOBIEHMWIO
6un3Heca Ha pa3nnyHbIX NpuMepax nNpepbiBaHNi);

- MogenupoBaHue (0COBeHHO Ans TPEHWPOBKM NepcoHana no BbINOMHEHWIO CBOMX (DYHKLMIA NOCne NHLU-
OEeHTa 1 nepexoaa K KpU3MCHOMY YNpaBreHuto);

- TEeCTUPOBaHME TEXHUYECKOro BOCCTaHOBMEHUsi (obecrneveHne yBepeHHOCTU B 3¢eKTMBHOM BocCTa-
HOBMNEHUN MH(POPMALIMOHHBIX CUCTEM);

- MpoBepka BOCCTAHOBMEHUSI B anbTepHaTMBHOM MecTe (OGu3Hec-mpouecchl OCYLLECTBASIOTCA napan-
NenbHO C onepauusiMi No BOCCTAHOBMNEHWIO B YAaNeHHOM anbTepHaTUBHOM MeCTe);

- TECTUPOBaHWE CPEACTB U CEpPBUCOB-MOCTaBLUUKOB (0becneveHne yBEpeHHOCTM B TOM, YTO MpenocTas-
NEHHble CTOPOHHUMU OpraHM3auMsMU CEPBUCHI U MPOrpaMMHbIe MPOAYKTbl YOOBNETBOPSIOT KOHTPAKTHLIM 00si-
3aTenbcTBam);

- «reHeparnbHble peneTuuun» (TeCTMpoBaHWe TOro, YTO OpraHM3aums, nepcoHan, obopyaoBaHue, cpeacTaa
M NPOLECChl MOTYT CNPaBNATLCSA C NPEPbLIBAHNSIMM).

MeToabl TECTMPOBaHWS MOTYT UCMONb30BaThCA OGO opraHvM3aumnent 1 HeobxoaMmo, YTOOblI OHM OTpa-
Xanu cneundgurKy KOHKPETHOrO MriaHa Nno BOCCTAHOBIIEHMIO.

11.1.5.2 Nogaepxka n NnepecMoTp MraHoB

MnaHbl no obecneyeHnio HeNpepbIBHOCTU BuaHeca HeOGXoAMMO MoaAepPXuBaTb B aKTyanlbHOM COCTOSIHWM
nyTeM MNpPOBEAEHUS PErynspHbiX NMepecMoTpoB U OOHOBMNEHMI C Lenbilo obecrneyvyeHus yBEpPEeHHOCTU B UX
noctosiHHon adpdpektmBHocT (11.1.5.1). B pamkax nporpammbl pa3BuTUs OpraHusauumM Heobxogumo npen-
ycMaTpuBaTb COOTBETCTBYIOLLME NpoLeaypbl, 06ecnevmBaoLLme HenpepbIBHOCTL OM3Heca.

HeobxoaMMo Ha3HayaTb OTBETCTBEHHbIX 3@ MPOBEAEHWE perynsipHbiX NEpecMOTPOB nnaHa no obecne-
YEHWIO HEeMNpepbIBHOCTU BU3Heca; aeHTUMULMPOBaHHbIE N3MEHEHMS B DM3HeC-NpoLieccax, elle He OTpaXKeHHbIe
B MfnaHax no obecrneyeHunto HenpepbiBHOCTU OusHeca, OOMKHbl OblTb yYTEHbl MyTEM COOTBETCTBYHOLLMX
obHoBNEeHUN nnaHoB. POpManNM3oBaHHLIN NPOLIECC YNPABMEHUS M3MEHEHMAMN OOIMKEH obecneunBaTb pacchbifiky
1 BBOA B AeNCTBUE OOHOBMEHHBIX NMaHOB B paMKax UX PerynsipHbIX NepecMoTpoB.

Mpumepsbl cuTyaumii, Kotopble mMornu 6bl noTpeboBaTb OGHOBNEHUS MNAHOB, BKMOYaOT NpuobpeTeHve
HOBOro 06opyaoBaHWs UMM OGHOBMNEHME ONEPALIMOHHBLIX CUCTEM, @ TaKKe U3MEHEHWS, CBA3aHHbIE C:

- NepcoHarom,;

- agpecamu UM Homepamu TenedgoHoB;

- cTpaterven busHeca;

- MECTOMNOMNOXeHNeM, cpeacTBammn 1 pecypcamu;

- 3aKOHOAATENbLCTBOM;

- NoApsAYMKaMu, NOCTaBLUMKaMU U OCHOBHBIMUW KINMEHTaMu;

- npoueccamu (kak HOBbIMU, TaK U U3BSATEIMU);

- pyckamu (onepaumoHHbIMU 1 MHAHCOBBLIMN).
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12 CooTBeTcTBME TPpEeOOBaAHUAM

12.1 CooTBeTCTBMUE TPEOOBaAHMAM 3aKOHOAATENbLCTBA

Llenb: npegoTBpalieHne niobbiXx HapyLEHU HOPM YroMOBHOTO M FPaxQAaHCKOro npasa, obs3aTenbHbIX
npeanucaHnin u perynupyrowmx TpeboBaHnin unn OOroBOpHbIX 065a3aTenseTs, a Takke TpebosaHwui Gesonac-
HOCTMW.

MpoekTupoBaHne U YHKLUMOHMPOBaHWE WHMOPMAaLMOHHBIX CUCTEM, WX WCMONb3OBaHME W ynpasrneHune
UMK MOTyT ObITb NpeameTom obsi3aTenbHbIX NpeanucaHuin, perynupyrowmx tpebosaHui, a Tawkke TpeboBaHun
6e30nacHOCTU B AOrOBOPHbIX 06s13aTenbCcTBax.

CnepyeT KOHCYNbTMPOBATLCS C HOPUCTaMM OpraHvM3aumMn Unu ¢ NPakTUKYIOWMMN IOPUCTaMN, UMEIOLLIMMU
COOTBETCTBYIOLLYIO KBanudmkaLmio, B OTHOLLEHNM KOHKPETHbIX IOpUanyecknx Bonpocos. Cneagyet nMmeTtb B BUAY,
4YTO 3aKkoHopaTenbHble TpeboBaHUS B OTHOLUEHUM MHPOPMaLMK, CO34aHHOW B OAHOW CTpaHe W nepefaHHow B
ApYryto cTpaHy (Hanpumep, MHOPMaLMOHHbBIN NOTOK, NepeAaBaeMblit 3a rpaHULy rocydapcTBa), pasnnyatoTcs B
pasHbIX CTPaHax.

12.1.1 OnpeaeneHne NpMMEHUMOro 3aKkoHopaTenbcTBa

Bce npumeHseMble HOpMbI 3akoHOAATENbLCTBA, 0b6s3aTenbHbIe Npeanucanns, perynupyowme TpebosaHns
1 [OroBopHble 00sA3aTenbCTBa, cnegyeT YeTKO ONpeAensaTb U AOKYMEHTMPOBaTb ANS KaXaow MHAOpMaLMOHHON
cuctembl. KOHKpeTHble Meponpusatns no obecnevyeHno MHMOpMaLMOHHON 6e30nacHOCTU U MHAMBUAYanbHbIE
006513aHHOCTM AOSMKHOCTHBIX NWL, NO BLINOMHEHWIO 3TUX TpeboBaHU HEOOXOAMMO COOTBETCTBYOLLUMM 0Bpasom
onpeaensiTb U 4OKYMEHTUPOBaTb.

12.1.2 MpaBa NHTenneKTyanbHon cO6CTBEHHOCTHN

12.1.2.1 ABTOpCKOE NPaBo

Heobxoammo BHegpATb npouedypbl, obecneyvBatole COOTBETCTBME 3aKOHOAATENMbHBIM OrpaHUYEHNsM
Ha UCMOnb3oBaHWe MaTepuana, B OTHOLUEHWM KOTOPOro MOryT CyLeCTBOBAaTb MpaBa Ha MHTENnNeKTyarnbHy
CcoBCTBEHHOCTb, Takune Kak aBTOpCcKoe NpaBo, NpaBa Ha NPOEKT, TOProBble Mapku. HapyLueHne aBTopckoro npasa
MOXeT NpuBecTH k cyaebHbIM npoueccam, npegnonaratLwyM BO3MOXHOCTb YrOfIOBHON OTBETCTBEHHOCTMU.

3akoHodaTenbHble, perynupyloLne N SOroBopHble TpeboBaHNWA MOryT BBOAWUTb OrpaHMYeHnst Ha KOMMpo-
BaHVe MaTepuarnos, ABNSIOWNXCA NPeaMeTOM COOCTBEHHOCTM. B 4YaCcTHOCTK, 3TK OrpaHMYeHns MOryT coaepXaTb
TpeboBaHUs K WCNOMb30BaHWIO TOMBbKO TeX MaTepuanos, KOTopble unu pas3paboTaHbl opraHv3auunen, unu
NMUEH3MPOoBaHbI, N NPeaoCcTaBnATCS pa3paboTunMKkoM AN opraHn3aumu.

12.1.2.2 ABTOpCKOe NpaBo Ha nporpammHoe obecneveHne

MporpammHble NPOAYKTbI, ABNSAIOWMECH MPEeAMETOM YbeW-TO COBCTBEHHOCTU, OObIMHO MOCTaBMSATCS B
pamMKax NWLEH3NOHHOro COrfalleHnsi, KOTOpoe OrpaHW4MBaeT WCMOMb30BaHWe MPOAYKTOB onpeaeneHHbIMM
KOMMbIOTEPaMU, @ Takke MOXET OrpaHU4YMBaThL KOMMPOBaHWE WX C Lefblo CO34aHUs pe3epBHbIX Konun. B atunx
cnyyasx ans obecneyeHns MHdoOpMaunoHHoW GesonacHocTu criedyeT npedycMmaTpuBaTth NMPUMEHeHWe criedy-
IOLLMX MEPOMPUATUIA:

- cTporoe criegosaHve TpeboBaHWsAM aBTOPCKOrO MpaBa Ha nporpaMmHoe obecneveHne, KOTopoe orpe-
AensieT 3aKOHHOe MCMOoSb30BaHWe NPOrPaMMHbIX U MHPOPMALMOHHBIX NPOAYKTOB;

- onpegeneHve nopsaka v npasun NpuobpeTeHns NporpamMMHbIX MPOOYKTOB;

- obecneveHne ocBeAOMIIEHHOCTM COTPYAHWKOB MO BOMPOCaM aBTOPCKOro npasa Ha mporpammHoe obec-
neyeHne MPUHATBIX MPaBWMN B OTHOLUEHWW 3aKyMoK, a Takke yBeAOMIEHVWE O NPUMEHEHUW AUCUMMNIMHAPHbIX
CaHKLUMI K HapyLumMTensam;

- Be[leH1e COOTBETCTBYHOLLMX PErMCTPOB aKTUBOB;

- BedeHWe noATBepXOEHWN W [oKaszaTenbCTB COOCTBEHHOCTM Ha NUUEH3WUKM, AUCTPUOYTUMBHbLIE AWUCKW,
pPYyKOBOACTBA U T.4.;

- KOHTpOnb 3a cobmniogeHMeM OrpaHuyYeHuin MakCMmarnbHOro Yncna paspelleHHbIX nonb3oBaTtenen npo-
rpaMMHbIMU NPOAYKTaMu;

- perynsipHble NPOBEpPKN MPUMEHEHUS TONbKO aBTOPWM3OBAHHOIO NPOrpaMMHOro obecneveHus n nuueH-
3MPOBaHHbIX NPOAYKTOB;

- peanusauusi NOMUTUKM MO OOECMeYEeHU0 BbIMOSIHEHUSI YCNOBWUIA COOTBETCTBYHOLUMX FMLEH3NOHHBIX
cornatleHui;

- BbINOMHEHWe NpaBun yTunusauum unv nepegayv nporpaMmmHoro obecneveHuns B Apyrme opraHmsaumu;

- OpraHv3aums perynspHoro ayaura;

- cobntogeHve ycrnoBuii NonyyeHus M3 obLwedoCTyNHbIX ceTel MporpaMmmHoro obecneyeHuss u nHdopma-
uun (8.7.6).
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12.1.3 3awmTa y4eTHbIX 3anucen opraHusauum

BaxHble AaHHble opraHusaunyM HeoGXxoaAMMO 3awmwartb OT yTpaTbl, paspyleHns n danbcudukaumm. B
OTHOLLEHNM HEKOTOpbIX AaHHbIX MOXeT noTpeboBaTbca obecrneveHve 6e30MacHOCTM XpaHeHWs C Lenbio
BbINOMTHEHUS 3aKOHOAATENbHbIX UIN PErynupylolmMx TpeboBaHuin, a Takke NOAAEpPXKKU BaXKHbIX Ou3Hec-npuno-
XeHui, B kayecTBe NpMMepoOB MOXHO MPUBECTU AaHHblE, KOTOPble MOryT NoTpeboBaTbCA ANA AoKasaTenbCcTBa
TOro, YTO opraHm3aums paboTaeT B pamMmkax yCTaHOBIEHHbIX 3aKOHOM HOPM UMW perynupylowmx TpeboBanuii, nnm
C Uenblo afeKkBaTHOW 3aluUTbl OT FPaXKOaHCKOro MIU YrorloBHOMO MpecrnefoBaHusi, a Takke MoATBEPXOEHMWS
(P1HAHCOBOro COCTOSIHUSA OpraHn3aunmM Ans akUMoHepOB, NapTHEPOB M ayauTopoB. Neproa BpeMeHn XpaHeHns u
cofepXaHne [aHHbIX MOryT OblTb YCTaHOBMEHbl B COOTBETCTBUM C TOCYLAPCTBEHHbLIMW 3aKOHaMW UMK
perynvpyoLwmMmyn TpeboBaHnsaMU.

OaHHble HeobxoauMMo knaccuduumpoBaTh MO TUNam, Hanpumep, GyxranTepckve 3anucu, 3anucu 6a3
AaHHbIX, XypHanbl TpaH3akUMn, XypHanbl ayauTa U onepauvoHHbIX Npoueayp, Kaxabli ¢ ykasaHuem nepvogos
XPaHEHNss U TUMOB HOCUTENEW XpaHWMbIX AaHHbIX (Bymara, MUMKpOMNbM, MarHUTHbIE WNN ONTUYECKne
HocuTenun). Niobble kpunTorpacmyeckne Knuyu, CBA3aHHble C 3alinpPOBaHHBIMKM apxMBamMu UM LUMPOBLIMA
nognucsamm (10.3.2 u 10.3.3), cnegyeT XpaHuTb Oe3onacHbiM CnocoboM U NpedocTaBnsaATb K HUM, Npwu
HeobXxoaMMOCTH, AOCTYN TONBbKO aBTOPM3OBAHHBIM NULLAM,

CnepyeT yunTbiBaTb BO3MOXHOCTb CHWDKEHWS KayecTBa HOCUTENEN, UCMOMb3yeMbIX ANS XpaHeHus OaH-
HbIX, OCYLLECTBMATb MpoLeaypbl N0 XpaHEHWUIO U yxody 3a HOCUTENSMW AaHHbIX B COOTBETCTBUWN C pEKOMEHa-
LUSIMU U3roTOBUTENS.

Mpun Mcnonb3oBaHUM 3MEKTPOHHBIX HOCUTENEN AaHHbIX criegyeT NPUMEHsITb Npoueaypbl NPOBEPKU BO3-
MOXHOCTW 4OCTYNa K AaHHbIM (HanpuMep, YNTAEMOCTb Kak caMux HOCUTENeWn, Tak u popmarta AaHHbIX) B Teye-
HWe Nepuoda UX XpaHeHWs C Lenblo 3alimTbl OT NOTepU BCrneacTBue GyayLimx U3MEHEHUN B MHEPOPMAaLIMOHHbIX
TEXHOMOrnsX.

CucTteMbl XpaHeHUst AaHHbIX cnegyeT BbibupaTb TakMuM obpasom, 4Tobbl Tpebyemble faHHbIE MOrnun BObIThb
n3sneyeHsl cnocobom, npvemnembsliM AnNA cyna, ASNCTBYIOWEro N0 HOPMaM rpaxgaHckoro unm obuiero npaea,
HanpvMep, BO3MOXHOCTb BbIBOAA BCEX HEOOXOOAMMBIX 3anvcen B NpuemnemMbii Nepuod BPEMEHW Henpuemre-
MoM dhopmare.

Heobxogmmo, 4tobbl cuctema xpaHeHus obecneumBana YeTKyl UOAEHTUMUKAUMIO OaHHbIX, a Takke
Nepuoa MX XpaHEeHWsi, YCTAHOBMEHHbIX 3aKOHOM Wnv perynupylowmMmn TpeboBaHusMu. 3ta cuctema [OoMmKkHa
npenocTaBnsTe BO3MOXHOCTM MO YHUHMTOXEHWIO AaHHbIX MOCre TOoro nepwofa, Korga y opraHusaumu otnaget
NnoTpebHOCTb B NX XpaHEHUN.

C uenblo BbINOMHEHNS AaHHbIX 06513aTeNbCTB OpraHn3aumm cnegyer:

- paspaboTaTb pyKOBOACTBO B OTHOLLEHWUM CPOKOB, MOPSIAKA XpaHEHNs 1 yTUNu3aumm uHgopmMaumm;

- COCTaBUTb rpadunk XxpaHeH st Hanbonee BaxHbIX AAHHbIX;

- BECTU ONNCb NCTOYHUKOB KIOYEBOW UHGOpMaLnK;

- BHEApWTb COOTBETCTBYIOLME Mepbl ANs 3aluTbl BaXKHOW WHGMOPMauLMM OT MNOTepu, paspylleHus u
anbcudukaumm.

12.1.4 3awmTa AaHHbIX 1 KOHPUAEHUNANBbHOCTbL NepcoHanbHON nHtpopmauumn

B psge ctpaH BBeAeHbl HOPMbI 3aKOHOAATENbCTBA, B KOTOPbIX YCTAHOBMEHbI OrPaHNYEHNS B OTHOLLEHUN
06paboTkn 1 nepegayn nNepcoHanbHbIX AaHHBIX (B OCHOBHOM, 3TO KacaeTcs MHOPMaLunM O XWBYLLMX NOASAX,
KOTOpble MOryT ObITb MAEHTMMUMPOBaHBI NO 3TOW MHMOPMauun). Takme orpaHMYeHus MOryT Hanaratb o6s-
3aHHOCTUM Ha TeX, KTO ocyLlecTBnsieT cbop, 06paboTKy 1 pacnpocTpaHeHue NMYHON MHopMaumu, a Takke MoryT
OorpaHn4YMBaThb BO3MOXHOCTb Nepefayn 3Tux AaHHbIX B ApYrMe CTpaHbl.

CooTBeTCTBME 3aKOHOA4ATENbLCTBY MO 3aLUMUTE AaHHbIX TPebyeT COOTBETCTBYIOLLEN CTPYKTYPbI YNpaBreHusi
MHdOpMaUnoHHon 6e3onacHocTblo. Jlydlle Bcero 310 OOCTUMraeTcsl Npy Ha3HayYeHWM OOSMKHOCTHOrO nuua,
OTBEYAIOLLEro 3a 3alUMTy AaHHbIX NMYTEM COOTBETCTBYHLLErO PasbsiCHEHUSI MeHeKepam, Norfb3oBaTensiM u
nocTasLiMkaMm ycnyr o6 ux UHAMBMAOYanNbHOW OTBETCTBEHHOCTU, a Takke 0653aTenbHOCTU BbINOMHEHUS COOT-
BETCTBYHOLLUMX MEpPONpUATUN No obecneyeHnto nHopmMaLlmoHHon 6e3onacHocTn. Bnagenbupl AaHHbIX 06s13aHbI
MHOPMMPOBATL 3TO [AOMMKHOCTHOE NULO O MobbIX NPEeAnoXeHusx O crnocobax XpaHeHWs nepcoHanbHON
MHdOpMauun B CTpykType aina AaHHbIX, a Takke 3HaTb MpUMEHsieMble HOpPMbl 3akoHogaTenbcTBa B
OTHOLLEHWM 3aLUMTbI FIMYHbIX AAHHbIX.

12.1.5 NMpepoTBpaLeHne HeLeneBoro UCMNosib30BaHNUA cpeacTB 06paboTku nHdopmaumm

Cpenctea 06paboTky MHGOpMaUMU opraHvM3auMn npefHasHadeHbl Anst obecneveHus notpebHocTen
6usHeca.

PykoBOACTBO [OMKHO OMPEAenuTb YPOBHM NMOMHOMOYUIA NOSb30BaTenen B OTHOLUEHUWM MCMOMb30BaHUS
cpeacts obpaboTkmn nHdopmaumun. Jlioboe ncnonb3oBaHne 3TUX CPEACTB ANs HENPOM3BOACTBEHHbLIX MU HeaB-
TOpPM30BaHHbIX Lernen, 6e3 ogobpeHus pykOBOACTBa, crnedyeT pacleHvBaThb kak Heuenesoe. Ecnu Takas pes-
TENbHOCTb BbiSBIIEHa MOHUTOPUHIOM MK APYrMMKM cnocobamu, TO Ha 3TO cneayeT obpaTuTb BHUMaHWeE
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HernocpeaCcTBEHHOIO PYKOBOAUTENSA COTPYAHMKA ANS MNPUHATUS COOTBETCTBYIOWMX Mep AUCUUMIIMHAPHOMO
BO3JENCTBUA.

3aKOHHOCTb MCMOMb30BaHWS MOHUTOPWHra 3aBMCUT OT AEWNCTBYHOLLEro B CTpaHe 3akoHopaTenbCTBa M
MOXeT noTpeboBaTbCH, 4YTOObI COTPYAHWKU ObiNM OCBEOOMIEHbl U Aanu OOKYMEHTUPOBaHHOE corfacue Ha
npoeefeHne MoHuTopuHra. lleped OCyLECTBMEHMEM MOHUTOPMHIa HeobXxoaMMO MNOMyYUTb KOHCYNbTaLMto
ropucTta.

MHorue ctpaHbl MMEIOT UNU HaxXoOATCs B MpoLecce BBEeOAEHWs] 3aKoHOAaTeNnbCTBa Mo 3awuTe OT Henpa-
BUMbHOIO MCMNOMNb30BaHUA KOMMbIOTEPOB. BO3MOXHbI CnyyauM uCnonb3oBaHUSA KOMMbKOTEpa Ans HeaBTOpU30-
BaHHbIX Lenen ¢ npecTynHbiM ymbICnom. [103TOMy BaxHO, 4TOObl BCe nonb3oBaTenu ObinNv OCBELOMIEHbI O
YEeTKUX pamMKax paspelleHHOro MM JocTtyna. OT0 MOXeT OblTb OOCTUIHYTO, HanpuMep, NyTeM O3HaKOMIIEHMWS
nonb3oBaTenen C nNpeaocTaBNeHHONW UM aBTopu3auuMen B NUCbMEHHOW ¢bopme noA pocnvcb, a opraHu3aumu
cnepyeT 6e30nacHbIM CNOCOBOM XpaHWUTb KOMWK 3TOro AoKyMeHTa. Heobxogumo, 4Tobbl COTPYAHMKM OpraHu-
3aumM 1 Nonb3oBaTenu TpeTbel CTOPOHbI ObINM OCBEAOMMEHbI O TOM, YTO BO BCEX CIy4asiXx OHU MMEHT NpaBo
A0CTyna TOMNbKO K TeM AaHHbIM, UCNOSb30BaHNe KOTOPbLIX UM paspeLUeHo.

Heobxogmmo, 4To6bl Npu perucTpaumM OOCTyna K CUCTEME Ha 3KpaHe KoMMbioTepa Oblno OTpaxeHo
npegynpexaatollee cooblieHne, ykasblBawllee, YTO CUCTEMA, BXO B KOTOPYIO MONb30BAaTENU MbITATCSH OCY-
LLeCTBUTb, SIBNSIETCA CUCTEMOW C OrpaHUYEeHHbIM [OCTYNOM, U YTO HeaBTOPWM3OBaHHbLIV JOCTYN K HEeWN 3arnpeLleH,
Monb3oBaTenb OOMKEH MOATBEPAUTH 3TO MPOYTEHME U pearMpoBaTb COOTBETCTBYHOLLUMM OOpPa3oM Ha Hero,
YTOObI NPOAOIMKMNTE NPOLIECC pPerMcTpauun.

12.1.6 PerynupoBaHue Ucnosib30BaHusi CpeAcTB Kpuntorpacdpumn

B HekoTOpbIX CTpaHax MPUHSTHI COrMalleHWsl, 3aKoHbI, perynupyrolme TpeboBaHna unu gpyrue MHCTpy-
MEHTbI, onpegenswmne MeponpusTua no obecneyeHnto Ge3onacHOCTM AOCTyMa K Kpuntorpadguyeckum cpe-
ACTBaM M UX NCMONb30BaHU0. Takne MeponpusaTsa 0O6bIYHO BKIOYAKOT:

- OrpaHUYeHus umnopTa U/Mnu SKCnopTa annapaTHbIX U MPOrpaMMHBLIX CPEACTB AM1S BbIMNOMTHEHUS KpUM-
Torpaduyeckmx yHKUNI;

- OrpaHUYeHns MMnopTa W/vnM IKCNopTa annapaTHbIX U NPOrpamMMHbIX CPEeACTB, KOTOpble pa3paboTaHbl
Takvm o6pa3om, YTO MMELOT, Kak AoNOoMnHeHue, kpuntorpadunyeckme MyHKLUK;

- obsizaTtenbHble WMAM OUCKPELUOHHble MeToAdbl AO0CTyna CO CTOPOHbl rocydapcTBa K MHdopmaumu,
3alnpoBaHHON C MOMOLLLIO annapaTHbIX UK NPOorpaMMHbIX CpeacTB Ans obecneveHns KOHpmaeHUManbHOCTH
ee cogepxaHus.

Onsa obecneveHns yBepeHHOCTM B COOTBETCTBUM MOMUTUKM MCNONb30BaHUA KpunTorpadruyeckux cpeacTs B
opraHuMsauum HauuoHanbHOMY 3aKoHOOATenbCTBY HeobOxoouma KOHCcynbTaumsi topucta. [pexage 4yem
3awwmdpoBaHHasi MHgopmaunss wunu kpuntorpaduyveckoe cpencTtBo OyayT nepefdaHbl B ApYrylo CTpaHy,
HeobxoaMMOo TaKkKe MoNyYnTb KOHCYNbTaLMIO IOPUCTa,

12.1.7 C6op AokasaTenbLCcTB

12.1.7.1 MNpaBuna ncnonb3oBaHnsi U cbopa Aokas3aTenbCTB

HeobxoomMMo MMeTb afekBaTHble CBUAETENbCTBA, YTOObI NOAAEPXUBATL MCKM MMM Mepbl BO3OENCTBUS,
HanpaeneHHble NPOTUB (M3MYECKOr0 nvua WM OpraHu3aumu, KOTopble HapyLuvnv npaBwuna ynpasrieHusi
MHdOPMaLMOHHON 6e30MacHOCTbLIO.

Bcsakui pas, korga 3T Mepbl BO3OEWCTBUSA ABMASOTCA NMPeaMeToM BHYTPEHHEro AMCLMMIIMHAPHOMO npo-
Lecca, cBuaeTenbCcTBa AOMKHbI OblTb ONMCaHbl B COOTBETCTBUM C BHYTPEHHUMU npoueaypamu.

Korga mepbl BO3OENCTBUSI/UCKM 3aTparMBaloT BOMPOCHlI Kak rpaxaaHCKoro, Tak U YrorioBHOro Mpasa,
Heobxoanmo, 4Tobbl NpeacTaBneHHble CBUAETENbLCTBA COOTBETCTBOBANM TpeboBaHMAM K cOopy CBMOETENLCTB,
N3MNOXEHHBIMM B COOTBETCTBYHOLLMX NPaBOBLIX HOpPMax Mnu TpeboBaHUsIM KOHKPETHOrO cyaa, B KOTopom Gyaet
paccmaTtpuBaTbCs AaHHbIA Bonpoc. B obliem crnyyae, aTn npasuna npegycmaTpuBatoT:

- AONYCTUMOCTb CBMAETENbCTB: OENCTBUTENBHO NU CBUAETENbCTBA MOMYT MCMOMb30BaTbCA B Cyde Unu
HeT;

- BECOMOCTb CBUAETENbLCTB: KA4eCTBO M NOMNHOTa CBUAETENLCTB;

- ajleKkBaTHOE CBWUAETENbCTBO TOro, YTO 3TU Mepbl KOHTpons (npouecc cbopa CBUAETENbCTB) OCyLUe-
CTBMSANNCb KOPPEKTHO M nocrnefoBaTeNnbHO B TedYeHuMe BCEro nepuoda, Koraa YCTaHOBMEHHOE CBUMAETENbCTBO
VHUMOEHTA HapyLleHus MHpopMaLMoHHoW 6e30nacHoCTM GbINo coxpaHeHo 1 06paboTaHo CUCTEMON.

12.1.7.2 JonycTMMOCTb AoKa3aTenbCcTB

YTtobbl 4OCTMYL NPU3HAHWUST AOMYCTUMOCTU CBUAETENbLCTB, OopraHM3auusaMm Heobxoammo obecneuuntb yBe-
PEHHOCTb B TOM, YTO MX UH(OPMALMOHHbLIE CUCTEMBI COOTBETCTBYIOT BCEM HOPUAMYECKUM TpeboBaHWAM U npa-
BUMaM B OTHOLLEHUW JOMYCTUMbIX CBUAETENLCTB.
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12.1.7.3 KauyecTBO 1 nonHoTa JoKa3aTenbCcTB

YT06b! AOCTNYb KayecTBa W MOMHOTLI CBUAETENbCTB, HEOOXOAMMO Hanmuune ybeauTenbHbIX NOATBEPXAe-
HWUIM cBupeTenscTB. B obwem cnyyae, Takme ybeautenoHble NOATBEPXKAEHUS MOMyT OblTb AOCTUIHYTHI Clieayto-
wmm obpasom:

- AN GYMaXHbIX AOKYMEHTOB: OpUrMHan XxpaHutcs GesonacHbiM CMOCOGOM U PMKCMPYETCs, KTO Hallen
ero, rae oH 6bln HanaeH, korga oH ObIn HaAeH M KTo 3acBuAeTeNnbCTBOBan obHapyxeHue. Heobxoammo, 4Tobsl
noboe nccrnegoBaHne NOATBEPANMIO, YTO OPUMMHASLI HUKTO He MbITancs UCKasnTb;

- ANS VHpoOpMaLMN Ha KOMMNbIOTEPHBIX HOCUTENSAX: KONnW MHdopMauun, Ans fiobbiXx CMEHHbIX HOCUTENen
MHdOpMaLUnK, AN KECTKMX AUCKOB MMM U3 OCHOBHOW NaMaTW KOMMbIOTEpa, CrieayeT BbIMOMHATL Takum obpasom,
4yTO6bI 0BecneunTb Ux 4OCTYNHOCTb. XKypHan Bcex AeNCTBUI, BbINOMHEHHbIX B TeYEHMe npoLecca KonMpoBaHus,
HeobXoAMMO COXpaHsiTb, @ caMm NPOLECC KONMMPOBaHUS HeobxoamMMo AokymeHTupoBaTb. OfHY Konuio HocuTenemn
MHdOPMaUMK 1 XypHan crnefyeT XpaHnTb 6e3onacHbIM cnocobom.

Koraa nHUMaeHT obHapyXmBaeTcs BnepBble, He O4EBMOHO, YTO OH MOXET MPUBECTM K BO3MOXHbLIM Cyae6-
HbiM pasbupaTenbcTBam. [1oaTomy, cyllecTByeT OMacHOCTb, YTO Heobxoaumoe nokasaHve OygeTt criydanHo
paspyLIeHO npexae, Yem OCO3HaHa Cepbe3HOCTb MHumaeHTa. LlenecoobpasHo Ha camMom paHHem 3aTane npu-
BMeKkaTb topucta unuM Munuumio B nMobom criydae npepnonaraemMbix CyAebHbIX pasbupartenscTB v nonyvaTb
KOHCYIbTaLMi0 OTHOCUTENBHO TPebyeMbIx CBUOETENLCTB.

12.2 NepecmoTp NONUTUKM Ge30MacCHOCTM U TEXHMYECKOEe COOTBeTCTBME TpeboBaHuam 6e3onac-
HOCTHN

Llenb: obecneyeHne cooTBETCTBUS CUCTEM NONUTMKE 6€30NacHOCTY OpraHu3aummn n ctaHgapTam.

BesonacHocTe MHPOPMALIMOHHBIX CUCTEM HEOBXOAMMO PErynsapHO aHanM3npoBaTh U OLEeHNBaTb.

Takon aHanu3 (nepecMoTp) HEOBXOAMMO OCYLLECTBAATL B OTHOLLUEHUN COOTBETCTBYIOLMX NONUTUK Be3o-
nacHOCTW, a NporpaMMHble cpecTBa U MHPOPMALMOHHBLIE CUCTEMbI AOMKHbI NOABEPraTbCa ayauTy Ha npeameT
COOTBETCTBUA 3TUM NONUTUKAM.

12.2.1 CooTBeTCcTBME NONUTUKE Ge3onacHoOCTU

PykoBoanTenn AomkHblI obecneyvBaTb MpaBuibHOE BbIMOMHEHWE BCcex npouedyp 6esonacHocT B npe-
Aenax nx 30Hbl OTBETCTBEHHOCTU. Kpome Toro, Bce cdepbl AeATENbHOCTH OpraHn3aumm Heobxoammo noasepratb
perynsipHoMy nepecmoTtpy Ans obecnedeHus TpeboBaHU No obecnevyeHnto MHPOPMaLMOHHOM 6e30nacHOCTY.
Mpn aTom, Kpome YHKLUMOHMPOBAHMUSA WHAOPMALMOHHBIX CUCTEM, aHanudy [OfDKHa nogBepraTbCa Takke
OeATenbHOCTb:

- NOCTaBLLMKOB CUCTEM;

- BragenbLes MHdopmauum u MHOOPMALMOHHBIX aKTUBOB;

- nonb3oBarenen;

- pyKOBOACTBA.

Bnagenbuam nHdopMaumoHHbix cuctem (5.1) cnegyet NpoOBOAMTL PerynsipHble MOHUTOPUHIU UX CUCTEM
Ha COOTBETCTBME MPUHSATLIM NoNUTUKaM 6e3onacHocTX 1 nobbiM Apyrum TpeboBaHusam 6esonacHocTn. Bonpochl
MOHWTOPUWHIa NCMONb30BaHNSA CUCTEM PacCMOTpeHbl B 9.7.

12.2.2 NMpoBepka TEXHUYECKOTO COOTBETCTBMUA TpeboBaHUAM 6e3onacHOCTH

lMpoBepka TEXHWYECKOro COOTBETCTBMS BKIMHOYAET UCMbITAHMSA OMNepauMoHHbIX cucTeMm ansa obecneyeHums
YBEPEHHOCTW B TOM, 4YTO MeponpusaTna no obecneyveHnto MHpopmaLmoHHon 6e3onacHoCTU OYyHKLMOHNPOBaHWSA
annapaTHbIX 1 NPOrpaMMHbIX CpeacTB ObiNn BHeApeHbl NPaBubHO. ATOT TUM NPOBEPKM COOTBETCTBMA TpebyeT
TEXHUYECKOMW MOMOLM cneumanucta. [aHHylo npoBepKy cregyeT OCYWEeCTBMAATb BPYYHY (Npu MNOMOLLM
COOTBETCTBYIOLUNX MHCTPYMEHTArbHBIX U MPOrpamMMHbIX CPEACTB, MPY HEOBXOAUMOCTM) ONbITHOMY CUCTEMHOMY
WHXEHEepY UMM C NOMOLLbI0O aBTOMaTMU3NPOBAHHOTO MakeTa Nporpamm, KOTOPbIN reHepupyeT TEXHUYECKUA oT4yeT
Ans nocneayloLero aHanuaa TeXHUYECKUM CrneLmanncTom.

MpoBepka COOTBETCTBMS TakKe BKMOYAET TECTUPOBAHME Ha HanM4ue NonbITOK HeCaHKLUMOHUPOBAHHOIO
pocTyna K cucteme (MPOHWKHOBEHUME), KOTOPOe MOXET ObiTb BbIMNOMHEHO HEe3aBWCUMMbIMW 3KCepTamu, cneuu-
anbHO NpUrnalleHHbIMW MO KOHTPaKTy Ans aT1oro. [lJaHHoe TecTMpoBaHWe MOoXeT ObiTb nonesHsIM Ans obHapy-
KEHWS yA3BMMOCTEN B cuCTEMe U Ans npoBepku 3ddeKTMBHOCTM Mep 6e3onacHOCTM npu MpegoTBpaLleHnm
HeaBTOPWM3OBAHHOIO JOCTyna BCReAcTBMEe 3TuX ysasBumocTen. Ocobyio OCTOPOXHOCTb CrieayeT MposiBNSTe B
cryyasix, Korga TecT Ha NMPOHUKHOBEHME MOXET NMPUBECTU K KOMMpoMeTaumn 6e30nacHOCTM CUCTEMbI U Henpea-
HaMepeHHOMY UCMOMb30BAHUIO APYINX YA3BUMOCTEWN.

JTiobass npoBepka TEXHUYECKOro COOTBETCTBUSA AOIMKHA BbINOMHATHCA TOMbKO KOMMNETEHTHbIMU, aBTOpU-
30BaHHbIMM NLaMu Nnbo noA nx HabnogeHneMm.

53



12.3 Mepbl 6e3onacHoCTU Npu NpoBeAEHUN ayauTa

Llenb: makcnmmsaumsa adpeKTMBHOCTU U MUHUMU3AUNS BAUSHUA Ha MHOpMaLMOHHYI0 6esonacHOCTL B
npouecce ayauta CUCTEMBbI,

Heobxogmmo npegycmatpuBaTb MeEpPONpUATUS Mo obecneyeHunto MHopmaumoHHon 6e3onacHocTu one-
pauMOHHOW cpedbl U MHCTPYMEHTanbHbIX CPeACTB ayauTa B Npouecce NpoBeAeHNs ayanTta CUCTEM.

3awwTa Takke TpebyeTcs AN noaaep)KaHust LeNoCTHOCTU MHAOPMAaLMOHHOW CUCTEMBI U NpeaoTBpaLLle-
HWS HENPAaBMWITBHOTO UCMONb30BaHNSA MHCTPYMEHTaNbHbIX CPeACcTB ayauTa.

12.3.1 MeponpuaTua no obecnevyeHunto MHopmaLMoHHON 6e30nMacHOCTM NPV NPoBeAeHUU ayauTa
cucrtem

TpeboBaHusa 1 OencTBMA ayauTa, BKIOYaloLMe MNpPOBEpPKY OnepaLMoHHbIX CUCTEM, Heobxoaumo Tuia-
TeNbHO NMNaHMpoBaTb U COrnacoBbiBaTb, YTOObLI CBECTU K MUHMMYMY pUCK Ans GusHec-npoueccos, Heobxoanmo
YyYnUTbIBaTb CreaytoLlee:

- TpeboBaHusa ayamMTa Heo6xo4MMO COrnacoBaTh C COOTBETCTBYHOLLMM PYKOBOACTBOM;

- 06bem paboT no npoBepkam criefyeT CornacoBbiBaTb W KOHTPONMPOBATL;

- Npv NpoBeSEeHMN MPOBEPOK HEOOXOAUMO MCNOMb30BaTb AOCTYM TOMbKO ANA YTEHWS K NPOrpaMMHOMY
obecneyeHnto U AaHHbIM;

- gpyrve Buabl AOCTyna MOryT ObiTb pa3spelleHbl TOMbKO B OTHOLUEHWW M3ONMPOBaHHBLIX KOMui hannos
CUCTEMbI, KOTOpble HEOBXOAMMO yaansTe NO 3aBePLUEHNIO ayanTa;

- HeobxoaMMO 4YeTKO wuaeHTudMuMpoBaTb U obecrneumBaTb [AOCTYNMHOCTb HEOOXOAMMBIX pPECYpCOB
MH(OPMALMOHHBIX CUCTEM AN BbINOMHEHUSA NPOBEPOK;

- TpeboBaHNs B OTHOLUEHWW CheuManbHOW MMM OOMOMHUTENbLHOW 06paboTKkM AaHHbIX cnegyeT uaeHTu-
uuMpoBaTh 1 COrnacoBbIBaTh;

- BECb [OCTYN JOMKEH NoABepratbCsi MOHUTOPUHIY Y PErMCTPUMPOBATLCS C Lienblo o6ecneyeHnst MpoToKo-
NPOBaHWA ANs NocrneayoLwmnx CCbInok,;

- BCce npoueaypsbl, TpeboBaHust u 0683aHHOCTY ayauTa crieqyeT JOKYMEHTUPOBaTb.

12.3.2 3awmTa MHCTPYMEHTaNbHbIX CPeACTB ayauTa CUCTEM

JocTyn K MHCTpyMeHTanbHbIM cpeacTBam ayauTa CUCTEM, TO €CTb MPOrpamMmMHOMY OGEcrneqYeHuo unm
dannam AaHHbIX, HEobXoAMMO 3almuwiatb, 4YTOObI NpenoTBpaTUTL NOOOE BO3MOXHOE WX HenpaBuITbHOE
MCMOMNb30BaHWe NN KOMNpomeTaumio. Takne MHCTpYMeHTanbHble cpeacTBa HeobXoAMMo OTAENSATb OT CUCTEM
pa3paboTkM 1 CMCTEeM OMepaLUoOHHON cpeabl, a TaKkKe He XpaHUTb 3TK cpeacTBa B GMbnmnotekax MarHUTHbIX NTIEHT
UNM Nonb3oBaTeNnbCKMX 06nacTax, ecny He obecneyeH COOTBETCTBYIOLMIA YPOBEHb AONOMHUTENBHOW 3aLUThI.
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