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Mpeancnoeue

1 PABPABOTAH ABTOHOMHOM HekoMMepuecko obpasoBaTensHon opraHuzaumen « CKONMKOBCKUA WH-
CTUTYT Hayku 1 TexHonorui» (Ckontex) n ®eneparnbHbIM rocy4apcTBEHHBIM aBTOHOMHLIM 0Opa3oBaTenbHbIM
yyYpexaeHmem Bbicliero obpasoBaHus «HaunoHanbHbIM nccnegosaTensckuid yHusepcutetr MTMO» (YHusep-
cuteT ITMO)

2 BHECEH TexHunuyeckum komuTeToMm no ctaHgaptuaauum TK 194 «Kubep-cdusndeckme cuctemol»

3 YTBEPX/EH W BBEJEH B IENCTBWE Mpukasom denepansHOro areHTCTBa No TEXHUYECKOMY pe-
rynupoBaHuio U MeTponorumn ot 29 nekabpsa 2023 r. Ne 118-nHcT

lNpasuna npumeHeHUss HACMOSALWEe20 cmaHdapma U rpogedeHUsT e20 MOHUMOPUH2a yCMaHOBMNEHb! 8
FOCT P 1.16-2011 (pa3densi 5 u 6).

®edepanbHoe a2eHMCcMeE0 M0 MexXHUYeCKoMy pesynupogaHulo U Memponoauu cobupaem ceedeHuUs O
pakmu4YeckoM npuMeHeHulU Hacmosauwea2o cmandapma. [aHHbie ceedeHus, a makxe 3ameqyaHus U npedo-
JKeHUs Mo codepXaHuro cmaHoapma MOXHO Harnpasume He no30Hee 4eM 3a 4 mec 00 UCmeYeHUs CPOKa e2o
Oeticmaus pa3pabomyuky Hacmosweao cmaHOapma no adpecy: 121205 Mockea, MHHoBayUOHHBIL yeHmp
Ckonkoeo, yn. Hobens, . 1, e-mail: info@tc194.ru u/unu 8 ®edepansHOE a2eHMCME0 M0 MEXHUYECKOMY pe-
eynuposaHuro U memponozuu no adpecy: 123112 Mockea, lNpecHeHckas HabepexHas, 0. 10, cmp. 2.

B cny4ae ommeHbl Hacmosuieao cmaH@apma coomeemcmeyrowas UHgopmayus dydem omnybnuko-
g8aHa 8 eXeMeCcs4YHOM UHOpMayUOHHOM yKkazamesne «HayuoHanbHele cmaHO0apmely U Oydem pa3veujeHa
Ha oguyuanbHoM calime ®edeparnibHO20 a2eHIMcMea 0 MexHUYecKoMy pezyfiuposaHulo U Memposioauu 8
cemu MiHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuzayuny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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CopepxxaHue
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BeegeHue

TunoBon NporpamMMHo-annapaTHLIA KOMONeKe pacnpegeneHns kKnovei, BolpaboTaHHbIX CETEH KBAHTO-
Boro pacnpenenenus ceten (KPK) (MAK PKK), obecneunBaeT 3alyLleHHY0 0OCTaBKY CEKPETHBIX KMHOYen, Bbi-
paboTtaHHbix ceTeto KPK, go 06bekToB cuctembl kBaHTOBOro MHTepHeTa Bewen (KMB), npamoe nogkniodeHve
KoTopbiX K ceTh KPK TeXHWYeCckn HEBO3MOXHO UNK HelenecoobpasHo.

HacTtosilymin ctaHgapT onpeaenseT obuwme TpeboBaHus K MHTepdencam nporpaMMHO-annapaTHOro KoM-
nnekca, ucnons3yemsiM onsi nonydernusi u pacnpefenenns K3K B MNMAK PKK n gna ceasn mexay obbektamu
KB.

v
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NPEOBAPUTENbHbLIA HAUNOHANbHbLIW CTAHOAPT POCCUUCKOW ®EQEPALUMU

KeaHToBbi UHTepHeT Bellen

TUNOBOW NPOrPAMMHO-AMNMNMAPATHBIA KOMNNEKC PACNPEOENEHUA KNIOYEMN,
BbIPABOTAHHbIX CETbIO KBAHTOBOIO PACNPEQENEHUA KNIOYEN

WUHTepdeickl nogknioyeHusa

Quantum Internet of Things. Typical software-hardware complex distributing keys generated by QKD network.
External interfaces

Cpok pencteusa — ¢ 2024—02—01
no 2027—02—01

1 O6bnacTtb NpUMeHeHnA

HacToawumi ctaHgapT ycraHaBnueaeT TpeboBaHus K MHTepdencam NogKMHYeHnsa TUMOBOro NporpamMm-
HO-annapaTHOro KoMnnekca pacnpefeneHys Krnodeil, BbipaboTaHHbIX CETbLK KBAHTOBOMO pacnpeneneHus
kmoder (MAK PKK), B yactnm mHTepdeica B3anMoOelCTBUSl C CeTbH) KBAHTOBOIO pacrnpegerneHus KoYen
(KPK), nHTepdeiica nepega4ym CeKpeTHbIX KNntodein Ha 00bekThl KBaHToBOro MHTepHeTa Bewei (KVB) n nHtep-
delica nepegayn AaHHbiX mexay obbektamu KB,

HacTosawuwii ctaHgapT He ycTanaeneaeT TpeboBaHuin:

- K MHTepdencam BzanmonencTeus mexay anemeHtamm NMNAK PKK;

- opraHu3auuu pabotbl ceTn KPK.

2 HopmaTuBHbIe CCbINKK

B HacTosilwem cTaHgapTe UCNoNb30BaHbl HOPMATUBHLIE CChIMKW Ha cnefylowue cTaHaapThbl:

MHCT 830—2023 KeaHTOBble KOMMYHUKAUUW. TEPMUHbBI U ONpeaeneHns

MHCT 832—2023 KeaHToBbIA HTEpHET Bewen. TepMuHbl 1 onpeaeneHus

MHCT 906—2023 KepaHTOBbIN MHTEpHET Bewelh. TUNOBOW NporpaMMHO-annapaTHbIi KOMNIeKe pacnpe-
OeneHuns knoden, BoipaboTaHHbIX CETBIO KBAHTOBOMO pacnpeaeneHnsl ceTel. ApxutekTypa

MpumedyaHue — [pyu NONB30BAHUM HACTOALLMM CTAHAAPTOM LIENEco0bpa3Ho NpoBepuTs AEWCTBUE CChINoY-
HbIX CTAHOAPTOB B MHChOPMALMOHHON cucTeMe obLLero nonb3oBaHus — Ha oguuManbHOM caiTe defepanbHOro areHT-
CTBAa MO TEXHWUYECKOMY PerynupoBaHvio U METPONorv B ceth MIHTEpHET Unv no exXeroqHoMy UHHOPMaLMOHHOMY yKa3a-
Tento «HauuoHanbHble cTaHAapThI», KOTOPbLIM ONyBnUKOBaH No COCTOAHUIO HA 1 AHBApSA TEKYLLEro rofa, W no BiMyckam
€XeMeCcAYHOro MHOPMAaLMOHHOTO ykasaTens «HauuoHanbHele CTaHOapThI» 3a TekyLWii rog. Ecnu 3amMmeHeH CChbINoYHbIN
CTaHOapT, Ha KOTOpbIA AaHa HeaaTUPOBaHHas CCbiMka, TO PEKOMEHZYETCH MCMONb30BaTh AENCTBYIOLLYI0 BEPCMIO 3TOrO
cTaHgapTa C YY4ETOM BCEX BHECEHHbIX B JaHHYI0 BEPCUI0 M3MEHEHWI. Ecnu 3aMeHeH CCbiNoYHbIA CTaHOApT, Ha KOTOPbIN
[laHa JAaTWpOBaHHas CCbINka, TO PEKOMEHOYETCS UCNONb30BaTh BEPCUIO 3TOM0 CTAHAAPTa C YKa3aHHbIM BbILLE FOOOM YT-
BepkaeHust (NpuHATUA). Ecnn nocne yTBEp:KOEHWs HACTOsILLEro cTaHAapTa B CCbiMOYHbIA CTAHAAPT, Ha KOTOPLIKM AaHa
[aTUPOBaHHAA CCblNKa, BHECEHO W3MEHEHWE, 3aTparuBatoLLee NONOXeHWe, Ha KOTOPOE AaHa CCbIMKa, TO 3TO NOMOXEHWe
pEKOMEHZYEeTCA NPUMEHATL BE3 yd4eTa AaHHOMo U3MeHEeHWsA. ECnim cebinoyHbIi cTaHaapT OTMeHeH Ge3 3ameHbl, To norno-
JKEHWE, B KOTOPOM [aHa CChIMNKa Ha HEro, PEKOMEHAYETCH NPUMEHSATE B YACTU, HE 3aTParMBaloLLEel 3Ty CCbIMKY.

MapaHune ochbuumnansHoe
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3 TepMuHbI U onpepeneHun

B HacToAlwem cTaHgapTe npumeHeHbsl TepMuHbl no [THCT 906—2023, TMHCT 830—2023 u
MHCT 832—2023.

4 CokpalweHus

B HacToswem CTaHOapTe npuMeHeHbl cnegyowmne CoKkpalleHus:

K3K — KBaAHTOBO3aALWMLLEHHbIA KIMHOY;

KB — KBAHTOBbIN VIHTEPHET Belen;

KPK — KBAHTOBOE pacrnpefeneHue KIJen;

OKMB — o0bbekT KMB;

MAK PKK — nporpaMmmHo-annapaTHbiii KOMMONEKC pachnpefeneHust Knidewr, BblipaboTaHHbIX CETbH
KPK;

CBPK — cucTema BblpaboTKu 1 pacnpeneneHuns Knwdewn;

CK3M — CpedcTBO KpUNTorpaguyeckon 3almnTel MHoOpMaLUnK;

YPK — Y3en pacrnpefeneHue Krno4emn;

CRISP — HeWHTepaKTUBHbIA NPOTOKON 3aLllMLEHHOR Nepeaadn AaHHbIX, pa3paboTaHHbIA onsa npu-

MeHeHWA B UHOYCTPUaribHbIX CUCTEMAX.

5 UHTepdencobl

Apxutektypa MNAK PKK npueenena B NMHCT 906—2023.
Mepegada K3K B MNAK PKK ocyliecTenseTca no cnegyowmum nHTepdencam (CM. pucyHok 1):

[ Cetb KPK ]

I 3 f f f
WuTepdeiic |, WHTepdbeiic |, WHTepdeiic |,
s A ™
If Opyron | MAK PKK
I MAK PKK I i
| |
| e !
I <] - PO, . - ofcuCTeMbI
| !___ZEE___i i YPK YPK KB
I A f |
I | |_A i
L e - J Wutepdeiic |,
WHTtepdeiic |, WHTepdeiic |, WHTepdeiic |,
Y Y | L] ]
Yerpoiicteo | HTepdeic s | yerporeteo | | Yetpoiicteo | Monb3oBaTens
KB KB KB KB

-.——p — B3aumogeincTeme c ceTelo KPK ¢ ucnonsaoBaHnem npotokona «[poTokay;

-——p= — paavmopelicteue ¢ YPK ¢ ucnonb3osaHmem npotokona «lpoToka» unu npotokona, ocHoBaHHoro Ha CRISP;
-————3 — B3aUMOAENCTBUE C UCMNOMbL30BaHWEM NPOTOKONa, ocHoBaHHoro Ha CRISP;

e » — B3aUMOOENCTBME C UCMONb30BaHMEM NPOTOKONAa, ONpeaeneHHOro BHe HacTosALWEero ctaHaapTa.

Pucyrok 1 — Untepdeicel NAK PKK 1 B3aumogeicTByIOWMX C HAM 2NEMEHTOB Ha NPUKNaaHOM YPOBHE
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- uHtepdenc KPK—YPK (uHtepdeiic |4);

- uHtepdenc YPK—OKWMB (uHtepdenc |,).

Mepenauya uwHgopmaumm mexay OKWB ocywecTtenaetca no uHTepdeiicy OKUB—OKWUB (uHTep-
enc Ij).

Baaumopeiicteme mexay YPK ocywectenserca no uHtepdency YPK—YPK (Bonpockl cTaHgapTusaymm
AaHHOTO MHTepdenca BbIXOAsAT 3a PaMKKM HAacTOSLWEro ctaHgapTa).

5.1 UnTtepdeinc KPK—YPK

Mepenaya coobuieHuin mexay YPK 1 yanom cetu KPK, B Tom yncne onsa nonydveHunsa K3K, BeinonHsaeTcs
B COOTBETCTBUM C NpoToKkonom «lpoToka», onpeneneHHsim B [1].

Mpw nepenave coobueHnin YPK BeinonHaeT dyHkuum CK3UM-noTpebutens, a cetb KPK — yana CBPK
(cm. [1]).

Wpentudpukatop YPK B cetn KPK, ngeHtudukatop cooteetcTBytoLlero yana cetu KPK, 6azoBblie knwoum
(Ona kaxgoro HanpaeneHWsa nepefayu), a Takke Heobxogumas knoyeBasa nHopmMmaunsa ans hopmMupoBaHUs
KIMOYer, UCMONb3YIOLWKMXCA B anropMTMe 3KCMopTa LeneBbiX Knwdel (cMm. [1]), 3agatTes BO BpeMsa conps-
weHus YPK ¢ cetbio KPK. PermameHT npouenypbl cMeHbl 6a30BbIX KMo4Yel U Heobxogumas nepuoguyHoCTb
NOBTOPEHWUS JAaHHOW NpoLeaypbl ONpeaenaeTcs B COOTBETCTBUMN C TPeDOBaHUAMM, YCTAHOBIEHHBIMU MPU 3KC-
nnyatauun cetn KPK, u HaxoguTcs 3a paMmkamu HacToswero ctaHgapTa. [Nopsgok conpsxeHua YPK ¢ ceTbio
KPK u BHyTpeHHue npouenypbl pabotel ceTu KPK BbIXOAAT 32 paMki HAcTosILLEro ctaHaapTa.

5.2 Untepdeinic YPK—OKHUB

Mepenava coobweHun mexay YPK n OKUB gns pacnpegenenusn K3K ocyllecTBnseTcss Ha OCHOBE Npo-
Tokona «[potoka» (cm. [1]). Npu nepegade cooblieHmid no npoTokony «MpoToka» OKWB BbiNonHaeT yHKLMM
CK3W-notpebutens, a YPK — yana CBPK (B TepmuHax [1]).

Ecnuv nepenaBaemas B cucteme KMB nHdopmMauma He noanexunt obs3atensHoOM 3allnTe B COOTBETCTBUN
C HOpMaTMBHO-NPaBoBbIMKU akTamu Poccuiickon ®Pegepaunun, nepenada coobiieHnin mexay YPK u OKWMB ans
pacnpegenenns K3K MoxeT ocyLlecTBNATLCS HA OCHOBE MHbLIX NMPOTOKOIOB, OCHOBAHHLIX Ha CRISP (cm. [2])
u obecneuymBaolWnx TpebyeMblil ypoBeHb GesonacHocTu nepenayum K3K.

5.3 UHTepdeinc OKNB—OKUB

Mepenaya gaHHbix Mexay OKWMB ¢ ncnons3oeannem K3K gomkHa BbiTh OcyLLleCcTBNEHa C UCMOMNbL30Ba-
HWEM NPOTOKOMNOB, OCHOBaHHbLIX Ha npoTokone CRISP (cm. [2]).
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Bubnuorpadun

[11 MP 26.4.004—2021 3alUMLLEHHbIA NPOTOKON B3aUMOLEUCTBUA KBAHTOBO-KpUNTOrpaduyeckon anna-
paTypbl BbIpaboTkKM U pacnpeneneHusi KNYen u cpeacTea Kpuntorpaduyeckoi
3aWmnThl MHopMaLMK

[2] P 1323565.1.029—2019 MHpopmaumoHHasa TexHonornda. Kpuntorpaduyeckaa sawurta MHopMauuu.
MpoTokon 3aLuieHHoro obMeHa Ansg MHAYCTPUAarbHbIX CUCTEM

YOK 004.738:006.354 OKC 35.110

KnioueBble crnoBa: KBaHTOBbIA MIHTEpHET BeLLel, TUMOBOW NporpaMMHo-annaparHblii KOMNEeKe pacnpege-
neHuna knw4den, cete KPK, kBaHTOBOE pacnpeneneHne Knwyen, nHTepgencel NoaKMoYeHns

Penaktop J1.C. Sumunocea
TexHu4yeckuii pegakTop M.E. Yepenkosa
Koppektop M.B. Byynas
KomneloTepHas BepcTka A.H. 3onomapeeol

CpaHo B Habop 10.01.2024. MoanucaHo B neyvatk 25.01.2024. dopmat 60x84%. [apHuTypa Apwan.
Yen. ned. n. 0,93. Yu.-uzg. n. 0,70.

[MoaroToBNEeHO Ha OCHOBE ANEKTPOHHOW BEPCUK, NpeaocTasneHHon paspaboTynkomM ctaHgapTa

CoafaHo 8 eAuHUYHOM vcnonHeHun B ®IBY «MHcTUTYT cTaHgapTraauum» Ans komnnekrosaHus GegepansHoro MHOpMaLMoHHOTo
coHOa cTaH4apTos,
117418 Mockea, Haxvmoecknia np-1, 4. 31, K. 2.
www.gostinfo.ru info@gostinfo.ru
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