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Mpeancnoeue

1 PASPABOTAH ABTOHOMHOW HekoMMepyeckol opraHudauuen «Ymubii MKO» (AHO «YMmHbin MK »)
2 BHECEH TexHunyeckum komuTeTom no ctaHgaptusauum TK 194 «Kubep-cdusnyeckne cuctemMbi»

3 YTBEPXOEH W BBEAEH B AEWCTBMUE MMpukasom ®epepanbHOro areHTCTBa Mo TEXHUYECKOMY
perynupoBaHui U MeTponorun ot 26 gekabpa 2024 r. Ne 2016-ct

4 BBEJEH BIEPBLIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHsl 8 cmamse 26 @edepanbHO20 3aKOHA
om 29 uwoHa 2015 2. Ne 162-®3 «O cmaxHdapmu3sayuu 8 Pocculickoli ®edepauyuuy. MHgopmauus o6 us-
MEHEeHUSX K HacmosilwemMy cmaHidapmy rnybrnukyemcs € exe200HOM (10 COCMOSHUK Ha 1 sHeaps mekyueao
e2o0a) uHghopmayuoHHOM yKazamene «HayuoHanbHble cmaHlapmebi», a oguyuanbHbil MeKkcm uamMeHeHul
U ronpasoK — 8 exXeMecaYyHoOM UHOPMayUOHHOM ykaszamene «HayuoHanbHbie cmaHdapmel». B cryvae
fnepecMompa (3aMeHbl) Uu OMMeHbl Hacmosuw,e2o cmaHdapma coomeemcemayroujee ysedomieHue bydem
onybnukoeaHo 8 bruxalweMm 6bINyCKe eXeMeCsyHo20 UHGOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsl». Coomeememaeayouw,as UHGhopmayus, ygedoMIeHUe U MeKCmbl PaaMewalmcs makxe 8 UH-
ghopmayuoHHoU cucmemMe obLeao none308aHuUs — Ha oguuuansHoM calime @edepansHo20 azeHmcemea rno
MexHUYecKkoMy peaynupoeaHuro U Memponoauu 8 cemu MHmepHem (wWww.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

Ethernet pene ABnsAOTCA KMHOYEBLIM 3NEMEHTOM B CUCTEMAaX aBTOMAaTM3aLUW YMHbI OOM, OCHOBON U
HeoTbeMNEeMOW YacTbio NMoboW KoHUrypauumn ynpaeneHus UHxeHepHbiMu cuctemamu. Ethernet pene obe-
crne4YmBaeT NpPocTor K rMBKWiA cnocob NoAKMIYEeHUA NPakTUHeckn Mboro 3NeKTPOHHOIo YCTPOMCTBA K CeTM
Ethernet gns Toro, 4T06bLI MOXHO ObINO NOMNy4YaTk OOCTYN, aBTOMaTU3WPOBAaTb, OTCNEXMBATL U KOHTPONMPO-
BaTb cMCTEMY Xn3HeobecnedeHusn. TexHonoruss TCP/IP He HaknagbiBaeT orpaHUYeHU Ha pasMepbl U CIOX-
HOCTb MHXEHEPHbIX CUCTEM.

Ethernet pene coemecTMO ¢ BONbLLUIMHCTROM 0OPAa3LUORB MPOAYKLMM OTEYECTBEHHBIX U MUPOBLIX NMPOU3-
BoAuTenen npogeccnoHansHoro, 6LIToBOro 0bopyaoBaHUSA M CUCTEM aBTOMAaTU3aLMW KUMbIX 30aHUA, KOM-
MepYecKknx 1 oBLLecTBEHHbIX 0OBLEKTOB COLMAnLHOrC 3Ha4YeHWUs, a Takke NPOMbILLMEHHbLIX KOMMNIEKCOoB.
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

Cuctembl knubepdusnyeckume
YMHbIA AOM

Tpe6oBaHWA K yCTPOUCTRBAM.
Ethernet pene

Cyberphysical systems. Smart home. Requirements for devices. Ethernet-relay

Oata BeepeHusa — 2025—02—01

1 O6nacTb NnpuMeHeHunA

HacTosawuin ctaHgapT onpenensieT TpeboBaHusa K Ethernet pene ona Mcnone3oBaHWsA B CUCTEMAX YM-
Horo gomMa (Y[) B uenax ynpaBneHwus YCTPOWCTBAMU WMMNKN UCMOMHUTENBLHBIMU MexaHU3MaMu NnocpeacTBoM
3aMblKaHuA W pasMmbikaHus pene Jyepes ceTb Ethernet unun nocpeacTsoM AMCKpeTHbIX BXO4OB.

Ethernet pene npegHasHa4eHo Ans AMCTaHLUMOHHOIO ynpaeneHus ycTpohcTBamu B cuctemax Y[ 4yepes
npoTtokonsl MODBUS RTU no wuHe RS485, MODBUS TCP no cetn Ethernet, MQTT, a Takke nocpeacTsom
dopmrpoBaHua GET 3anpocoB 1 Yepes BcTpoeHHbIn WEB cepeep ¢ Liensio KoMMyTaL WK Harpy3ok, ynpaerne-
HUSA NPUBOOAMMU, U3MEPEHUS CUTHAMOB C aHaMNoroBbIX U AUCKPETHLIX AaT4YUKOB.

HacTosawumin ctaHgapT npegHasHadeH OAns npuMeHeHus paszpaboTyukamu, Npou3BogMTENSAMM, NOCTaB-
LWKMKaMK, NonbL3oBaTenamMn KU aKkcnepTamMmu B obnactu CUCTEM UMM KOMMOHEHTOB CUCTEM YMHOFO AOMa, a Takke
075 aAMUHUCTPaTUBHOW M TEXHWYECKOW NOAAEPMKN AaHHbIX KOMMIOHEHTOB U CUCTEM.

2 HopmaTuBHbIe CCbINKK

B HacTofwwem cTaHgapTe UCNONb30BaHbl HOPMATMBHLIE CChIMKW Ha cnefylolve cTaHaapThbl:

MOCT 12.2.007.0 Cuctema ctaHgapToB BesonacHocTu Tpyada. Mapgenusa anektpotexHuyeckue. ObLyme
TpeboeaHua GesonacHoCcTU

MOCT 15150 MawuHbl, npubopkbl U Opyrine TEXHUYeCKUe M3genus. VicnonHeHusa Ana pasnu4HbIX KMn-
MaTUYECKWUX panoHOB. KaTeropuu, ycrnoBusa skcnnyaTtauumn, XpaHeHUs U TpaHCNopTMPOBaHWSA B YacTu BO3Oen-
CTBMA KNMMaTu4ecknx hakTopoB BHELLIHEN cpeabl

FOCT 16022 Pene anektpudeckne. TepMUHbI U ONpedeneHns

FOCT 17703 AnnapaTtbl 3neKTpU4eckre KOMMYyTaLWoHHblie. OCHOBHLIE NOHATUA. TEpPMUHBI U onpede-
neHus

FOCT 26828 Na3genus mawMHOCTROEHUS U npubopocTpoeHus. MapkupoBka

MOCT 32736 YnakoBka notpebutenbckas 13 KOMBUHUMPOBaHHbIX MaTepuanos. ObLyme TEXHUYECKME YC-
noBewus

FOCT EN 50491-5-2 O6wue TpeboBaHUA K 3NEeKTPOHHbLIM CUCTEMAaM XWUNbIX U 0BLLECTBEHHbLIX 30aHWUIA
(HBES) n cuctemam aBToMatmMsauum 1 ynpaeneHusi 3gaHuammu (BACS). YacTte 5-2. TpeboBaHua 3nekTpo-
MarHUTHOW coBmecTMMocTu kK HBES/BACS, ucnonbayeMbiM B XWUMbIX, KOMMEPYECKUX 30HAX WM 30HaX Merkomn
NPOMbILUIIEHHOCTH

FOCT P 27.102 HapeHOCTb B TexHMKe. HageHocTb 06bekTa. TepMuHbl U onpeaeneHus

FMOCT P 50571.4.41/M3K 60364-4-41:2017 3nekTpoyCcTaHOBKU HU3KOBOMbTHblE. YacTb 4-41. 3awmTa
ans obecneveHus GesonacHoCcTW. 3allMTa OT NOpPaXXeHWUs ANeKTPUYECKUM TOKOM

FOCT P 50571.5.54 (M3K 60364-5-54:2021) 3neKTpoyCcTaHOBKM HU3KOBOMLTHLIE. YacTb 5-54. Beibop 1
MOHTa) 3MekTpoobopyaoBaHUs. 3azemMnsLLMe YCTPONCTBA U 3aLUMTHbLIE MPOBOOHWKN

MapaHune ochbuumnansHoe
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MOCT P 71199 Cuctembl kmbephuanyeckme. YMHbIR AOM. TepMUHbI U onpeneneHus

Mpumevyanme — pn NONb3OBAHUM HACTOALLMM CTaHZAPTOM LENecoobpasHo NpoBEpUTL AeMCTBME CCbINOY-
HbIX CTAHOAPTOB B MHM(OPMAUMOHHONW cUcTEME OBLLEro NOMb30BaHUA — Ha oduumansHoM caiTe degepansHoro areHT-
CTBa N0 TEXHWYECKOMY PEryrnupoBaHnio U METPOMNOTMA B CETWU MIHTEPHET UNK MO eXeroqHoMy MHOoPMaLKMOHHOMY yKasa-
Tenw «HauuoHanbHble CTaHaapThI», KOTOPLIA ONyBnMKoBaH No COCTOSHWMIO Ha 1 AHBaPA TeKYLLEro roga, WM no BbiMyckam
EXEMECAYHOro MHPOPMALMOHHOTO yKasaTens «HauuoHansHble cTaHaapTel» 3a Tekylwmii rod. Ecnm sameHeH CobinoyHbIi
CTaH@apT, Ha KOTOPLIN AaHa HeaaTMpOBaHHAA CChINKA, TO PEKOMEHOYETCH UCMONL30BATL ASMCTBYIOLLYIO BEPCUID 3TOrO
CTaHgapTa C YYeTOM BCEX BHECEHHLIX B AaHHYH BEPCUI0 U3MeHeHuin. Ecnn 3amMeHeH CCbINOYHbIA CTAaHOApT, Ha KOTOpbIi
AaHa OaTWpoBaHHas CCbifKa, TO peKOMeHAYETCA UCNONb3oBaTk BEPCUKD 3TOTO CTaHdapTa ¢ yKasaHHbIM Bhile roaoM yT-
BepxaeHWUs (NpWHATKSA). Ecnn nocne yTBepXOeHWs HacTOSLIEro CTaHAapTa B CChITOMHBLIN CTAHAApT, Ha KOTOpLIA AaHa
0aTUpOBaHHas CCbINKa, BHECEHO U3MEHEHWE, 3aTparmBatoLLlee NonoxeHne, Ha KOTOPOe JaHa CChinka, TO 3TO MONOXKEHNUe
peKoOMeHOYeTCA NPUMeHATE 6e3 y4eTa OaHHOTO U3MeHeHusl. ECNU CCbINOYHbIA CTaHaapT OTMEHEH 6e3 3aMeHbl, TO Nono-
)KeHMe, B KOTOPOM [aHa CChINKa Ha HEero, PEKOMEHOYETCA NPUMEHATL B YACTU, HE 3aTPar1BaloLLen aTy CCbImKYy.

3 TepMmuHbI M onpepeneHna

B HacTosiwem ctaHgapTe npumeHeHsl TepMuHbl no TOCT P 71199, TOCT 16022, NOCT P 27.102,
FOCT 17703, a Takke cnegyLLMe TeEPMUHbI C COOTBETCTBYIOLLMMU ONpedeneHnsMn:

3.1 Ethernet pene: 3nekTpudeckoe pene, ynpaensemoe yepes ceTb Ethernet unun nocpencteom guc-
KPETHbIX BXOAOB.

4 CokpalweHus

HEKX — RKUNULWHO-KOMMYHanbHOE X0391UCTBO;

MK — nepcoHanbHbIN KOMMNLKTEP;

MO — nporpammHoe obecnedvyeHune;

DIN — Hemeukwnia mHcTUTYT no ctangaptuaauum (Deutsches Institutfir Normung);

GET — metog HTTP anga 3anpoca gaHHbIX C cepBepa;

ICSP — BHyTpuCcxeMHoe nocrnefoeaTensHoe nporpammupoBanue (In Circuit Serial Programming);

IP — uHTepHeT-npoTtokon (Internet Protocol);

HTTP — npoTtokon nepegadqu runeptekcTa (HyperText Transfer Protocol);

MQTT — npoTtokon obMmeHa cooblleHnsMu no wabnoHy usgatens-nognucdmk (Message Queuing Te-
lemetry Transport);

PoE — nepenaua anekTpoaHepruu yepes Ethernet (Power over Ethernet);

POST — metog HTTP gons oTnpaBKu AaHHLIX HA cepBep;

REST APl — apxuWTeKTypHbIiA CTWMb, WCMOMb3yeMbld Npu pa3paboTke pacnpefeneHHbIX CUCTEM,
Beb-cepBMCOB M MPUKNAgHOrO MporpaMmHoro wuHTepdeinca (Representational State Transfer Application
Programming Interface);

RTU — yganeHHbln TepmuHancHblia 6nok (Remote Terminal Unit);

TCP — npoTokon ynpaeneHus nepegavent (Transmission Control Protocol);

WEB — rnobansHoe uHdopMaLumnoHHoe npoctpaHcTeo (World Wide Web).

5 Knaccudpmkauyms

Mo TMnam MOHTaxa pene NogpasgensTcsa Ha cneayrLwme rpynmnbl:

- rpynna A — no BUAY MOHTaXHOW NOBEepPXHOCTU — Ha MOHTUpyeMble Ha DIN-peiiky (A1), cneymansHoe
nocago4Hoe mecto (A2) U MOHTMPYEMble Ha NPOYNEe MOHTaXHbIe NOBEepPXHOCTH (A3);

- rpynna b — no cnocoBy KpenneHus K MOHTaXHOW MOBEPXHOCTU — Ha 3akpennsiemble NocpeacTBOM
anemeHTOB Kopnyca (B1), 3akpennsemble nocpe4cTBOM NPUMEHEHUS CTAHAAPTHBIX METPUYECKUX KPEeMneXHbIX
anemeHToB (B2) n 3akpennsemele NnocpeacTBOM MCMOMb30BAHWS AONOMHUTENbBHBIX anemeHToB (B3);

- rpynna B — no BuAy pasmeLleHua — Ha pene oTKpbITOro pa3melleHns BHe BOKCoB, WUTOB 1 KopoboB
ONS pasmelleHns anekTpoTexHudeckux usgenuid (B1) n 3akpbiToro pasmetleHuns (B2);

- rpynna [ — no MecTy MOHTaXa U3fenusa — Ha MOHTUpyeMble B noMelleHunsx (1) u MoHTUpyemble BHe
nometleHnit (M2), 6ez yyeta NpovMx YCNOBUM MOHTaa, ONMChIBAEMbIX BblLLeyKaszaHHbIMKU rpynnamu.

Mpw paspaboTke KOHCTPYKTOPCKOW, TEXHOMOrMYECKOW, IKCNyaTauMoHHOW N NpoYer JOKYMEHTaUUN Ha
pene, a Takke Mpu BbINOMHEHWWN MapKUPOBKK M30ENUA, peKOMEHAYETCS PYKOBOACTBOBATLCA OAHHOW Knaccu-
dukaumen, 0bo3HavawLen NPUHAANEXHOCTL N30enusi K OQHOM UMW HECKONbKUM MOHTaXHBIM rpynnam.

2
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O6uwas cTpykTypa 0603Ha4YeHWA MNPUHALNEXHOCTU pene K MOHTaXKHbIM rpynnam WMeeT BUA:
An-Bn-Bn-I'n, rae n — nopsgKkoBbIM HOMEP MOHTaXHOW rpynnbl COrNacHo Knaccudukaymu.

JonyckaeTca B 0003HaYeHUW NPUHAONEXKHOCTU M30enusa (pene) K MOHTaXHOW rpynne WMCrnonb30BaTh
nepedncrieHve Bcex DyKBEHHbIX 0603Ha4YeHWA M3 BCEX NPUBEAEHHBLIX KaTeropuii, a Takke BblGOpOYHO 0BO-
3Ha4yaTb MWL Hanbonee 3Ha4YUMble MPUMEHUTENBHO K KAXAOMY KOHKPETHOMY TUMY M UCMOINTHEHUIO U3Lenus
rpynnbl, HO OXBaTbiBaTb NPW 3TOM HE MeHee, YeM ABe rpynnbl U3 NpMBEegEeHHON Knaccudukaumnm.

TMpumepsbt

1 A1-61-B2-I'1 — pene, moHmupyembie Ha DIN-peliky u 3akpennsemMble Ha Heli NnocpedcmeoM 3/1eMeHmoe
Kopryca, 3aKpbimo20 murna pasMeuleHuUs, ycmaHaenueaeMble 8 MoMeujeHuUsX.

2 A3-B1-'2 — pene, MOoHmupyeMble Ha ripoYyue MOHMaxHble MNosepxHoCMuU, OMKPLIMO20 Muna pa3sveule-

Husl, ycmaHaesiueaeMble eHe NoMeujeHuU.
3 B1-I'1 — pene omkpbimozo muna pasMeuweHusi, ycmaHaesiugaemMbie 8 NoMeuweHUsX.

6 Obwme TexHu4Yeckue TpeboBaHuA

6.1 YcnoBua akcnnyartauuu

[na pene knacca ' (cm. pa3gen 5) gomkHo 6eiTe obecneveHo knumaTtudeckoe ncnonHenune ¥YXI3.1 no
MOCT 15150. [Ins pene knacca 2 gomkHo 6bITh 0becnedveHo knumatuydeckoe ucnonHeHne 04 no MOCT 15150.
PekomenayeTca pasmelleHre B 3NeKTPOLLMTax CO CTeMNeHbio 3alluThl OT Briarv 1 nNbinn He meHee 1P31.

6.2 TpeboBaHUA K KOHCTPYKTUBHOMY MCMOMHEHUIO

YCTPOMUCTBO AOMKHO UMETh CTeNeHb 3allMThl OT Briaru U nblfin He HWxKe IP31.
KoHcTpykums ycTpoicTBa fomkHa obecnevnBaTh €ro MOHTaX B CTaHAApPTU3MPOBaHHBIX Bokcax, WwuTax
u Kopobax Ansl 3NeKTPOTEXHUYECKUX YCTPONCTB.

6.3 TpeboBaHUA K 3NEeKTPONUTAHUIO

YCTPOWMCTBO JOMKHO OCYLLECTBNAATL paboTy OT BHELWHWX UCTOYHMKOB NMUTaHUS NMOCTOSHHOMO TOKa C Ha-
npsxkeHvem ot 12 go 30 B, unu nocpencteom TexHonornn PoE ctanpapta 802.11af unmn Passive PoE ¢ Ha-
NpsKeHMeM NUTaHnsa He Huke 48 B nocTosiHHOro Toka.

KoHcTpykumsa u dpyHKUMOHaNbHEIE BO3MOXHOCTK perne JomkHbl obecneynBaTbe BO3MOXHOCTE Nogadu nm-
TaHWA Kak Mo OCHOBHOMY KaHamny NUTaHus, Tak U no KaHany PoE, a Takke 0gHOBpeEMEHHOE BKIOYeHe 0bounx
KaHanoB MUTaHWUA AN pe3epBUPOBaHNUS NMUTAHUSA, NPU 3TOM UCNOSb3YEMbIM KaHanoM nNuTaHusa 6yaeT AaBnATb-
csl kaHan ¢ Bornee BLICOKAM HanpsiKeHneM.

YCTPONCTBO OOMKHO MMETh 3alUUTy OT HEBEPHOro NOAKMHOYEHUS NONAPHOCTU NMUTAHWUS, 8 UMEHHO OT-
CYTCTBME BKIMIOYEHUS MOOYMS B Cy4ae OWWBKM NpU NOAKMKYEHUN.

6.4 TpeboBaHUA K 3NeKTPOMarHUTHOW COBMECTUMOCTH

YCTPOWCTBO He AOMKHO NPOM3BOAWUTE 3NEKTPONOMEXW U AOMMKHO BbiTb HE BOCAPUUMYMBO K HUM. He pe-
KOMEHOYETCS NCMONb30BaHWe YCTPOWCTBA B 30HE C CUIMbHbLIM 3M1EKTPOMATHUTHLIMW UMMYMbCamMK. YCTPOMCTBO
OOMKHO cooTBeTcTBOBaTh TpebosaHuam MOCT EN 50491-5-2.

6.5 TpeboBaHuA K BXogaMm, pazbemam

YCTPOWMCTBO OO/MKHO MMETb pasbeMHble COeAMHEHWs ANS MNOOKMHYEeHWA MUTaHWA M BbiKNKYaTenemn
ynpaBneHusa ¢ OTCYyTCTBMEM caMopasbema.

YCTPOWUCTBO AOMKHO UMeTh paszbeM RJ45 anga nogknwdeHus K cetu Ethernet. YcTpoicTeo JomkHO noa-
OepxunBaTtb nogkntodeHue k cetn Ethernet Ha ckopocTsax 10 1 100 M6uTt/c. CKopoCTb NOAKNHYEHUS OOMHKHA
onpefenATLCa YCTPOMCTBOM aBTOMaTUHECKH.

LindppoBkle kaHanel pene OOMKHbI ObITb HOPManbHO-OTKPLITLIMM, NP OTCYTCTBMW NMMTAHWA YCTPOWCTBa
pene OOMKHbI BbITh PA30MKHYThI.

LindppoBkie BXxoabl 4OMKHBI YNpaBNATh BeixoAamu. [1na Kax 4o CBA3W «BXOO-BbIXOA» AOMKHbLI BbITh A0-
CTYMNHbI KOHUTYpUPYEMbIE BapuaHTbl yNpasneHuss «UMMYTNbCHbIA PEXUM», K TPUITEPHBLIN PEXUM» U «NpaAMas
CBA3b».

[Mony4yeHre nHopMaLMM O COCTOAHUM BXOOOB W yNpaBlieHne BbiX04aMu YCTPOWCTBA OOMKHO OCYLLECT-
BNsATbCA no cetn Ethernet no npotokony TCP/IP.
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Bbixogbl gomkHbl BbITe paccynTaHbl Ha NoAKNYeHne Harpy3ku 4o 0,5 A n MMeTb BbICOKYH MMNOTHOCTb
MOHTaxa Ha nnowaan He bonee 30 x 126 mM. CyMMapHbIA BbIXOOAHOW TOK HArpysku 4Yepes mMoayrnb O0MmKeH
BbITe He Donee 4 A. B kayecTBe BbIXOQHOMO pa3bema O0JKeH ucnonb3oBatbes D-Sub ¢ 25 BeiBogamu. Kax-
ObI KaHan OOoMmKeH UMeThb 3alUUTy OT KOPOTKOro 3aMblKaHUs, HenpaBUbHOM NOMSIPHOCTU NOAKMIOYEHUs Ha-
rPY3KWM 1 BO3MOXHOCTb OMarHOCTUKM.

6.6 TpeboBaHuA K anekTpobe3onacHoOCTH

YcTpoAcTBO AOMKHO BbITh BbIMNOMHEHO B HE NOALEPKUBAKLLEM rOPEHUE NMacTUKOBOM KOPMNyce B COOT-
BeTcTBumM ¢ FTOCT 12.2.007.0.

Mpw akcnnyaTauun YyCTPOMCTBA U €0 MOHTAXE MO MeCTy NPUMEHEHUA PYKOBOACTBOBaTLCS TpeboBaHu-
amu TOCT P 50571.4.41 n TOCT P 50571.5.54 k 3aWwyMTHOMY W hyHKLMOHANbHOMY 3a3eMIMeHMI0.

KoHCTpyKLMA yCTpONCTBa AOMKHA NpefycMaTpvBaTh HanWyne oTAeNbHbIX BBOAOB (BXOAOB) ANS noa-
KIOYEHUS YCTPOWCTB 3aLLMTHOTO 3alleMNeHuns.

6.7 TpeGoBaHUs K MAPKMPOBKEe, TPAHCNOPTUPOBAHUIO U XPAHEHUIO

MapkupoBka Ha pene fomkHa cootBetcTBoBath [OCT 26828. Pene gomkHbl BbITh yNakoBaHbl B CNeLu-
anbHY Tapy B COOTBETCTBUM C TPeDOBaHMAMM AOKYMeHTauuMu. Pene gonyckaeTcs TpaHCNopTUpoBaTh MobbIM
BWOOM TpaHcropTa, Ha nobble paccTosiHWA ¢ ydeTom TpebosaHui Kk ynakoeke no MOCT 32736. MNpu atom
pekoMeHOyeTcs 3allMLLaTh SALWKU C perne oT MexXxaHUYeCcKUX NoBpeXaeHW WU BNUsSHUA aTMocdepHbIX ocan-
KOB. YNaKkoBKa He J0IKHA OOMycKaTbk NepeMelleHuid perne BHYTPY SLLMKOB, NPUBOOALLMX K HAPYLUEHWO WX
KOHCTPYKLMW.

[ns xpaHeHWs1 pene yctaHaenueawTca ycrnoeusa kateropumn 1 no FTOCT 15150.

6.8 TpeboBaHWA K HAAEXKHOCTH

TD96OBBHVIF| K HAOEXHOCTU A0MKHbI BbITh YCTaHOBITEHbI B KOHCprKTOpCKOI;‘I OOKYMeHTaunn.

7 TpeboBaHuA K (pyHKUMOHANBLHOCTHU

YcTponcTBO 4omKHO obnagaTe cnefyow My (PyHKUMOHaNbHLIMW CBONCTBAMU:

- BO3MOXHOCTbL 06HoBneHus N0 ycTponcTea Yepes Internet;

- BO3MOXHOCTb paboTbl HANPSIMYIO C HECKONbKMMYW NMnaHweTHbiMK TMK, cmapTdoHaMu U T. 4.

- COBMECTMMOCTb CO CBODOAHO-NpOorpaMMupyeMbIMK KOHTpOepamm 1 nobbiMu nporpaMmamu yrnpae-
nenua cuctem Y[, ncnoneaytowmmu TCP/IP;

- pene OOIMKHO BKMHYaTL/OTKIIOYAaThL NUHUK HanpsekeHveM 220 B no komaHae 3 npunoxeHus, no pac-
NMUCaHWK UMK MO CUrHany onpegeneHHbIX 0aTYMKOB;

- pene pomkHo obecneyMBaTh aBTOMaTU3aLMI0 YNpaBneHnsa CBETOM UMK 3neKkTponpubopamu MOLLHO-
cTbto go 2500 Br.

MpegynpexaeHnsa npu paboTte ycTpoWcTBa JOSMKHEI HOPMUPOBATLCA MO CregyowumM cobbITUAM:

- BbIXOZ HanpshKeHusa NUTaHus 3a 4ONyCTUMBIM AnanasoH (HanpuMep, u3-3a noBpexgeHus kabens unm
HEHaOEeXHOoro coequHeHus);

- NpeBbIllEHNE YCTAHOBNEHHOIO CPpOKa TEeXHNYECKOro 0BCMyKUBAHWUSA, KOTOPbLIN MOXET BbiTb 3a4aH Kak
BPEMEHHON MHTEPBan Mnv KoNn4ecTBo cpabaTbiBaHWi, yKa3biBarllee Ha Heobxo4MMOCTb NPOBEEHMUA MPO-
BEPKM 3NEKTPOMEeXaHWYeCcKnx y3noe;

- MpeBbllleHMe MakcuManbHO AOMYCTUMON 3a4epXKu Mexady OBYMS BXOOHbIMW/BBIXOAHLIMUW CUrHana-
MW, yKasblBalLllee, HanpuMep, Ha To, YTo BCNeACcTBUE U3HOCa UMW HegocTaTka cmasku obopygosaHune pabo-
TaeT MefANeHHee, YEM MOMOXEHO.

8 YnpasneHue ycTpoOncTBOM

8.1 O6wme nonoxeHnnA

YCcTpONCTBO yNpaBnseTcs NOCPEACTBOM PasfvyHbIX NMPOTOKOMOB, peanv3oBaHHbiX Ha Base npoTokona
TCP/IP.

YnpaeneHue pene MoXeT nporoguMTbes Yepes WEB-uHTepdgeic.

YnpaeneHue Beixogamu ModBus moxeT nponsBoanTLCA No nHTepdericy RS-485 B npotokone MODBUS
RTU, a Takke npn NOMOLLM BXOLOB YNpaBneHusl, K KOTOpbIM MOTYT ObiTb MOAKMHOYEHbI KHOMKK, BbIKKYaTENN 1
LpYrve KOMMYTUPYHOLLNE YCTPOWCTRA.

4
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OcHoBHble cnocobbl ynpaBneHus pene BKNYarT:

- ynpaeneHwe KoMaHOamKn 4epe3 BCTPOEHHbIE anropuTMbl CLEHapUeB;

- ynpaeneHue no wuHe RS485 no npotokony MODBUS RTU;

- ynpaeneHue no cetn Ethernet no npotokony MODBUS TCP;

- ynpaeneHuve no cetn Ethernet no HTTP: BcTpoeHHsin WEB cepsep;

- ynpasneHwue no cetu Ethernet no REST APl: GET n POST 3anpochl;

- ynpaenenue no cetn Ethernet no MQTT: ny6nukaums n nognucka.

YnpaeneHue Bxogamu, BbIXO4AMW M PeructTpamu MoAyns BO3MOXHO Yepe3 HEeCKOMbKO KaHanoB CBA3M:
OOHWUM W3 HWUX, HECKONBKUMKU UMN OfGHOBPEMEHHO BCEMMU.

Bce kaHanbl cBA3W HE3aBUCUMEI APYT OT Apyra, He MMEIOT NpuopuTeTa U BO3AEMNCTBYIOT Ha OOHW U Te Xe
pernctpsl MODBUS, koTopble nexaTt B OCHOBE yrpaBneHus BXxogamu, BbIXOAAMU U BHYTPEHHUMW HAcTponKa-
MW JaHHOTO MoZyns.

8.2 lMpoTokonbl ynpaBneHus

8.2.1 O6LWMe nonoxeHns

YCTpONCTBO OOMKHO NoaaepXueaTe NpoTokonsl ynpaeneHus ModBus TCP, ModBus RTU over TCP, Tek-
CTOBbLIA npoTokon ynpaeneHus NetString, npotokon ICSP, oTKpbITLIR NPOTOKON yrpaeneHus Ha base Telnet.

[Mony4yeHne nHdopmMaLm 0 COCTOAHUM BXOOOB W yNpaBneHue BbixogamMmu YCTPOMCTBA OCYLLEeCTBAsAeTCH
no cetu Ethernet no npotokony TCP/IP.

8.2.2 ModBus

[Mocne BKNKOYEHUS YCTPOMUCTBO AOMKHO HAX0OUTLCH B COCTOSIHUM OXMOAHWUS MOAKIKYEHUS KOHTponne-
pa ModBus, paboTatowero B pexume Master. [Mocne nogknoyYeHUs KOHTponnepa yCcTPOMCTBO OXUAAET 3anpo-
cbl. B cny4ae oTCyTCTBUS aKTUBHOCTW CO CTOPOHbLI KOHTpOMepa B TedeHWe 3af4aHHOro MHTepBana BpeMeHu
YCTPOWCTBO 3aKkpbIBAET TEKYLLEe CoeJUHEHNE N NePEeXOaNUT B PEXUM OXUAAHUA NOOKITIOHYEHNA.

B skcnnyatauMoOHHOW OOKYMEHTauun Ha YCTPOWCTBO AOMKeH ObiTh onpefeneH CNMCOK NoadepXuBae-
MbIX PErMCTPOB.

8.2.3 NetString

O6MeH KOMaHOaMu 1 CooBLeHUAMU MexOy KOHTPOMNIepoM W YCTPOWCTBOM MPOW3BOAWUTCS B TEKCTO-
BOM BuAae 4epea oTkpeiToe TCP/IP coeamnHeHne. OBMeH OaHHBIMUW MPOU3BOAUTCS B TEKCTOBOM BuAe, Moa-
TOMY anst paboTbl MOXeT ObITb MCNOMb30BaTh TEPMUHAMBHbLIA PEXUM, HANPUMEP, C NOMOLLBI NPOrpaMMbi
HyperTerminal.

Cnucok nopgaepmBaemMblx KOMaHa 1 coobeHnin onpegenseTtca cneymdukaumein npotokona NetString.

[Mpu OTCYTCTBUM aKTMBHOCTM MO NOPTY CO CTOPOHLI KOHTPOMNepa B TeYeHWe HacTpauBaemMoro MHTepBa-
na BpeMeHW coeuHeHWe ByaeT aBTOMaTUYECKN 3aKPhLITO CO CTOPOHLI YCTPOWCTBA.

8.2.4 MpuHUKMNLI ynpaBneHUs

B pexume «knueHT» nocne nogadun nuTaHus yCTPOWUCTBO OOMKHO aBTOMaTUYECKW BbINOMHATL NOAKIIO-
YeHWe K KOHTponnepy no agpecy, 3agaHHOMY B HAcTpoOWMKax ycTpolcTea. B cnyyae 3akpblTUsi COEOUHEHUSA C
KOHTPONMepoM yCTPOWCTBO AOIMKHO aBTOMaTUYeCcku NogknioyaTbCs CHoBa.

B pexume «cepsep» (npotokonsl ModBus TCP, Modbus RTU over TCP u NetString) nocne nogauu
NUTaHWA YCTPOWMCTBO AOMMKHO OTKPbIBaTb MOPT, yKa3aHHbIM B HACTPOMKax YCTPOWCTBA, ONS NOOKMHYEHUS K
HeMy KoHTpornnepa. B cnyyae 3akpbiTUa coefUHEHUSA C KOHTPOINepoM YCTPOMCTBO AOMKHO aBTOMaTUYeCKN
OTKpbIBaTh MNOPT ANA NocnegyLwero NogKMHHYeH!s.

[Mpy NooknYeHUN K KOHTpOnnepy YyCTPOMCTBO OOMMHO OTNPaBnAaTb TeKyllee COCToAHWe kaHanos. B
NOAKIOYEHHOM COCTOSHWW K KOHTPOMMepy no NpoTokonam YCTPOWUCTBO AOMKHO aBTOMaTUYeCcKu OTNpaBnaTh
M3MeHeHWe COCTOSIHUIA BXOOOB U BbIXO40B.

lMpumepsbi

1 KomaHOdbi om koHmponnepa: «Bxknoyums ebixod Ne 12», «Bbiknroyums ebixod Ne 12», «3anpoc cocmo-
AHUA KaHanose» u m. 0.

2 CoobuweHuss om ycmpolicmea: «AkmuesupoeaH exod Ne 12», «kHopmanusupoeancs exod Ne 12», «Bknro-
yeH abixod Ne 12», «BbiknroveH ebixod Ne 12» u m. 0.

Ans kaxgoro kaHana ycTpoicTBa AomKkHa ObiTk o6ecneveHa dyHKUMA 3aNOMUHaHUS COCTOAHMS Lndpo-
BOrO BbIXOAA, KOTOpas Npy HeoBXoaUMOCTU MOXET BblTb AeaKTUBUpOBaHa. [py BOCCTAHOBMEHUW SNEKTPOmnu-
TaHuA ycTpoicTea ByaeT BOCCTaHOBMNEHO COCTOSHME LM POBLIX BLIXOA0B C aKTUBUPOBAHHOM (DYHKLMEN 3ano-
MUHaHWUS COCTOAHWA LM poBoro Beixofa. LindpoBkie BbIXoabl C HEAKTUBMPOBAHHO hyHKUME 3anoMUHaHns
COCTOSIHMS LIMhpOBOro Bbixoda ByayT BbIKMOYEHbI MO UCTEYEHUN ONpeaeneHHoro BpeMeHu.
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HomxHa BbiTh obecnevyeHa BO3MOXHOCTb KOH(UIYPUPOBaHUA KaXO0W napbl «BXOA-BbIXO4» YCTPOWACTBA
Ons ynpaeneHus BbixogdaMu ¢ NOMOLLbI UMdPOBbLIX BXOA0B. BapnaHTbl CBA3U «BXOA-BbIXO4» BKITHOHAIOT:

- «HeT cBA3uM» — undpoBoi Bxon paboTaeT Kak HE3aBUCHUMbIN BXOM;

- «MMNyNbCHBIR peXnmM» — B MOMEHT aKTMBaLUU LUgpoBoro Bxoaa (no nepenHemMy chpoHTY) nNpouc-
XOAWUT MHBEPCUSA COCTOSHMSA BbIXOLA;,

- « TPpUITEPHLIA peXMM» — B MOMEHT akTuBauun uudpoBoro Bxofa (no nepegHemy hpoHTY) npowvc-
XOAWT BKMOYEHWE BbIXO4a M B MOMEHT AeakTuBauun undgpoBoro Bxoga (no 3agHemy ppoHTY) npoucxoguTt
BbIKMIOYEHWE BbIX0AA;

- «lMpsaAmMas cBsA3b» — BLIXOA, BKMKYEH TONLKO BO BpeMS akTUBMPOBaHWA LM poBOro Bxoga.

WHovkaumsa coctosHUs paboThl YCTPOWCTBA A0MKHA OCYLLEeCTBNATLCA MHAMKATOpaMK Ha NMULEBOR na-
Henw.

HOomkHa 6biTe obecnevyeHa BO3MOXHOCTb HAacTPOWKM U KOHUIypupoBaHus ycTpoicTea yYepe3 WEB-
MHTEepdenc.

8.3 HasHayeHue pa3beMoOB, KHOMOK M MHAMKATOPOB

Ha ycTpoiicTBe AOMKHLI ObITb PAaCcNoONOXeHbl MHOAMKATOPbL! COCTOSIHUS, KHOMKA Nepesarpysky, pasbeMsbl
Ansi nofgknoueHns cetu Ethernet, nutanua Modyns v KaHanoB BXO40B-BbIXOO0B. Ha3zHayeHWe KHOMOK, MHOK-
KaTopoB W pasbeMOB JOIMKHO OblTb NPEACTABNEHO B IKCNNyaTaLMOHHON AOKYMEHTaL M.

YCcTpOACTBO AOMKHO UMETh CrnedyoWwmne MHOMKATOPbI:

- MHOuKaTop cTaTtyca (3eneHoro uBeTa), oTobpaxarlnit HaNnUYne NUTaHWs YCTPOWCTBA WU COCTOSIHWME
NoAKMKYEHUS K KOHTponnepy (cMm. Tabnuuy 1);

Tabnuua 1— MNapameTpbl MHOMKaTOpPa cTatyca

CocTosiHne nHaukatopa | YacTtota muranmns | CocTosiHMe ycTponcTaa

BblknodeH — OTcyTCTBYET NUTaHWE YCTPOWCTBA

BknioyeH 1 pa3 B cekyHay MuTaHwe ycTpolcTBa NPUCYTCTBYET, HET CBA3W C KOHTPOMMIepoMm
BkntoveH 4 pasa B cekyHay | NuTaHue ycTpoWCTBa NPUCYTCTBYET, 3arpyeH pexum obHoeneHus MO
BknroyeH — MuTaHwe ycTporcTBa NPUCYTCTBYET W €CThb CBA3b C KOHTPONNEpoM

- WHOWKaToOp CBA3M (KenToro LBeTa), oTobpaxarowuii HanuyMe U3NYecKoro COEAMHEeHWS C CeTbH
Ethernet n Hann4ne ceTeBoi akKTMBHOCTW MO Cry»KeBHOMY KaHany ¢ KoHTponnepom (cM. Tabnuuy 2);

Tabnuua 2— MNapameTpel MHOUKATOPA CBA3N

CocTosaHne nHavkaTopa YacroTta muraHms CocTosnHue ycTponcTBa
BblkntoueH — OTcyTcTBYeT (hranyeckoe nogknodeHue k cetu Ethernet
BknioueH [MpousBoneHas YcrponcTtBo nogkntodeHo k cetu Ethernet, npouseoguTca obmeH nake-

Tamu no cetn Ethernet

BknioyeH — YCTpocTBO nogkmnoveHo Kk ceTu Ethernet, ceTeBas akTMBHOCTb OTCYT-
CTBYET

- MHOMKaTOpbl aKTMBHOCTW BbIXOA0B (KPacHOro LBeTa), oTobpaxalllve Tekyllee COCTOAHWE Kaxaoro
kaHana (cMm. Tabnuuy 3);

Tabnuua 3 — MNapameTpbl MHOVKATOPa aKTUBHOCTW BbIXOOOB

CocTosiHMe uHauKaTopa | CocTosHue ycTponcTea
BblkrtodeH BbIxoa BbIKHOYEH
BknioyeH Bbixoa BKMOYEH

- WHOMKATOpbl aKTMBHOCTKU BXOOOB (KEnToro LBeTa), oTobpaxatllime Tekyllee COCTOSHUE KaXaoro Ka-
Hana (cM. Tabnuuy 4).
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Tabnuua 4 — NapameTpbl MHOUKATOPA aKTUBHOCTWU BXOO0B

CocTosiHWe nHamkaropa CocTosiHMe ycTpolcTBa
BbikntoyeH Bbixog HeakTMBEH
BkntoueH Bbixog aktuBeH

Ha ycTpoiicTBe gormkHa OblTe JOCTYMHa KHOMKa Nepesarpy3ky, NpedHa3HadeHHas Ons nepesarpysku
ycTpoicTea W cbpoca ceTeBoro agpeca Ethernet B 3HaueHWe No yMONYaHuio.
PekomMeHOyeTCs YCTaHOBUTL HACTPOMKA KHOMKM Mepesarpysku, ykasaHHble B Tabnuue 5.

Tabnuya 5-— NapameTpbl HACTPOWKU KHOMKW Nepe3arpy3ky

Haxatue Komanpa
KpaTtkoBpemMeHHOoe HaxaTtue KHonkn (He Bonee 3 c) Mepezarpy3ska
OnuTtensHoe HaxaTtue kHonku (o1 3 go 10 c) Cobpoc agpeca Ethernet B 3Ha4yeHue no ymon4aHuio
OnutensHoe HaxaTtue KHonku (bonee 10 ¢) Pexxum oBHoBMEHWS NporpaMMHOro obecneyveHus

KneMMHble KOHTaKTbl MUTAHWA YCTPOWCTBA OOMMKHbI ObiTh MpOMapKMpoBaHbl cMMBonamMmu «+12..48V»,
roe ungpoBbiM 0603HAYEHMEM YKa3aH Anana3oH MCMNoMb3YEMOro HaMNpPsKeHWs NMTaHuA, MU3MepsieMblid B BOMNb-
Tax. KoHTaKT, npegHasHavyeHHbIN AN NOAKNIOYEHUA 3aLLWTHOTO 3a3eMIeHns, omkeH BbiTb 0603Ha4YeH Map-
kupoBkoi « GND».

Mapbl KNEMMHBIX KOHTAKTOB BbIXOAOB pene, npefAHasHavyeHHble Ans NoAKNiYeHUsa K BHeLWHUM YCTPOon-
cTBaM 455l KOMMYTaLWWM CUTHANOB AOMKHbI ObITh NpoMapkupoBaHbl cumBonammn «K1A» — «K1B» ... «kKNA» —
«KNB», rae 1...N — nopsaKkoBbIi HOMEP KOHTaKTa NOAKMHYeHNs.

KneMmMHble KOHTaKTbl UMMPOBLIX BXOAOB, NpedHasHa4YeHHbIX ANA NOAKMIYeHUs K BHELIHWM YCTPOW-
cTBaM, OOMKHbl ObITb NpoMapkupoBaHbl cumeonamu «INP 1»...«INP 6», rae 1...N — nopsigkoBbI HOMeEP
KOHTaKTa NogKni4YeHus.

8.4 WEB-uHTepdenc

CtpaHnua WEB-mHTepdeica, npegHasHa4eHHoro Ana HacTPorKW pene AomkHa ObiTe 3allMlieHa npo-
uenypon aBTopusaumu.

WEB-uHTepenc HacTporKM JOMMKEH CoAepKaTb cnefylollne pasgensb:

- KOHhUrypuposaHue;

- yrnpaenexue;

- COCTOSIHME.

Pazgnen koHurypupoBaHusi JOMKEH COOTBETCTBOBATL criegyowmm TpeboBaHuaM:

- obecne4nBaTh BO3MOXHOCTb U3MEHSATbL CETEBbLIE HACTPOWKM YCTPONCTBA, NapamMeTpbl NOOKMHYEHUS K
KOHTpoOmnnepy, NapaMmeTpsl TUNa LU POBLIX BXOO0B AN KaX4oro kaHana, KoHdurypmposaHue yHKLMK 3ano-
MWHaHWA COCTOSAHUA LMPOBOro Bbixoda ANS KaXaoro KaHana u 1. a.;

- napametpsl Ethernet: oTobpaxarts mac-agpec, M3MeHaTh IP-agpec, 3HavyeHue Macku NogceTu U agpec
OCHOBHOrO LUMN033;

- napameTpbl NOAKMYEHWSA: U3MEHATL TUM NMPOTOKONa NOAKMNIOYEHUS;

- napameTpbl NetlLinx nogknioyeHus: nameHaTs IP-agpec koHTponnepa, HOMep nopTa KoHTponnepa,
Homep NetLinx ycTponcTtea;

- napameTpbl nogknodeHua NetString: namensTs |P-agpec koHTponnepa, |P-port koHTponnepa, Bpems
XW3HU coKeTa, TUMN COKeTa;

- napameTpbl ModBus nogknwyeHwusa: uameHsaTb |P-port nokanbHbl, BpemMsa XWU3HW COKeTa, agpec
ycTpoWcTBa.

B pasgene ynpaeneHWs JomKHa ObiTb BO3MOXHOCTb M3BMEHSTbL COCTOAHWE LM POBbLIX BXOLAOB W 3MeMeH-
Thbl YpasneHust LM poBLIMU BbIXO4aMMU.

B pazgene cocTosiHUS O0OMKHA ObiTh BO3MOXHOCTE U3MEHATL COCTOAHUE BceX OTKpbIThiX TCP/IP coean-
HEHWI YCTPOWCTBA W AMNUTENBLHOCTL paboThkl YCTPONUCTRA.

[Mpumepbl pazgenos KOHUIypUpoBaHWs, YNpaBneHus U COCTOSHKUA NpeacTasneHbl B NPUNOXeHnn A,
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Mpumepsl pazgenos WEB-uHTepdeiica HacTpoiku Ethernet pene

MpunoxeHune A
(cnpaBo4Hoe)

Ha pucyHke A.1 npegcraeneH NnpuMep CTpaHnLbl KOHUIYPUPOBaHUS pene.

Moaynb REL6HC

Moayns cunoBbix pene U UMPPOBNIX BXOAOE 6-TH KaHanbHbIA

Ha rnaesyio

KoHburyprposaH1e ycTpomcTea

NapaMeTpbl NOAKNIOUEHNA

Napanerp

r MAC oapuc (TONueo Wivmng)
» IP-appec

» Macxa noacetm

P OCHOBHOR WN03

» Tun npoTexona
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PucyHok A.1 — lNMpumep cTpaHuubl pasgena koHgurypupoeatua Ethernet pene

Halan
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Ha pucyHke A.2 npeactaeneH NpUMep CTpaHWLbl pasfena HACTPOWKM YNpaBneHWsl YCTPOMCTBaMK Yepes pene.

Ha rnagHyw

Moaynb REL6HC
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Halan

PucyHok A.2 — lNMpumMep cTpaHuUbl pasaena HacTporKX yNpaeneHus YCTPOMCTRaMK Yepes pene

Ha pucyHke A.3 npeacTasneH npuMep CTpaHWuLbl pasaena oTobpaKeHWsl COCTOAHUS pene.

Ho ronauys

CocrofiHne

Moaynb REL6HC

Mo.qynb CHNOBEIX pane U UHDPOoBLIX BXOAOE 6-TH KaHANBHLIA
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PucyHok A.3 — lMNMpumep cTpaHuupbl pasgena oTobpaxeHusl COCTOSHWUS pene
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KntoueBble cnoea: kubepdunandeckve cucTeMbl, yMHbIA oM, pene, Ethernet pene
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