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Mpeancnoeue

1 PASPABOTAH ABTOHOMHOIM HEKOMMEpPYECKOW opraHusaumen «Poccuiickas cucTema KadyecTBa»
(PockauecTBo)

2 BHECEH TexHW4eckuMm KoMUTETOM No cTaHaapTusaumm TK 702 «Poccuiickaa cucteMa KadyecTsay

3 YTBEPXJEH 1 BBEOEH B AEWNCTBWUE Mpukazom PenepansHOro areHTCTBA Mo TEXHWYECKOMY pe-
rynupoBaHuie U metponoruun ot 11 nioHsa 2024 r. Ne 760-cT

4 BBEOEH BMNEPBbLIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHsl 8 cmamse 26 @edepanbHO20 3aKOHA
om 29 uwoHsa 2015 2. Ne 162-®3 «O cmaHdapmus3ayuu 8 Pocculickol ®edepayuu». MHpopmayus ob u3-
MeHeHUsX K HacmosuwieMy cmaHO0apmy rnybrnukyemcs e exes00HOM (M0 COCMOSAHUK Ha 1 AHeaps meKyuieao
2o0a) uHghopmayuoHHOM yKazamene «HayuoHansHble cmaHOapmbiy, a oguyuanbHbil MeKkcm usmMeHeHul
U ronpasoK — 8 eXeMecAaYyHoM UHOPMayUOHHOM ykaszamerne «HayuoHanbHbie cmaHdapmel». B cryvae
nepecmompa (3aMeHbl) unu ommMeHbl Hacmosuje2o cmaH@apma coomeemcmeyrouwee ygedomneHue bydem
onybnukogaHo 8 6ruxalwemM 6bINyCKe eXeMecsyHO20 UHGOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsl». Coomeememaeyiow,as UHGhopMayus, yeedoMIeHUe U MeKCmbl pasMewalomcs makxe 8 UH-
gopmayUuoHHOU cucmeme 06wea0 Noab3o8aHUss — Ha oghuyuansHoM calime PedepasibHO20 azeHmcmea fno
MexHUYecKoMy peaynuposaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayumny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpPOU3BEOEH, TUPaXXMNPOBaAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3peleHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

Poccuiickas cucTema KadyecTBa
MOBWUIbHBLIE MPUNOXEHWUA 0N CMAPT®OHOB
MoTpebuTenbckne UCNbITaHUA

Russian quality system. Mobile applications for smartphones. Consumer testing

Oara BeepeHuna — 2024—12—01

1 O6bnacTb NnpUMeHeHUs

HacToslui cTangapT pacnpocTpaHsieTcs Ha MOBUMbHLIE NPUNOXKEeHUs ANsA cMapT(OHOB (ganee — Mo-
BunbHLIe NPUNOXEHUs) U ycTaHaBnueaeT TpeboBaHWA K NokasaTenam KadecTsa, onpeaensemMsIM npu notpe-
BUTENbCKUX UCNbITAaHUAX B cooTeeTcTBMM ¢ TOCT P 54941,

HacToawmin cTaHgapT He NPUMEeHSIOT B LenaxX NpoM3BoAcTBa U 0643aTenbHON OLIEHKUM COOTBETCTBUSA
MOBUNEBHLIX NPUMOXEHWIA.

2 HopmMmaTtuBHbIE CCbINIKK

B HacTosLwwem cTaHgapTe UCNONb30BaHbl HOPMATMBHLIE CChINMKU HA cnefylolue cTaH4apThl:

FOCT 28806 KauecTBo nporpamMHblx cpeacTs. TepMuHbl U onpegeneHns

FOCT P 702.0.001 Poccuiickasa cucteMa kadyectea. Cuctema ctanHpgapTtoB. ObLiMe nonoxeHus

FOCT P 54941/PykoBopcteo MCO/M3K 46:1985 CpaBHUTENBHBIE UCTBITAHUS NOTPEBUTENLCKUX TOBa-
POB N CBA3aHHbLIX C HAMMK ycnyr. Obuwme npuHLMnbI

FOCT P 56920 CucteMHas 1 nporpaMMHas UHxeHepusa. TecTUpoBaHWe nporpaMmmMHoro obecnevyeHus.
YacTte 1. NoHATua 1 onpegeneHuns

MpumedyaHue — [pu NONb30BAHUM HACTOALLMM CTAHAAPTOM Lienecoobpas3Ho NpoBepuTs AEWCTBUE CCbINoY-
HbIX CTAHAAPTOB B MH(OPMAaLWMOHHOW cucTeMe OBLLEro nonb3oBaHus — Ha othMUMansHOM canTe PefnepansbHOro areHT-
CTBa MO TEXHWUYECKOMY PErynnpoBaHWio U METPONOriK B ceTn MHTEpHET UM No exeroqHoMy MHOOPMALIMOHHOMY yKa3a-
Teno «HauyuoHansHsIe CTaHAapThI», KOTOPbIM onyBnuKoBaH No COCTOAHUIO HA 1 AHBAPA TEKYLLEro rofa, W Mo BbiMyckam
EXEeMeCcA4YHOro MHOPMaLMOHHOTO ykasaTens «HauuoHanbHble CTaHOapThl» 3a TeKyLUMiA rog,. Ecnn 3ameHeH CCbInoYHbINA
CTaHOapT, Ha KOTOPbIA AaHa HeaaTMPOBaHHas CCbIMKa, TO PEKOMEHZYETCH UCMNONb30BaTh AENCTBYIOLLYI0 BEPCHIO 3TOTO
cTaHaapTa C YY4eTOM BCEX BHECEHHbIX B JaHHYI BEPCUID W3MEHeHW. Ecnu 3aMeHeH CCbinoyYHbIA CTAHOAPT, Ha KOTOPbIN
[laHa JaTWpOBaHHas CCbINka, TO PEKOMEHAYETCS UCMONb30BaTh BEPCHIO0 3TOM0 CTaHAApTa C yKa3aHHbIM BbILLE FOOOM yT-
BepkaeHust (NpuHATUA). Ecnn nocne yTBep:KOeHWs HaCTOsLLero cTaHAapTa B CCbIMOYHbIA CTAHAAPT, HA KOTOPbIM AaHa
[LaTVpOBAHHARA CChiNKa, BHECEHO W3MEHEHWE, 3aTParMBaioLLEee NOMOXEHNE, Ha KOTOPOE A@Ha CChIMKa, TO 3TO NOMOXEHWE
peKOMeHAYEeTCA NPUMEHATL BE3 yueTa AaHHOMo U3MeHeHWs. Ecnm cebinoyHbIi cTaHaapT oTMeHeH 6e3 3ameHbl, To nono-
KEHWE, B KOTOPOM [aHa CChIINKa Ha HEero, peKoMeHAyeTCs NPUMEHSITE B YacTW, He 3aTparMBatoLLeid 3Ty CCbINKY.

3 TepmuHbI 1 onpegeneHns

B HacToswem cTaHgapTe npuMeHeHbl TepmuHel no MOCT 28806, TOCT P 702.0.001, TOCT P 56920, a
Talke cnefylowme TepMUHbI C COOTBETCTBYIOLWLMUMK onpedeneHusiMn:

3.1 cmapTtdpoH: MobunbHbIA TenedoH C CeHCOPHbLIM 3KPaHOM, OOMOMHEeHHbIA (YHKLWOHANEHOCTEI0
KapMaHHOro nepcoHanbHOro KoMnbloTepa.

MapaHune ochbuumnansHoe
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3.2 nnaHwer (NMaHWeTHbIA KoMNbloTep): MNopTaTUBHbLIA KOMMNBKTEP C CEHCOPHbLIM YNpaBreHneM, no-
3BONAKOLWMIA B3aMMOAENCTBOBATL C AUCNIIEeM Npu NOMOLLM CTUIyCca UK nanbLues.

3.3 yMHBIe Yyachl: KOMNakTHLIN NepcoHanbHbIA KOMMNBIOTEP, UMEKLMA TUMopasMep Hapy4yHbIX 4acos.

3.4 nnardopma: OnepaumoHHas cuctema, pabortatoLlas Ha MOBUNBLHOM YCTPOWCTBE.

3.5 wTaTHbIA pexum pabotbi: KoppekTHOe U cTaHOapTHoe (PyYHKLMOHMPOBaHME YCTPOMCTBA U (1nu)
nporpamMmmMHoro oGecneyeHuns, yCTaHOBNEHHOIO Ha YCTPONCTBE.

3.6 mobBunbHoe npunoxeHwue: MNporpammHoe obecnedyeHue, NnpeaHasHadeHHoe Ans paboTel HA cMapT-
cdhoHax, nnaHweTax u Apyrix MoburbHbIX YCTPOWCTBAX.

3.7 nporpamMmMmHbIN MHTepdeirc npunoxeHua; APl: MHTepdeic asToMaTU3MPOBAHHOIO B3auMogen-
CTBUSA MeXOy paznuyYHbIMKU MHPOPMAaLWOHHBIMW CUCTEMaMK, NpeacTaBnawwuii cobolt Habop roToBLIX KNnac-
COB, Npouenyp, yHKUWIA, CTPYKTYP M KOHCTaHT, NpefocTaBnseMblX NPUNoXeHWemM Unu onepaunoHHoOW cucte-
MOW NS MX WCMNONb30BaHUA BO BHELLUHWUX NPOrpamMMHbIX NpoayKTax.

3.8 KOHTeHT: VH(opmMaLMOHHOE HanonHeHwe (TEKCT, M3o0bpaxeHuns, BUOEO, ayauo U ap.), agpecosaH-
HOE MoNb30BaTENsM MHPOPMALMOHHBIX MPOAYKTOB HAa MOBWUIBHBIX YCTPORCTBAX.

3.9 reogaHHble: MHdopmauma o reorpamyeckoM MeCTONONOXEHUW, XpaHdwasica B hopmaTte, KOTO-
pbIfi MOXeT OblTb MCNOMNb30BaH B reOMHMOPMALIMOHHBIX CUCTEMAX.

3.10 SD-kapta: Bug kapt namstu (rew-namaTte), pazpaboTaHHbIA ONS UCMOMbL30BaHMA B NOPTATUB-
HbIX YCTPOWUCTBAX.

3.11 cHUMOK 3kpaHa: M3obpaxeHne, Nony4eHHoOe YCTPONCTBOM M MOKasbiBalLwee B TOYHOCTU TO, YTO
BUOWT NOSb30BaTeNb Ha akpaHe MoOWIbHOMo yCTponCTBa.

3.12 opmeHTauuna akpaHa: CocTosiHME pacnonoXxeHus MoBUINLHOrO YCTPOWCTBA B MPOCTPAHCTRE; DbI-
BaeT NOPTPETHON (YCTPOWCTBO PACMNONOXKEHO BEPTUKAmNbHO) U anbboMHOM (YCTPOMCTBO pacnonoXeHo ropu-
30HTankLHO).

3.13 crartyc-naHenb: VIHbopMaunoHHasn naHens B BEpPXHEW YacTi gucnnes MobunbHOro ycTponcTea,
Ha KOTOpOI oTobpaxkaeTcs BaxkHas MHopmauns 06 yCTPOMCTBE U TeKyLen okpyxatowen obctaHoBke (Bpe-
M$, 3apaf akkyMmynsaTopa, ypoBeHb NpuemMa cUrHana v MHble napameTpbl).

3.14 BcTpoeHHble NOKYNKW: LiMdpoBble MOKYMNKW, KOTOPLIE COBEpLUaKTCH BHYTPW YCTaHOBMEHHOro
npunoxeHus 6e3 HeobxoAMMOCTK NoceLars OHMNANH-MarasmH NPUNOXeHUn.

3.15 yBepgomMmneHre mobunsHoro npunoxeHus: BenneiBarllee oKHO Ha 3KkpaHe MOBUMBLHOMO YCTPOR-
cTBa, KoTopoe coobLiaeT 0 BaXKHOM cOBbITUM U/MMNKM OBHOBNEHMWN.

3.16 BUAXeT MoOUNbHOro npunoxeHus: Mogynb nporpamMmmbl, NpegHa3HavYeHHbli Ans oTobpaxeHus
OCHOBHOI MHhOpMaUUKU M/unu paboTbl ¢ OCHOBHOW (PYHKLUMOHAMBHOCTLIO NpUnoxKeHuss 6e3 HeobxogMMocTK
ero 3anycka.

3.17 mara3auvH mobunbHbIX npunoxeHun: OHNanH-pecypc, NO3BONSAOLWNA NONL30BATENAM MOBUIbL-
HbIX YCTPOWCTB CKa4YMBaTh U NpuobpeTarb UMPOBOMA KOHTEHT B BUAE MOBUMBHLIX MPUNOXEHWA ONS YCTaHOB-
KW M UCMONb30BaHUA Ha MOOWIBHLIX YCTPONCTBAX.

3.18 pykoBogcTBO: [JMpeKTUBa NN peKoMeHOaTeNbHbIN JOKYMEHT, OMUCLIBAKLLNNA OCHOBHbIE 3TaloH-
Hble MPUHLKMLI MPOEKTUPOBaHMA U pa3paboTku MOBUMNBEHOTO NPUNOXEHWA ONS KOHKPETHOM NnaTgopMbl.

3.19 vHcdopmaUuMOHHAA 3KONOrMYHOCTL: CnocobHOCTE MOBUNBHOIO NPUNOXEHUA pacnonaraTe pe-
3ynkTaTthl Bbigauu B 6e3pasMepHbIX CNMCKaxX B TakoM nopsake, 4Tobbl cHayana onpegeneHHoOMY Mornb30Ba-
TEen AeMOHCTpUMpoBanack Hanbonee nonesHas Ans Hero UNu xenaemasa MHOOPMaLUKUA, OCHOBAHHAA HA ero
npegnoyTeHnax (yKkasaHHbIX B BUAEe NapaMeTpoB M KpUTEpPMEeB), M NUlb NMOTOM BCS OCTanbHasa B Mopsgke
yOblBaHMSA MPOrHO3MPYEMOIi MONe3HOoCTU.

4 Tpe6oBaHUA K MOOMNBHLIM NPUNOXEHUAM, onpeaenaemMbie
npu npoBeAeHUU NOTPEOUTENLCKUX UCNbITAaHUA

4.1 TpeboBaHMA K PYHKLUUOHANBHOCTU MOBUNLHLIX NPUIMOXEHUNA

4.1.1 MobuneHoe npunoxeHue OomkHO o0bnagaTte Bcel PYHKLMOHAMNbHOCTBIO, YKa3aHHOW B ONUCaHUK
W Ha3BaHWW MPOrpaMMHOro NpoaykTa, n3obpaKeHHOW Ha CKPUHLLOTaX M NPOAEeMOHCTPUPOBAHHON B AEMOH-
CTPauNOHHOM BUOEO.

4.1.2 MNnatHoe MoBWNbHOE NPUMOXKEHWE OOMKHO MMETbk BO3MOXHOCTbL GecnnaTtHoro npobHoro osHa-
KOMINEHMS BHE 3aBUCUMOCTM OT DU3HEC-MOENM ero pacnpocTpaHeHus.
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4.1.3 Mob6unbHoe NpUNoXeHue, MMelLLee BCTPOEHHbIE MOKYNKW, JOMKHO UMETb MHCTPYMEHT BOCCTa-
HOBMEHMWS BCTPOEHHLIX MOKYMOK, NO3BONAIOWUA NPKU NepeycTaHoBKe Unv 0GHOBMEHWN NPUIOKEHUS BEPHYTh
LOMONHUTENBHYIO (pacluMpeHHy) YHKLUMOHANBHOCTb, MPUOBPETEHHYHD paHee.

MpumedyaHne — Cm.[1].

4.1.4 MNMonb3oBaTenk MoOBUMNLHOIO NPUNOXEHUs OOMMKeH BbiTh NpeaocTaBneH BuIDOP MecTa XxpaHeHus
OaHHbIX: B 0obriayHoMm xpaHunuile (npu obazatenbHOM BbINONHeEHUW Tpeboeanuin 4.4.1 n 4.4.2), B naMaTu
ycTpoicTBa unu Ha SD-kapTe, ecnun 370 BO3MOXHO Ha KOHKPETHOM CMapTgoHe.

4.1.5 MobunbHoe NpUNoXKeHNe SOMKHO NoALEPKMBaTh CEPBUCHI M PACLUMPEHKS NNaTdOPMbl, COOTBET-
CTBYIOLLME LIeneBOoW PYHKLNOHANLHOCTU MPUNOMKEHNS.

4.1.6 MobunbHoe NpUNoXeHUe OOMKHO NOAOEPXKMBATE Kak MOPTPETHYH, Tak U anbboMHY OpUeHTa-
LK1, ecnu 370 LienecoobpasHo.

4.1.7 MobunbHoe NpUNoXeHue OOMKHO MMETh PYHKLUMOHANBHOCTE MO OYUCTKE Kella W 3arpyKeHHbIX
channos.

4.1.8 MobunbHble MPUNOXKEHWUS, KOTOPbIEe WMEKT ayaMOCOMPOBOXKAEHWE, He [OSHKHbI MPOWTPbIBaTh
ayOUOKOHTEHT MpW 3abrOKMPOBaHHOM WITM BbLIKMIOYEHHOM gucniee, Ha AOMallHeM 3KpaHe WM BO BPEMS
MCNONb30BaHUS APYTMX NPUMOXEHWUA, TOMBLKO ecli 3TO HE OCHOBHAas MYHKLMOHANLHOCTL npunoxeHus. Kor-
Ja NpuUroXeHWe OTKPbIBAETCH BHOBb, BOCMPOM3BEAEHUE OOIMKHO NMbo BO30BHOBNATECS, NMBO npunoxeHue
OOMKHO YKa3bIBaTb, YTO BOCMPOU3BEAEHUE NPUOCTAHOBMEHO.

Mpumeuvanune — Cwm.[2].

4.2 TpeboBaHuMA K yaob6CcTBY MCNONb30BaHUA MOBUNBLHLIX NPUNOXEHUIA

4.2.1 MobunbHoe NpUNoXeHWe OOMKHO MMETb MOHATHYID W MOTMYHYI0 CTPYKTYPY, COOTBETCTBYIOLLYIO
TpeboBaHuam 4.2.2—4.2.5, 6bITb MAKCUMAaNbHO NPOCTLIM W NOHATHLIM B UCMOMb30BaHWM.

4.2.2 KonwyecTBO HAaBUIraLWOHHLIX LUAroB, HeoBbXooMMbIX A4S AOCTYNa K onpefeneHHon yactu nHdop-
Mauun, JOMKHO BbITb MUHUMANBHBIM.

Mpumeuyanune — Cwm.[3].

4.2.3 [lomawHasa cTpaHuua MobunbHOro NPUNOXKEHW 4OMMKHA NPefoCcTaBnsaATb NpsaMoi goctyn (T. e. 6es
HeobxoaMMOoCTK CoBepLUaTh HaBUraLMOHHbIE LWark) Kk ocobo BaXXHOW UMM YacTo MCNonb3yemMoil MHdopmaumn
NI DYHKUNAM.

MpumevaHnune — Cwm.[1], [3].

4.2.4 HaBWrauMOHHbIE CCbISIKM OOIKHbI 0603Ha4YaTbCs 3HAKOMbLIMW MOSb30BATENID TepMmnHamMn, OCHO-
BaHHbIMW Ha ero O6LL[VIX 3HaHWAX, Npeabigyliem onbite pa6OTbI B obnactu NMPUINOXXeHUA Unn onbiTe MCNnonb3o-
BaHUA APYTriX I'IO,EI,OGHbIX CUCTEM.

MpumeyaHune — Cwm.[3].

4.2.5 MobunsHoe MpUNoXeHne OOMKHO MCMOoNb30oBaTk CTaHAApTHblE HABUrALMOHHBIE KOMMOHEHTHI
nnaTopMbl (HABUraLUMOHHLIE NAHENW, SNEMEHThI YNpaBrneHUs cTpaHuUuamu, NaHeny BKNaaok) U He MeHsTb
CHUCTEMHbIE HaBUraunoHHble doyHKUMKW. Ecrin nnatdopma nogaepxmBaeT KHOMKy «Hasag», HaxaThe Ha Hee
BCerga AOIMKHO BECTW Ha npeabigylini skpad. Ecnv nnatdgopma nogaepxkueaet KHOMKy «JoMoi», TO Haxa-
TWE Ha Hee Bcerga JOMMKHO BECTW Ha AOMalLHWA 3KpaH ycTpoKcTea.

MpumeyvyaHune — Cwm. [1]— [4].

4.2.6 MobunbHOe NpuUnoXeHWe OOMKHO COOTBETCTBOBATEL PYKOBOACTBAM (pekoMeHaauusam) no amaam-
HY 1 yoobcTBy nonb3oBaHus nnatdopmoi, Ans paboTel HA KOTOPOW OHO co3aaHo. MobunsHoe NpunoxeHue
ansa nnatdopmel iOS gonkHO COOTBETCTBOBATL pyKOROACTBaM Apple, a MoBunbHOe NpuUnoXeHue Ans onepa-
LWOHHOW cucTemMbl Android gomKkHO COOTBETCTBOBATh pykoBoAacTeBam Google.

Mpumeuvanne — Cwm.[3], [4].

4.2.7 YsegomneHus mobuneHOro NPUNOXKEHWA LOMKHbI COOTBETCTBOBATL PYKOBOACTBAM NraTdopMbl 1
cofepXaTh MOMEe3HY W BaXKHYH ANA NONb30BaTens MHopMaLumio.

4.2.8 MobunsHoe MpunoXxeHWe OOIMKHO WCMOMNb30BaThk CTaHAAPTHLIE KECTbl NNaTopMbl: HaxaTtue
(Tap), nponaeonbHLIA NepeHoc (Drag), ropusoHTanbHeIA NepeHoc 3a npegensl akpaHa (Flick), ropusoHTans-
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HbI NepeHoc B npefenax akpaHa (Swipe), asoiHoe Haxatune (Double tap), nepemelueHne OByx nanbLeB B
pasHble CTOpOHbI Mo gnaroHanu (Pinch), Haxatue ¢ ynepxanuem (Tap and Hold), BcTpssixuBaHve yCcTponcTBa
(Shake). B npunoxeHusx nog iOS gomkHa ObITe peanusosaHa nopaepxka 3D Touch. Mpu aTom cnegyet He
npuberaTtb K UCNOMNb30BAHMIO CTAHAAPTHbLIX XECTOB ANA BbINOMHEHWA HECTaHOAPTHbLIX OEACTBUNA.

MpumeyvyaHue — Cwm. [1], [4].

4.2.9 Ecnu nonb3oBaHne MoGUNbHbIM NpuUnoXeHnem NnoTeHUnanbHO MOXET Bbl3BaTb TPYOAHOCTU Y MNMOJb-
3oBarenen, To npu NepeBoM 3anycke nNpunoXeHnd cnenyet JeMOHCTPpUpPOBaTh KOPOTKYH MHCTPYKUWKO MO MoJib-
30BaHNKO NPUINTOXKEeHNEeM, K KOTODOFI nMmeeTcAa BO3IMOXHOCTb BEPHYTLCA B OanbHeuwem.

Mpumeyanne — Cwm. [4].

4.2.10 MobuneHoe NpunoXeHne He AOMKHO CKpbIBaTh CTaTyCc-MaHens onepauyMoHHOM CUCTEMEI, 3a UC-
KIMHOYEHWEM TEX CIy4yaer, KOrga Nonb30BaTenbCKUin onbIT 6e3 Hee BydeT nyulle (Hanpumep, NpUnoxeHue,
MoKaskbIBalLLEe BPEMS UMK UHbIE NApaMeTpbl CTATyc-NaHENW B paMKkax CBOEW PYHKLMOHANBHOCTKU, UM MO-
BunbHasa urpa).

4.2.11 lNpegHasHadeHne U OYHKUMW BCEX 3KPAHOB, KHOMOK, (DOPM, NPeaynpexneHuin U 3ByKOB JOITKHbI
ObITb OAHO3HAYHO TPaKTyeMbl NONb30BaTENAMM.

4.2.12 MobuneHoe NpunoXeHne 4OMKHO AEMOHCTPMPOBAaTh MNOMb30BaTENSIM TOMBKO HeOBXoAUMYo O4Ns
BbINOMHEHUA 3a4a4 MHopMaunio.

4.2.13 VMHdopmauus, oeMOHCTpUpyemMas MoBUMNbHBIM NPUNOXKEHUEM (B TOM YMCMeE BOMPOChI, CUCTEM-
Hble cooBLLeHnsa 1 pe3ynbTaThl AENCTBUIA), AOMKHA BbITe NOHATHA W OAHO3HAYHO TPaKTyeMa.

Mpumevyanune — Cwm. [1].

4.2.14 CoobuweHus ob owmnbKkax, AeMOHCTpUPYyeMble MODMITBHBEIM MPUITOXEHWEM, OOMKHBI Npegnaratb
nyTM peleHns npobnembl UKW COAEPXaTb CCbIIKM Ha COOTBETCTBYHLLME pasfenbl Nofb30oBaTeNlbCKOA MH-
CTPYKLIMU.

MMpumeyanHume — Cwm. [1].

4.2.15 MobunbHoe NpunoXeHne JOMKHO cogepXaTb pazaen «lomMowb», B KOTOPOM NoSib30oBaTenb MO-
XKET OOMOJNTHUTENLHO Y3HaTh, Kak pabotatb ¢ MOBUIMbHLIM MPUIOXKEHUEM W KaK MCMONb30BaTh ero yHKLWK.
Pasnen «lMomolb» gormkeH BbiTb 4OCTYNEH U3 OCHOBHOIO MEHH0 MPUMOXEHUS UMK Nerko HaxoaAuThCs B NErko-
OOCTYMHOW U BUAMMOWN NOMb30BaTENAMM YaCTU 3KpaHa nNporpamMmMHoro npoaykra.

4.2.16 MobunsHoe NpunoxeHue OOMKHO coepxaTb pasgen «O NpunoxeHuu», rae OOMKHbI BbiTh yKa-
3aHbl Ha3BaHWe MOBUNLHOMO MPUIOXEHUS, ero TeKyllias Bepcusi, aBTOpbI-pa3paboTyMKM U UX KOHTaKTHblE
OaHHble.

4.2.17 MobunbHoe NpunoxeHne AOMKHO UCMNOMNb30BaTh BECh 3KpPaH YCTPOMCTBA B 00enX OpueHTaLunsx.
Ecnu B 3aBUCMMOCTM OT OpUeHTauuu NpuUnoXxeHwe npegocTaBnaeT pasnuyHble PyHKUMOHAaNbHbIE BO3MOX-
HOCTU, TO OHO JOIBKHO NpeaynpeanTs 06 3TOM NonbL30BaTens BO BpeMs CBOEro NepBoro 3anycka npuv noMoLLu
KOPOTKOW HarmagHom MHCTpykumn (cm. 4.2.10).

4.2.18 OcHoBHas MHgopMaLua MoOBUNLHOMO NPUNOXEHUA O0IKHA BbiTh OTNIMYMMA OT MaTepuanos pe-
KNamHOro Unun gpyroro, He OTHOCSILLErocs K OCHOBHOW TEMaTUKe NPUMOXeHUs, Xxapakrepa.

Mpumeyvyanmne — Cm. [2], [5].

4.2.19 Bce anemeHTbl MHTEpdeinca MobUNbLHOIO NPUNOXEHUS OOMKHbI DbiThb TAakoro pasmepa, 4Tobbl
Nnonb30BaTerNb MOr OAHO3HAYHO Ha)aTbk Ha HUX, He nNpuberas K UCNOMNb30BAHWKD MHTEPaKTUBHOIO yBEMNWUYM-
TENbBHOrO CTEKNAa M aHaNoOrMYHbIX CPEACTB.

MpumeyvyaHue — Cwm. [3], [4].

4.2.20 ﬂpm MNCNONnb30BaHMM 3KpaHa-3aCTaBKM UMK BCNIbIBAKLWEro OKHa peknamMHOro Xxapaxkrtepa gork-
Ha npegnaratbCA o4eBMaHaA HaBUrauMoOHHas onunAa no ero nponycky bea HEO6XO,£|MMOCTM OXNOaHUA.

Mpumevyanne —Cwm.[1].

4.2.21 Ecnu Ha OCHOBe BBeOeHHOro 3amnpoca B NMOWCKOBYHO CTPOKY MPUNOXeHus He BbiNo nony4yeHo
pesynsTaToB, AOMKHbI NPeaoCcTaBNATLCA NPeanoxeHns ans opMynupoBaHus 3anpoca Gonee TOYHbLIM 06-
pasom.

MpumeyvyaHnne — Cm.[1].
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4.2.22 MobunbHoe nNpunoxeHne OOMKHO KOPPEKTHO paboTaTh CO BCEMW NOOAEPKNUBAEMbIMM A3bIKAMMK
1, ecnin 3To HeobxoaMMo, NO3BONATL NONb30BaTEN BbIGMPAaTh A3bIK.

4.2.23 Tpu BbiGope 0OHOMO U3 NOAAEPKMBAEMbIX I3LIKOB MOBUMLHOE NPUMNOXEHWE OOMKHO UCMNOMb30-
BaTb hopMaT OaT, BpEMEHU, Hedenu, BantoTy, eAUHNLLI M3MEPEHUS U T. ., COOTBETCTBYIOLLME CTpaHe A3blka.

MpumeyaHne — Cwm.[2].

4.2.24 MobunbHoe NpUNoXeHve, peanM3yeMoe B pPOCCUACKOM CErMEHTE Mara3uHa NpunoXeHuin, 0OmxK-
HO OblTb Ka4eCTBEHHO PYCUPULMPOBAHO: MMETb MPAMOTHbIN M KOPPEKTHLIA NEpPeBOS Ha PYCCKUA S3bIK BCEX
3MNEMEHTOB MHTEepdenca, Npy 3ToM cam MHTepdenc (KHonkv, hopmMel 1 T. 4.) LoMmKeH BbITe aganTMpoBaH nog
OTTMHY PYCCKOSI3bIYHbIX CMOB B 06eMX OpueHTaunsx yCTporCcTBa.

4.2.25 MobunbHOe NpUNOXeHNe OOMKHO ObiTe a4anTUPOBAHO ANF NOMb30BAHUA NOAEMW C OFpaHUYEeH-
HbIMK BO3MOXHOCTAMU [peanv3oBaHa nonHasa nogaepxka AMHaMu4eckoro wpudTa (Mnu B NpUnoXeHUn ectb
coBCTBEHHbIE HACTPOWKM pa3Mepa WwpudTa) 1 ronocoBoro BBOAA/yNpaBrieHus; ecnu npucyTCcTBYOT BUAEO-
KOHTEHT WK ayano3annucu — MMeeTcsl BO3MOXHOCTL 0ToDpaxeHusa cybTuTpoB).

4.2.26 MobunbHOE NpUNOXeHWe AOMKHO NPeaocTaBnATh Nonb3oBaTenamM bonbluve 0bbeMbl MHMOP-
MauuKu (opraHM3oBaHHble B Buae Ge3pasmepHbiX CMMCKOB) COMMACHO MPUMHUUMNY «UMH(OPMaLMOHHOW 3KOMO-
TMYHOCTW», €CMU 3TO BO3MOXHO U LienecoobpasHo: Noka3biBaTk B NEPBYK O4Yepenb Xernaemyw u Haubonee
NOAXOASALLYI0 KOHKPETHOMY NOMbL30BaTEN MHOPMALUIO M NULLE NOTOM OCTanbHyk. Hanpumep, npu noMoLyn
napamMeTpoB paclUMPEHHOro NOUCKa.

4.2.27 MobunbHoe npunoxeHWe OOMKHO MMEeTb 3aliMTy OT Mofb30BaTenbckux owmnbok. MobunsHoe
NpunoXxeHne, NpegHasHavyeHHoe 4N paboTel C TEKCTOBBIMK, rpathM4ecKMMn U UHBIMW pegakTupyeMbiMu 4O-
KYMEHTaMW, JOMTKHO MO3BONATL OTMEHUTL KaK MUHUMYM NocreaHee AelcTBUe, CBA3aHHOE C PYYHbIM BBOOAOM
UMW pefakTUPOBaHWEM OaHHbLIX, COBEpPLUEHHOoe nonb3oBaTenem. MoburnsHoe NpunoXeHWe OOIDKHO npeay-
npexaartb Nonb30BaTens O NOCNeacTBUSX ero AeWCTBUIWA, eC TAKOBble HOCAT CEpPbe3HbIA U HeobpaTUMBbIR
XapakTep, U cnpaluBaTe NOATBEPXKAEHWE Nepes BbINOMHEHWEM TaKUX OeACTBUA (HAanpumep, Npy yaaneHum
OaHHbIX).

Mpnmevanue —Cm.[1].

4.3 Tpe6boBaHMA K NPOM3BOAUTENBLHOCTU U HAOEXKHOCTU MOBUMNbHLIX NPUIOXKEHUN

4.3.1 O6beM namaTu, 3aHUMaeMblil MOBUNBHBIM npunoXxeHnem, O0OIxeH BbITb MMHUMANBHO BO3MOMX-
HbIM U OnpaBAaHHbIM.

4.3.2 MobunsHoe npunoXxeHwe JOMKHO YBEeOOMNATE NONb3oBaTenda 0 JONroMm BpemMeHu 3anycka. Ecnun
npunoXxeHue 3anyckaeTcAa AoNblle 5 ¢, OHO JOMKHO MoKasbliBaTb MHAWKATOP 3arpy3ku mnm COO6LI.EEHI/IFI, KO-
TOpkIE VIHCDODMMpyI-OT nornb3oBaTensd 0 BpeMeHW, OCTaBlWeMcA 00 MOMeHTa OTKPbLITUA NMPpUNoXeHnd, Unn o
nporpecce OTKPbITUA NPUNOXEHNA.

MpumeyaHmne —Cwm.[1].

433 CKOpOGTb paﬁOTbl MoBunsHoro NMPUNOXeHnA He OOJMKHA HEraTMBHO CKa3blBaTbCA HA MNMONb30Ba-
TENbCKOM OnbiTe, T. €. OHa O0JTKHa ObITh npwemnemoﬁl ONA BbINOMHEHWA 3a4ady W OOCTWXKEHUS uenewn, gns
KOTOPBIX CO34aHO NpUnoXeHwe.

Mpumeyanune — Cm.[1].

4.3.4 MobuncHoe npunoxeHwe OOIXKHO OCYLWeCTBNATL BU3yalibHble Nnepexoabl Mexay OTOGpa)KeHMEM
ﬂOpTDETHOFI 1 anbboMHo opueHTauummn bes 3afepxeKk n npoﬁneM, CBA3aHHbLIX C X Bmayanmsauweﬁ.

MpumeyaHue — Cm.[1].

4.3.5 MobunbHOEe NpuNoXeHne OOMKHO KOpPeKTHO paboTtaTk Ha BCex NogaepKMBaeMblX BEPCUAX MO-
BuneHoOM NnatdopMbl ¢ y4eToM ee ocobeHHOCTEN 1 cneundukaymii 6e3 HeoKWOaHHbIX 3aBepLUeHniA paboThbl
(«nageHni») n yuiepba ons oCHOBHOM hYHKUMOHANBHOCTH.

MpumeyvyaHune — Cm.[1].

4.3.6 MobunsbHoe MpUnoXKeHue OOIMKHO KOPPEKTHO paboTaTh Ha BCeX YCTPOWCTBAX, YKasaHHbIX Kak
noadepXKMBaemMble, ¢ Y4eTOM WX annapaTHbiX 0cobeHHOCTeln U cneunduKaumili BHe 3aBUCUMOCTU OT MecTa
yCTaHOBKM (B namsATu TenedoHa unu Ha SD-kapTe, ecnu 3T0 NOAAEPKUBAETCA YCTPOWCTBOM).

Mpumeuvanne — Cwm.[1].
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4.3.7 MobunbHoe NpunoXeHne He JOMKHO «NafaTb», «3aBucaTbh» WM AeMOoHCTpupoBaTh nboe apy-
roe HecTaHgapTHoe NnoBefdeHWe MpPu MHOTOKPaTHOM GLICTPOM HaXaTuW Ha Kakyl-nubo obnacTb akpaHa, a
TaKKe Mpu HaxaTuK Ha HecKonbKo obnacTen sKkpaHa OAHOBPEMEHHO.

MpumeyvyaHue — Cwm.[1].

4.3.8 MobunbHoe NpunoxeHwe OOMKHO oTobpaxaTk rpaduky, TEKCT U Apyrie 3MeMeHThl Monb3oBa-
TenbLCKOro UHTepdeinca 6e3 3aMeTHbIX UCKaXKEHWA, pa3MbITOCTY UMW NUKCENU3aLnn.

Mpumeyanne — Cwm.[1].

4.3.9 PacnonoxeHue v pasmep 3NeMeHTOB MNoMb30BaTeNbCKOro MHTepdenca AoMmKHbl ObiTb KOPPEKT-
HBIMW Ha BCeX MOAAEePKMBAEMbIX YCTPOMCTBaX, pa3mepax gucnnes v B obenx oprveHTaunsx MOBUMbHOrO
yCTpOWUCTBA.

Mpumeyvyanmne — Cm.[3], [4].

4.3.10 lMpw Bo306HOBNEHUM paboThl MOBMNBLHOIO NPUNOXKEHWA NOCME BbIXoAa YCTponcTea n3 3abnoku-
POBaHHOIO pPEX1Ma UMM NOBTOPHOTO 3anycka U3 MeHK HedaBHUX MPUIOXKEHUA OHO OOMKHO BOCCTAaHABNMBATb
COCTOSIHWME, MakcumarnbHo Brvakoe K TOMY, HA KOTOPOM npunoxexue Bbino nepeBedeHO0 B (DOHOBLIA PEXNM
(OomKHa NpofgomKkaTeCs CyLEecTBYOWas, a He Co34aBaThCs HOBas CECCUA, ECIIM 3TO BO3MOXKHO).

Mpumeyanne — Cm.[1].

4.3.11 Ha xoppekTHoCTN paboTbl MOBUIBHOMO MPUINOXKEHUA He OOIMKHbI CKasblBaTbCs BHELUHWE Mnpe-
pblBaHUA: BXOASALMNE YBEAOMIEHWUS, 3BOHKU, OTKIMHOYEHUSA YCTPONCTBA OT 3apsKW, OTKMYEHNE U BKIHOYEHUE
coToBown ceTn, Bluetooth, aBnapexuma, NMOHACC, GPS v agp.

Mpumeyvyanune — Cwm. [1].

4.3.12 MMpwn oBHOBMNEHUN MOBUNBbHOE NPUMNOXKEHWE OOMKHO 0becneyYynmBaTh COXPAHHOCTb BCEX MOMb30-
BaTENbCKUX OAHHBIX.

MpumeyvyaHue — Cm. [1], [5].

4.4 TpeboBaHMA K 6€30NaCHOCTU MOBUNBLHLIX MPUNOXEHUN

4,41 ﬁpOLI,E.'CCbI MCNONb30BaHMA W XpaHeHWA nepcoHalbHbIX OaHHbIX MOBUNbHBIM NnpuUnoXxeHnem
OOIMKHbI COOTBETCTBOBATL TDEGOBaHMHM cbep,epaanoro 3aKOHa [61 M NMPUHATBIM B COOTBETCTBMW C HAM HOpP-
MaTUBHbIM MPpaBOBbLIM aKTaMm.

MpumeyvyaHue —Cwm.[1].

4.4.2 Mpwu cbope nepcoHanbHbIX OaHHbIX pa3paboTunkyn MODUNLHLIX NPUNOXeHUn o0ba3aHbl obecne-
UYMTb 3aMUCb, CUCTEMATU3AUUI, HAKONINEHWE, XpaHeHue, YyTouHeHWe (0OHOBNEeHUe, U3MEHEHWE), U3BMNEeYEHNe
nepcoHanbHbIX OaHHBIX rpaxaaH Poccuiickon ®depgepaumm ¢ ucnonb3oBaHnemM 6az gaHHbIX, HAXOAALWMXCS HA
Tepputopun Poccuiickoin ®efepaummn, cornacHo dpegepanbHOMy 3akoHy [7] B 4acTu yTOMHeHUs nopsigka o6-
paboTKkK NepcoHanbHbIX JaHHbIX B UH(POPMAaLMOHHO-TENEKOMMYHUKALNOHHbLIX CETSX.

4.4.3 MobunbHoe npunoxeHue fomkHo TpeboBaTe abCoMOTHBIN MUHUMYM paspelueHid ons paboTobl
OCHOBHOW (PYHKLIMOHANLHOCTK (He TpeboBaTb OOHO3HAYHO M3OLITOYHLIX paspeLleHnil) u 0B6BACHATE NoMNb30-
BaTenaAm, ons yero TpebyroTca 3anpalumeaemele paspeweHusn. OcyllecTBNeHWe A0CTyNa MoBUnNLHOro npu-
noxeHua K TenedOHHOW KHUIe KOHTaAKTOB MOMb30BaTENsA BO3MOXHO NMpK cOBNoAeHUN MPUHLMNOB W YCMOBUNA
06paboTkn nepcoHanbHbIX AaHHbIX, T. €. MPW HANW4YMK NPaBOBbIX OCHOBaHWIA, yCTaHaBNMBAaKLLNX COOTBET-
CTBYIOLLYI HEOBXOAUMOCTE A5 JOCTMXKEHWUS KOHKPETHBIX, 3apaHee onpedeneHHbIX 1 3aKOHHbIX Lene.

4.4.4 MobunbHoe NpUNoXeHWe OOMMKHO MMETb OOHO3HAYHO TPaKTYEMYH NOMUTUKY KOH(bMAEHLManbHO-
CTU, KOTOPYH HEODXOOUMO Pa3MeCTUTL B MPUMNOXEHUA UMK ATk HA HEE NPSIMYHO CChIMKY B COOTBETCTBUM C [6].

Mpumevyanne — Cm. [8]—[10].

4.4.5 TonuTuka KoHpUAEHUWManbHOCTU MOBWNBHOMO NPUNOXEHUA AOMKHA U3BELLATb NONb30BaTENEN 0
TOM, K KaKUM NMUYHBIM CBEAEHUSM NPUIOXKEHWE NonyYaeT OCTYN, Kakne AaHHble cobupatoTea U nepegaroTces,
KakK OHW MCMONb3YKTCSA U XpaHATCS, Kak obecrnevvBaeTcs Mx 6e30nacHOCTb, a Takke KTO MOXeT MoyYnTh K
HWUM LOCTYMN B COOTBETCTBUMK C [B].
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4.4.6 lNonb3oBaTenbckoe cornaweHune, NonMTnKa KOHCbVI,EIEHLI,VIaJ'IbHOCTVI n apyrume gOoKyMeHTbl, C KOTO-
PbIMW O0MKeH COrmachTbCA Nonb3oBaTtesib, OOIMKHbl MMETh COKpalleHHY BepPCHhKO, B KOTODOP’I CCbOpMyJ'IMpO-
BaHbl CyLWWEeCTBEHHbIE YCITOBUA MPOCTbIM U OOCTYMHbIM A3bIKOM.

MpumeyaHne — Cwm.[8].

4.4.7 Ecnu npunoxeHve cobupaeT, coxpaHaeT unu nepegaeT NepcoHanbHble AaHHbIE, TO OHO JOIMKHO
obecneunBats 6e30MacHOCTL 3TUX OMepaLuii ¢ UCMONb30BaHWEM COBPEMEHHBIX HAAEXHbIX MeToLoB LWndpo-
BaHuWs 1 obecnedvBaTh Nepenaqy OaHHbIX MO 3alLMLLeHHoOMY kaHany (Hanpumep, npotokon HTTPS) ¢ ucnonb-
30BaHWeM METOOOB 3alUMThl OT NepexeaTta OaHHbIX B KaHane cBs3un (Hanpumep, SSL Pinning).

Mpumeuvanune — Cwm.[2], [8].

4.4.8 MNpunoxeHre O0MKHO MHMOPMUPOBATh Nonb3oBaTena o cbope ero nepcoHanbHbIX OaHHbIX, a
TaKKke NpefocTaBnsaTh BO3MOXHOCTb OTKa3a nonb3osartens oT cbopa aaHHbix. [onb3oBaTtens MoBMMLHOMO
MPUNOXEHUS OOMKEeH MMeTb BO3MOXHOCTh BUOETh U KOHTPONMWPOBAaTh CHOP CBOMX MEPCOHANbHBIX OaHHBIX
KoMnaHuen-paspaboTynkom. MpunoxeHue oMmKHO UMETh NMOHATHOE 0GBACHEHWE TOro, KaK Nonb30BaTen Mo-
MYT KOHTPONMPOBaTb CHOP NMepcoHanbHbIX AaHHbBIX U AOCTYN K HUM, a Takke yKasblBaTb, UCTOMNb3YETCA N UX
MHOpMaLUUs AnA peknamsbl.

MpumeuvaHnne — Cwm.[3].

4.4.9 MobunbHoe NpuioXeHne AOMKHO MCNOoNb30BaTh NepCoHanbHbie JaHHble Nonb3oBaTenei TonbKo
ANSA onpaBAaHHbIX Lenen, KoTopble HeobxoanMbl 4N KITKYEBOA PYHKLUMOHANbHOCTA NPUMOXKEHWS B COOTBET-
CTBUW C chegepanbHbiM 3aKOHOM [7].

MpumeuvaHnune — Cwm.[8], [9].

4.4.10 KomnaHuaA-paspaboTyuK JOMKHA OrpaHnUYMBaTh M KOHTPONMPOBaThk AOCTYM CBOMX COTPYAHMKOB
K MHCOPMAaLMKU O NONMb30BaTENSAX U UX NMEePCOHANbHbLIX AaHHbIX.

MpumeuyaHune — Cwm.[8].

4.4 11 lMNonb3oeatens MobOUMALHOMO NMPUNOXeHA OO0IKeH UMeTb BO3MOXHOCTb yOanuTb CBOW Mepco-
HalbHble OaHHbIE W YHETHYH 3anuchb C CepBepoB KOMHaHVIM-paSpaGOTL{MKa (ecnw npunoXxeHuwe npegnaraet
npouegypy peerCTpau,mu) nocpencrtesom beHKLI,I/IOHaJ'IbHOCTVI, peanwsoBaHHoﬁ B MOGMMBEHOM NMPUNOXEeHUK.

Mpumeuvanne — Cwm.[8], [10].

4.4.12 KomnaHusi-paspaboTynk MoxeT nybrnvMkoBaTe NepcoHarbHble AaHHbIe NONb30BaTeNel BO BHELU-
HeW cnyxbe unu nepefaBaTb UX TPETbEW CTOPOHE Yepez NMPUIMOXEHWE UMW ero MeTaJaHHble TOMNbKO nocne
nony4eHusi ABHOMO COrnacusa Nonb3oBaTenei B COOTBETCTBUM ¢ hefeparbHbiM 3aKkoHOM [6].

MpumedvyaHne — Cwm.[8].

4.4.13 Mo6unbHoe NpunoxeHne AormkHO TpeboBaTL PErMcTPaLUIo U aBTOPU3aLUIo NONb30BaTENs, eCru
3T0 HeobXoAUMO ANA NoMNbL30BAHUA NPUMOKEHWEM (HanpuMep, YToBbl BOWTH MO CYLLECTBYHOLLMM akKayHTOM).

4.4.14 MobunbHOE NpUNoXeHne AOMKHO OTKNaAbIBATL PerncTpaunio Un asTopuaanmio nonsk3oBaTens
HaCTOMbKO AOMr0, HACKOMbLKO 9TO BO3MOXHO. [pu aToM cnegyeT 06bLSACHUTL NONb30BaTEN NpeumyllecTsa
perucTpauuu. Y nonb3oBartens Ao/KHA ObiTb BO3MOXHOCTb MCMOMb30BaTh 6a30By0 YHKUMOHANEHOCTE MO-
GunbHoro nNpunoxeHust 6es npoueaypbl NPOXOXAEHUSA perncTpaLuy U aBTopraauuu.

4.4.15 MobunbHOE NpUnoXeHre OOMKHO UMETb OMNUMOHANbHYI BO3MOXHOCTL MO YCTaHOBKE Napons w1
BXo4a no BUOMeTpUYECKUM AaHHLIM, ecnv npegnonaralTcs 3anuck U XpaHeHWe Kakmx-nubo gaHHbIX NomMb-
3oBarens.

Mpnmeuanue — Cwm.[8].

4.4.16 MobunbHoe NpUNoXXeHWe AOIMKHO YCNeLWwHo NPpoTUBOCTOSATE 10 OCHOBHBIM akTyarnbHbIM yrpo3am
BesonacHoCT MOBMNEBHBIX NPUNOXEHWUA NO Bepcun opraHndayun OWASP v He MMeTb KpUTNYECKUX Y3BUMO-
cTen.

MpumeuvaHne — Cwm.[8], [11].

4.4.17 MobunbHOe MpUNoXeHne He OOMKHO COAEp)aTb UMW BKMYaTb BPEAOHOCHOE NporpamMmHoe
obecnevyeHne, B TOM YUCIE MPOrpaMMbl-TPOSHBI W LUMUOHLI, KOTOPbIE MOXULLAIOT AaHHbIe, TAWHO 3anUCbiBalT
LefCTBMA NOMNb30BATENS, BEIMOTaKT AEHbIM UMW BpeasaT eMy (Monb30BaTenk) UHbIM 06pa3soMm.
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Mpumeyvyanmne — Cm.[2], [8], [10].

4.4.18 MobunbHoe NpunoxeHwe OOMKHO Mcnonb3oBaTb APl Nokynkvu vcnonb3dyemon nnatdopmbl 4ns
NPOAaXW UMGPOBLIX 3NEMEHTOB UMK cryx6, noTpebnsieMbiXx UM MCNOMb3yeMbiX B NpunoxeHun. Ons npu-
oDpeTeHuUsi PU3NYECKUX TOBaAPOB, YCIyr unn 6NnaroTBOpUTENbHbBIX BBHOCOB MOOWTBHOE MPUINOKEHWE AOIMKHO
ucnone3oBaTb 6e3onacHbelil cTopoHHMIA AP| nokynok. Ecnv npunoxeHve cobupaeT gaHHble KpeguTHOW KapTel
UMK MCNONb3yeT CTOPOHHKI NMPOLIECCUHIOBYO KOMNaHWo, cobuparoLwyo AaHHble KapTel, To obpaboTka nna-
TeXa [AOIKHa BbINOMHATLCA B COOTBETCTBMM C TeKyLMMK TpeboBaHuaMK cTaHgapTa 6e30nacHOCTU OaHHbIX
nHaoycTpun nnatexHsix kapT (PCI DSS).

Mpumeyanne — Cwm.[2].

4.4.19 MobunbHoe NPUNOKEHWE AOMKHO WCMNONb30BaTh HAaAeXHble, NOATBEPXKAEHHbIE NNaTthopMon,
KpunTtorpaduyeckue anropuTMbl U He pearnuaoBbiBaTb CODCTBEHHbLIX anNrOpPUTMOB.

MpumeyvyaHune — Cm. [11].

4.4.20 KoHTEHT MOBMMBLHOIO NnpuUnoXeHua OoIkKeH COOTBEeTCTBOBATb OGOSHB‘-IEHHOMy BO3pacTHOMY
DEﬁTMHFy M COOTBETCTBYHOLUUM CormaweHnam, HopmMam, npasuitam U NonoxeHnAM 3akKOHOB.

Mpumeyanne — Cm.[2], [10].

4.4.21 lMpunoxeHne SOMKHO OCYLLECTBNATL NPOBEPKY HA HANW4YMe agMUHUCTPaTUMBHOrO AocTyna (root/
jailbreak) Ha ycTaHOBNEHHOW OnepaLMoHHOW CUCTEME YCTPOWCTBA B Criy4ae, eclnu NpunoxeHne onepupyet
NNaTexHbIMW AaHHbIMK Nonb3osatens. MNpyn oBHapyKeHUn TakMx nNpas 4ONYyCKaeTCs NONb30BaHWE MPUNOXKe-
HMEM B YCMNOBUSAX OrpaHU4eHHON pyHKUMoHanbHocTK (6e3 coBeplueHnsa KpUTUYEeCKUX onepaumin unu B3anMmo-
OEeNCTBUA C NepcoHanbHbIMU AaHHBIMK).

Mpumeyvyanme — Cm.[8], [9], [11].

4.5 Tpe6oBaHUA K CONPOBOXAAEMOCTU MOBUNLHbLIX NPUMOKEHWUHI

4.5.1 MobunbHoe npunoxeHue AoMkHO 0BHOBNATHCA pas3paboTyMKOM He pexe OOHOro pasa B rog,
B MPOTUBHOM CIy4ae JaHHOe MpuroXeHwe KBanuuunpyeTcsa Kak «3abpolleHHoes.

4.5.2 Pa3paboTymk MOBUNBEHOIO NPUMOXEHNSA OOMKEH OMepaTMBHO pearMpoBaTbk Ha KpUTUYeCcKUe npo-
rPammHble OLIMBKM 1 YA3BMMOCTY B CBOEM MPOAYKTE M BbiNyckaTe 0OHOBMNEHUS C yCTpaHeHWeM aTux ownbok
W Ys13BUMOCTEN.

Mpumevyanune — Cwm.[1].

4.5.3 Paapaﬁowm MoBunesHoro NMPUNOXeHWA O0IMKeH onepatuBHO OTBe4YaTbk HA KOMMEHTapUK K BOMPoO-
Cbl NMonb30BaTenen.

4.6 Tpe6oBaHMUA K NEPEHOCUMOCTU MOBUNbLHLIX NPUIOXKEHWIA

4.6.1 MobunbHoe NpUNoOXeHue OOMKHO MMETbL BO3MOXHOCTb CUHXPOHW3ALMU AaHHbLIX NOMNb30BaTens
MEXOY PasHbIMKU YCTPOMNCTBaMM Ha pasHbiX MOBUNBHBIX nnaTdopmMax (mpy HanM4MmM Bepcuin MOBuneHOro Npu-
JIOXEHWA AN pasHbix nnatdopm).

4.6.2 MobunbHoe NpunoXeHnWe OOMKHO YCTaHaBMMBaTLCSA M OBHOBNATLCA TOMBKO Yepes MarasuH npu-
NnoXeHnn nnaTtgopmbl.

Mpumedvyanune — Cm.[2], [5].

4.7 NHdopmauma o MOGUMNBHOM NPUMNOXKEHUU

ConpoBoauTenesHas MHopMaLna MOBUMbHbLIX MPUMOXKEHUA, pa3MellaeMas pa3paboTynMkom B Marasu-
Hax NPUNOXeHWA, 4OMKHA COOTBETCTBOBATL CNeayWnM XapakTepucTUKaM.

4.7.1 HaspaHue MOBUMNBHOrO MPUNOXeHUa, oTobpaxaeMoe B MarasvHe NPUNoXeHWH, O0MKHO BbiTb
KpaTKUM M EMKWUM, YHUKaMNbHLIM 1 OTPa)aTh CyTb Npeanaraemoro nonb3oBaTento cepeuca.

4.7.2 HasBaHue NpUNOXEHUs1 Ha YCTPOIMCTBE OOMKHO OTOBpaaTbCsl MONMHOCTLIO, SBMNSATLCA YHUKANb-
HbIM UMW NPeacTaBnATL COBOM HauMeHOBaHWe cepBuca.

4.7.3 OnucaHue MOBGUINBHOIO NPUINOXEHWs OOMKHO COAepXaTb PasBepHyTYH UHMOPMAaLMIo 0 KIoye-
BbIX (DYHKLWAX MPUMNOXKEHUST U OCHOBHLIX 3a4a4ax, pellaeMblX C MOMOLLbI HEro, HAMUCAHHYKD Ha PYCCKOM
a3blKe.
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4.7.4 B onncaHuu JOMKeEH NpUCYTCTBOBAaTh NepedveHb PYHKLWOHAMNbHbLIX BO3MOXHOCTEN, HEQOCTYMHbIX
npu 6ecnnaTtHOM MCMOMNb30BaAHUKM MM MPEefoCTaBMNAEMbIX TONbKO 3a AeHbrM (ONs NPUNOXEHWA CO BCTPOEH-
HBIMK MOKYMKamn).

4.7.5 OnucaHme MOBUNLHOTO NPUNOXKEHUA OMKHO COAEPXaTb MH(POPMAaLKMK TOMNbKO O peanu3oBaHHOR
OYHKLMOHAMBHOCTK.

4.7.6 OnucaHme MoBMNbLHOro NPUMNOXEeHWs He JOMKHO coaepXaTh 3adABMNeHn peknaMHoro xapakrepa,
yKasaHui TUTYSIOB M Harpag nporpammMHoro npoaykta 6es sBHOro ykasaHusi MCTOYHMKa A4aHHOW MHhopMaumu.

4.7.7 OnucaHwe obHOBNEHW MOBUIMBHOIO NPUMNOXEHWs AOIMKHO coaepXaTh MHopMaLui 06 OCHOB-
HbIX NU3MEHEHWAX U HOBOBBEAEHWNAX.

4.7.8 OnucaHve MOBWMNBHOTO MPUNOXEHWUS HE OOIMKHO COAEepXaTb OT3biBbl MOMb30BaTenel Unu ux
dparmeHThl, T. K. 4NA pasmeweHnsa MHpopMaLun O NoNb30BaTeNbCKOM OMbiTeé MarasuHamMu MNpUNoXeHWUA
npenycMoTpeH oTaenbHbiid pasgen «OT3bIBbIy.

4.7.9 OnucaHne MOBUMBHOTO NPUMOXKEHWS OOSMKHO YKa3blBaTb, HA KakKylo ayauTOPUo paccHuTaH npo-
rPaMMHBIIA NPOAYKT, Cnn 3TO Heobxoaumo (Bo3pacT, npodeccus, colmansbHbii cTaTyc, obnacTb MHTepecos),
U NpefocTaBnATe UHOPMaLMIO 0 HEOBXOAMMBIX HaBbIKaxX U YMEHUSIX, a Takke o TpebyeMom AoNONHUTENb-
HOM NpOrpaMMHOM WUMK annapaTHoMm obecnedeHnn, 6e3 KOTOpbIX PYHKUUNOHANBLHOCTE MOBMMBHOIO NPUNOXe-
Hus ByOeT ype3aHHORN, a NOMNHOLLEHHOE MOoMb30BaHWe NporpamMMon 3aTpyAHEHO UMM HEBO3MOXHO.

4.7.10 CtpaHnua MoBUNbHOIO NPUNOXKEHUs B MarasvHe NpuioXeHWn JOMMKHa CogepXaTb akTyanbHble
CHWMKW SKpPaHOB, COOTBETCTBYHOLLME TEKYLLEn BEPCUM MPUMOXEHUA, U akTyanbHOe BUAEO, AEMOHCTPUPYHO-
wee paboTty nporpaMmHoro npoaykta. CHUMKW 3KpaHOB WM BUOEO OOMKHbI AEMOHCTPUPOBAaTh TOMBKO Cylle-
CTBYHOLLYHO (yXXe pean30oBaHHYH) PYHKLMOHANBHOCTL MOBUNBHOTO NPUNOXKEHUS.

4.7.11 CTpaHnua MobUNbBHOrO NPUINOXEHWUA B Mara3uHe NMPUNOXEHWN O0MKHA COAEpXKaTb CChIMKY Ha
canT paspaboTumka 1 NONMUTUKY KOH(DUOEHLUMANBHOCTMU.

4.7.12 Ecnn npunoxeHue nokanusoBaHo Taknm obpasom, YTO HEKOTOpble BO3MOMKHOCTH B NOKaNn3o-
BaHHOW BEPCUW HEQOCTYMHbI, TO CHeayeT OAHO3HAYHO YKas3aTb 3TO UK CoobLWMTL 06 OrpaHuyYeHnsX nokanm-
3auUun B ONUCAHUKN NPUNOXKEHNS.

MpumevyaHne —Cwm.[2].

5 MeTtoabl ucnbiTaHUn

5.1 Py4Hoe TecTMpOBaHWe — 3KCMMyaTalMOHHbIA OpraHoNenTUYeCKUiA MeTo UCNbITaHUA MOBUMBHOTO
NPUINOXEHNA 3KCMepTOM Ha MOBWUNbHOM yCcTpoWcTBe Be3 ucnomnbL30BaHWA cneuvanbHbiX MHCTPYMEHTOB UMK
nporpamMmmHeIX CpeAacTB. B pamkax gaHHOro Tuna TecTMPOBaHUS 3KCNepT Nonb3yeTcs MOBWMbHBIM NpUnoxe-
HMEM Kak psALoBOM NoMb30BaTenb, OLEHMBasa CTeneHb COOTBETCTBUS CBOACTB MOBUMBHOIO NPUNOXEHUS KOH-
KpeTHOMY KpuTepuio. Mo 3aBeplUeHU PYYHOro TECTUPOBAHUA 3KCMEepT AAeT OLEHKY Mo TECTUPYEMOMY Kpu-
TEPUIO, PYKOBOACTBYACH CTAHAAPTOM M OCHOBBLIBASACh HA 3KCMEPTHOM MOHMMaHWK NpegMeTa UccnegoBaHus 1
OnbITe 3KCNnyaTaLuy TECTUPYEMOro NPUOXeHUA. XapakTepucTUKN, NOABEPrakLLMecs UCNbITaHUAM METOA0M
pyYHOro TECTUPOBAHWA, yKasaHbl B Tabnuue 1.

5.2 WNHcTpyMeHTansHoe TeCTUpPOBaHWE — METOL WCMbITaHUA MOOUMBHOrO MPUIOXKEHUS 3KCMEPTOM C
NPUMEHEHNEM crneuunarnbHbIX MHCTPYMEHTOB W MporpaMMHOro obecnevyeHus ¢ nocnegyroLlein oLeHKoW nony-
UYEHHbIX NPU NOMOLLW MHCTPYMEHTOB pPe3ynbTaToB HA OCHOBaHWMW 3KCMEPTHOro NOHUMAaHWA npegMeTa uccre-
OOBaHWA U UX KOHBEpTauwen B UTOroBbid Bann. XapakTepucTukM, noasBepraiwmecs UCNbITaHUAM MEeTOooM
MHCTPYMEHTAanbHOro TECTUPOBAHUA, YKkasaHbl B Tabnuue 1.

Twunbl MIHCTPYMEHTapPWs, UCNOMb3yeMble NpU NPOBEOEHWUW UCTIbITAHUA METOAOM MHCTPYMEHTANbHOMO Te-
CTUPOBAHMUSA:

- nMporpamMMHoe obecrnedeHune Ons BhIIBNEHUSA BO3MOXHbLIX MPOrpaMMHbIX YS3BUMOCTEM;

- nporpamMmMHoe obecne4yeHue NS BbIIBNEHWUS BPeOOHOCHOMO NporpaMMHoro obecnevyeHus;

- nporpamMmHoe obecnedyeHue Ons aHanusa ceTeBoro Tpaduka;

- CEeKyHaomep.

5.3 BusyanbHas oueHKa — OopraHonenTM4ecKui MeToa UCMbITaHUA MOBWUMBHOIO NPUMAOKEHNS, NMPKU KO-
TOPOM 3KCNEPTOM OLLEHMBAETCS CTEMNEeHb COOTBETCTBMS CBOMCTB MODMMBHOMO NPUMOXKEHUS UMK ero MHopMa-
LMOHHbIX XapaKTepUCTUK KOHKPETHOMY KPUTEPUIO W BbICTABNAETCA OLEeHKa, NpU 3TOM py4YHOE UMM MHCTPYMEH-
TanbHOe TeCTUpPOBaHWe He NpoBoauTCA. [py BLICTABNEHUM OLIEHKWM 3KCMEepT PYKOBOACTBYETCH CTaHOApPTOM U
NpOBOOMUT MCMbITAHME HA OCHOBAHWW 3KCMEPTHOrO NMOHMMaHWs NpeaMeTa uccnefosaHus. BuayansHon oueH-
KOW ABMNSAETCA nony4veHue obliunx cBedeHwid 0 MOBUMbHOM NPUNOXKEHUK (TaKMX Kak pasmep 3arpyxaemoro
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pacnakoBLIBAEMOro naketa NpuioXeHus, aata nocrnegHero 06HOBNEHUs, NoNb30BaTeNnbLCKMIA PEATUHT U 4p.)
13 06LedoCTYNHbIX UCTOYHMKOB (MaraavHa npunoxeHuin u caita paspaboTyuka). XapakTepucTuky, noasep-
rallimMecs UCNbITaHUAM METOAOM BU3yanbHOW OLEHKW, yKkasaHel B Tabnuue 1.

6 TexHu4yeckue TpeboBaHUA, NpoBepsAEMbIe NMPU NpPpoBeAeHUN
NOTPebnTEeNbCKUX UCNbITAHUN

6.1 nOTPEGMTEHbCKMM NCNbITAHWAM MNMOABEPrarTCA XapakKTepUuCcTtukn nokasaTtenen kadectsa Mobunb-
HbIX I'IDVIJ'IOH(E.'HVII;I, YKa3aHHble B TE!6J'IVIL19 1.

B zaBucumocTu o1 KaTeropumn nccriegyemMbix MOBMIbHBIX I'IpVIJ'IO)KEHV!F'I ¥ MoBUnNbHOM OI'IEpaLI,VIOHHOI:‘I cu-
CTemMbl, ons KOTOpOF‘I pa3p860TaHbl ncenenyemMble npurnoxeHua, nepedeHb NnapaMeTpoB TECTUPOBaHNA MOXET
MMEeTb pasnnyuna. MeToauka ucnbeiTaHuin, nnaH TeCTUpoBaHUA U BeCa XapakKTepPUCTUK U UX Tpynn onpenend-
HOTCA OTAENbHO ONS KaxOown VICC]'IE,ElyEMOIh KaTeropuu. anCBOEHMe DEI?ITI/IHFa NCMNbITAHHBIM MPUNOXEHWAM
NMPOBOOWTCA B COOTBETCTBUK C NMPUITOXEHWNEM A.

Tabnuua 1
Meton
HaumeHoBaHue nokasatens XapaktepucTuka nokasartens "
MCNblTaHWK
MHdopMauwma 0 MoBUNBEHOM NPUIOXKEHN
HaseaHue npunoxeHusa HaseaHve npunoxeHus, otobpaxaemoe B MaraswHe MpUMnoXeHun, AB- Mo 5.3
B MarasuHe NSETCA YHUKamnbHbIM, OTpaxaeT CcyTb MNpeanaraemoro Mnonb30BaTento
cepeuca
HaseaHue npunoxeHua HasBaHve npunoxeHwns Ha ycTponcTBe oTobpaXkaeTca MONHOCTBIO, AB- Mo 5.3
Ha ycTpoWcTBe NSETCA YHUKanbHbLIM UK NpeacTaBnsaeT coboi HaMMeHoBaHUE Cepeuca
MHhopmaTUBHOCTD OnvcaHve cooep:KMT Pa3BepHYTYH WMHOPMAauW O KITHYEBbIX (YHK- Mo 5.3
onucaHus LUMAX NPUIOXKEHWSA U OCHOBHBIX 3a4ayax, pellaeMbiX C MOMOLLLK HEro.
MpucyTcTBYET NepeyeHb YHKUMOHANMBHBLIX BO3MOXHOCTEW, HEOOCTYT-
HbIX MpW BecnnaTHOM MCMONbL30BaHWUK UMK MPeaoCTaBNAEMbIX TOMBKO 33
OEHbMM (ANs NPUNOXEHWIA CO BCTPOEHHLIMU MOKYMKaMU)
Hanuuune oT3biBOB OnucaHve He coOepUT OT3bIBbI MONb3oBaTene UNM Ux pparMeHTbl Mo 5.3
B OMMCaHUn
CHUMKK 3KpaHoB CTpaHuua MOBKMMLHOMO NPUMOXEHWA B MarasvHe NpUioXKeHWn cogep- Mo 5.3
MWUT aKTyanbHbIe CHUMKM 3KpaHOB B KONMUYECTBE Tpex 1 Bonee WwTyk
Buaeo B onucaHun CtpaHnua MoBUNbLHOro NpUNOXeHWs B MarasvHe MpUoXeHWn cogep- Mo 5.3
MWUT aKkTyanbHOEe BUAEO
WMHdbopmaTnBHOCTL Onucanve nocnegHero obHOBNEHUA COAePKUT MHpopMaumio 06 OCHOB- Mo 5.3
onncaHusa 0BHOBNEHWIA HbIX M3MEHEHWAX U HOBOBBEAEHUAX B MOBMIBLHOM NPUIOXKEHWUU
Ccobinka Ha cauT paspa- CTpaHuua MOBMNBHOMO NPUMOXEHWA B MarasuHe MpUiIoXKeHWn cogep- Mo 5.3
GoTtunka JWUT CChINKY Ha canT paspaboTtuvka
Ccblinka Ha NonuTuKy Ha cTpaHuue MoBMNBHOrO NPUNOXKEHWUA B MaraavHe NpUrnoXeHun ume- Mo 5.3
KOH(bMOeHUMaNnbHOCTH €TCS CCbINIKa Ha NONUTUKY KOHDWOEHUMANBHOCTH
PerynapHocTe Mo6uneHoe npunoxeHwe nonydaeT oBHOBNEHWA He pexe o4HOro pasa Mo 5.3
oBHoBNEHWI B rog
OrtBeTbl pazpaboTymka PaspaboTtunky MOBUNBHBLIX NPUNOXEHWA OTBEYAKT HAa KOMMEHTapuun Mo 5.3
nonb3oBaTenen B MaraamHe NpUNoXxeHuin
@DyYHKUMOHANBHOCTL
CooTBeTCcTBME 3asBMNeH- MofunbHoE NPUNOXKEHWE COOTBETCTBYET 3aABNEHHON YHKUMOHANBHO- Mo 5.1
HOW PYHKUMOHAMNBHOCTH cTu
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Hasurauumm

BaHUW, npouecc HaBuraunn CrnpoekTMpoBaH Taknmm 06paaoM, YTO nerko
onpenennTb, rge nonb3oBarterb HaxXoanTCA, HaxoaOunca 1 Kyaa OH MOXEeT
nepemMecTtuTbCA B LanbHeuLwem; MCnone3ykwTCcA CTaHOaAPTHLIE HaBUra-
LUMOHHbIE KOMMOHEHTDI I'IJ'IaTCbOprI

HavmeHoBaHWe nokazatens XapakTepucTuka nokasarens Meton =
MCNbITaHWUA
Bo3moHOCTL NpobHOro [MnaTHoe MODWMBHOE MPUMNOXKEHWE MMEET BO3MOXHOCTb ©ecnnartHoro Mo 5.1
03HaKOMMNeHUA NpoBHOro 03HAKOMMEHWs! C OrpaHUYEHHON (DYHKLMOHANBHOCTEIO Npu-
noxeHma 6e3 BpeMEHHbIX OrpaHn4yeHuin NMbo NonHoM yHKUMOHANBHO-
CThLH Ha OrpaHW4EHHBIR Nepuog BpeMeH!
BoamoxHoCTH npunoxe- | MobunbHoe npunoxeHne No3sonseT rnonb3oeaTtbcs 6asoBov PyHKUMO- Mo 5.1
Hus1 6e3 aBTOpU3aLIUK HanbHOCTLO Be3 pervcTpauvu/asTopusauum
Bumpxer mobunsHoro MobunbHoe NpunoxeHWe COOEPXUT BUXKET, COOTBETCTBYIOWMNA PYKO- Mo 5.1
NPUNOXKEHUA BOAcTBaM nnatdopmel
Moppepxka opueHTauun | MobunsHoe npunoxeHve NoadepKUBaeT Kak anbO00MHYlo, Tak U nop- Mo 5.1
TPETHYIO OPUEHTALMIO
Bribop mecTta xpaHeHus lMonb3oBatento MOBWMNEHOTO NPUNOXKEHUSA NPefoCTaBNeH NOHATHLIN Bbl- Mo 5.1
naHHbIx 1 6op mMecTa xpaHeHWst AaHHbIX: B 06Ma4yHOM XpaHUIULE UMW B NamsaTy
YCTpOWCTBA
QuucTka Kkewa 2 MobunbHoe nNpunoXeHue UMEET OMNUMI0 MO OYMUCTKE KELLa W 3arpyKeH- Mo 5.1
HbIX harnos
lMNoooepxka CepBUCOB MobunbHoe npunoxeHue noaaep:UBaeT akTyanbHble CEPBUCHI U pac- Mo 5.1
v pacwvpeHuil nnatgop- | WwurpeHua nnatdopmbl, COOTBETCTBYIOWME CBOEW UeneBoil yHKUWO-
Mbl HanbHOCTK
[NpourpsiBaHue MobBunbHoe NpUNOXEeHWe He MPOoUrpLIBaeT ayaMOKOHTEHT npu 3abno- Mo 5.1
ayaouoKOHTEHTA Mpu KMPOBAHHOM WNW BbIKMOYEHHOM Aucnnee. Korga npunoXeHve oTKpbi-
3a610KMPOBaHHOM WITK BAeTCA BHOBb, BOCMPOW3BEeAeHWe BO30OHOBMAETCA MMM MPUNOXEHWE
BbIKMIOYeHHOM aucnnee 3 | ykaselBaet, YTo BOCNPOW3BEASHWE NPUOCTAHOBMEHO (ANA NPUIOKEHUIA,
NPOUrpbIBaOLLMX ayauo, HO BOCTNPOW3BEAEHUE ayouo HE ABMAETCH UX
Kno4eBor OyHKLMOHAMbHOCTLIO)
[NpourpeiBaHue MobBunbHoe NpUNoXeHWe He NPOUTPLIBAET ayAMOKOHTEHT Ha AOMAaLUHEM Mo 5.1
ayouoKOHTEHTA Ha akpaHe yctpoircTea. Korga npunoxeHue oTKpLIBAETCA BHOBL, BOCTIPON3-
JomallHeM akpaHe 3 BefeHVe BO30OHOBNSAETCS UMK NPUMNOXKEHWE YKa3biBaeT, YTO BOCMPOU3-
Be[eHNEe NPUOCTAHOBMNEHO (ANA MPUNOXEHWUA, NMPOUTPLIBAIOLWMX ayauo,
HO BOCMpOM3BEAEHWE ayouo HE ABMNSETCA WMX KIOYeBOW yHKUMOHANb-
HOCTbHO)
MpowurpeiBaHue MoBunbHoe npunoXeHWe He MNPOWIPLIBAET aydUOKOHTEHT BO BpeMs Mo 5.1
ayaoMOKOHTEHTA BO BpeMs | nonb3oBaHusa Apyrumu npunoxeHvamu. Korga npunoxeHue oTKpbiBa-
NonbL30BaHUA OPYTUMA eTCs BHOBb, BOCNpOW3BeaeHe BO30OHOBNAETCA UMW NPUIIOXKEHWNE yKa-
npunoxeHuami 3 3bIBAET, YTO BOCMPOM3BEOEHWE MPUOCTAHOBMNEHO (ONA NPUNOKEHUNA,
NpoVrpbIBaOLLIMX ayauo, HO BOCMPOW3BEAEHUE ayouO HE ABMNAETCHA WUX
KINio4eBoW (YHKLMOHAMBbHOCTBIO)
HacTtpoliku npunoxeHua B mMoBuneHOM NpUNoXeHWn UMEITCH BO3MOXKHOCTM MO HAcTpoOWKe, B Mo 5.1
TOM YK1CIe ONUKUA NO BbIBOPY A3bIKa MPUNOKEHNA
Bo3moxHOCTE OTMEHEI MobuneHoe npunoXxeHne No3BONsieT OTMEHUTL Kak MUHUMYM nocneq- Mo 5.1
nocneaHero geictena 4 Hee OelCTBMe, CBA3aHHOE C pyYHbIM BBOOOM WM pedakTUpPOBaHWEM
[aHHbIX, COBEPLIEHHOE NOMb30BaTENEM
YnobcTBO Nonb3oBaHuA
[MpocToTa 1 ka4ecTBO MobunbHoe NpunoxeHue ABASETCA NPOCTbIM W MOHATHLIM B UCMOMb30- Mo 5.1
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lNpodomxerHue mabnuuye! 1

KOppeKTUpOoBKe noucka b

MNy4eHo pesynsTaToB, NPUNOXeHWe NPefoCTaBnAeT COBEThI ANs popmy-
nuMpoBaHua 3anpoca bonee To4HbIM 06pazom

HavmeHoBaHwe nokazartens XapakTepucTuka nokasarens Meron 5
MCNbITaHUK
[emoHcTpauns cTaTyc- MobunbHoe NpUNo}XeHwe He CKpbIBaeT CTaTyC-NaHerb YCTPOWCTBA UMK, Mo 5.1
naHenu ycTpoiicTea o €Cnu CKpLIBAaEeT, TO AernaeT 3T0 onpaBgaHHo
Pasgen «lMNomotlb» MofBunbHoe npunoxeHuWe cogepXut pasgen «llomollb», 06bACHSAM- Mo 5.1
LKA, KAK MOMb30BATLCA BCEMW (DYHKLMUSMU NPUNOKEHWA
[MpuBeTcTBEHHAA Mo6uneHoe npunoxeHWe nNpu NepBOM 3anycke MokasblBAaeT WHTepak- Mo 5.1
WHCTPYKUMA TUBHbBIE MOACKA3KN UM KOPOTKYIO MHCTPYKLMIO MO MCNONb30BaHWI0 Npu-
noxeHuns
Mopnepxka MobunbHoe NpunoxeHue cogemkuT pasgen obpaTHOW CBA3M UMK 4aT, Mo 5.1
none3oBatenemn rAe MOXHO MOMNYYWUTE ONEPATUBHYIO NOAOEPXKY, 324aB BONPOC
KayecTso pasgena Mo6uneHoe npunoxeHve cogepxuT pazgen «O NpUunoxeHun», rae yka- Mo 5.1
«O NpUNoxeHU» 3aHbl TEKYLLAs BEPCUA MPUITIOKEHWS, aBTOPbI-pa3paboTyYMKN U agpec ux
Beb-canTa
MonuTtuka KoHdKraeHUN- Mo6unsHoe npunoxeHwe UMeeT NONUTUKY KOHDUOEHUNANEHOCTU C Bbl- Mo 5.1
ansHoCTK HMMKOW OCHOBHbIX NONOXEHWA, chOpPMYNMPOBaHHBIX AOCTYMHLIM A3bl-
KOM, KOTOpas pasmelleHa B NPWIMOXeHWW, WNW Ha Hee faHa npamas
ceChinka
CooTtBeTcTBME AN3aiiHa [OunzaiiH MOBUNEHOIO MPUMNOXEHUA COOTBETCTBYET HOBEMLLIUM PYKOBOA- Mo 5.1
pykoBoACTBaM cTBam nnardgopmsl, 48 paboTbl HA KOTOPOW OHO CO34aHo
nnatgopmbl
Wcnonb3oBaHue MoBuneHoe NpunoXeHWe UCNonb3yeT CTaHAapPTHbIE XKEeCTbl NaTgopMbl Mo 5.1
CTaHAAPTHbLIX XeCToB NS BbINOMHEHWS CTaHAAaPTHBIX AENCTBUA
YBegomneHus YBegomneHua MoBUnbHOTO MPUMNOXKEHUA COOTBETCTBYIOT PYKOBOACTBAM Mo 5.1
NPUNOKEHNS nnaTtdopmbl W codepxaT MOMe3HY W BaXHYH ANA Nonb3oBaTens WH-
dopmaumio
PeknamHble matepuansl Ecnv B NpunoxeHWM OeMOHCTPUPYHOTCA peknaMmHbie Matepuansl, OHW Mo 5.1
HEeHaBA34MBbI, ABHO OT/IMHMMbI OT OCHOBHOW MHDOPMaLWM MPUNOMKEHNA
(He BBOOAT Nonb3oBaTens B 3abnyxaeHWe) U He NPenaTCTBYIOT NOMb30-
BaHWIO OCHOBHOW hyHKUMOHANBHOCTHHO
KauecTtBo pycudukaummn MoBunbHoe NpUNOXEeHWEe Ka4yeCTBEHHO pycUUUMPOBaHO: UMEET rpa- Mo 5.1
MOTHBI 1 KOPPEKTHbIA NepeBoq Ha PYCCKUIN A3bIK BCEX 3INIEMEHTOB WH-
Tepdoenca
WMcnonb3oBaHue eguHuy Mo ymonuaHuio ucnone3yoTca popMar aat, BpEMEHW, HEOENWU, BPEMEH- Mo 5.1
M3MepeHus COOTBETCTBY- | Has 30Ha, BankTa, egUHWLbLI U3MEePEHNs U T. 4., COOTBETCTBYHOLLME Bbl-
IOLLEro peroHa OpaHHOMY pervony
ApanTtauua npunoxenns | MoBuneHoe npunoxeHwe aganTUpPoBaHO ANA MOMb30BaHWS NI0AbMU C Mo 5.1
AN niogen ¢ orpaHnyed- | orpaHMyYeHHbIMY BO3MOXKHOCTAMM:
HBIMWM BO3MOMXHOCTAMM - peanusoBaHa NonHas nogaep;ka AMHaMmuyeckoro Wwpndta (Unm B Npu-
NOXEHWWN eCTb COBCTBEHHbIE HACTPOWKK pasmepa WpudTa) u ronocoBo-
ro BBOoAa/ynpaBneHus;
- eCMu NPUCYTCTBYHOT BUAEOKOHTEHT MW ayauosanncy — UMeeTcs BO3-
MOXHOCTb OTOBpaxeHus cybTUTpOB
WHdopmauymoHHan Mo6uneHoe npunoxeHve npegocTaBnaeT MHOPMAaLMI0 COrMacHO NPUH- Mo 5.1
aKOMOrM4HOCTh © LMy MHOPMAaLMOHHOW 3KONOMMYHOCTH (ECTb BO3MOXHOCTb YKa3aTk na-
pameTpbl Novcka WU BblAayy pesynstatoB). PesynstaTtel novcka nomnHo-
CTblO COOTBETCTBYIOT 3afaHHbIM NapaMeTpam Noucka U COPTUPOBKK
PekomeHgauuum no Ecnu Ha ocHoBe BBEAEHHOrO 3anpoca B NOUCKOBYHO CTPOKY He BbIno no- Mo 5.1
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OMMBIX pa3peLueHuid

abconoTHBIM MUHUMYM paspelleHuid Ans paboTbl OCHOBHOW hyHKLUMO-
HanbHOCTK (He 3anpallivMBaeT HUYEero M3BbITOMHOTO) M pasbACHAET, ANA
4Yero uMeHHo TpebyroTca 3anpallvBaemMble paspeLueHus

HaumeHoBaHWe nokasarens XapakTepucTuka nokasatens Meton, -
MCNbITaHWUA

MpeaoynpexaeHus MobunbHoe npunoxeHwe npegynpexgaeT MNofb3oBaTens o nocneg- Mo 5.1
0 HeobpaTUMbIX CTBUAIX ero AeWCTBUIA, eCINU TAKOBbIE HOCAT Cepbe3Hbl U HeoBpaTUMbINA
neiicTenax ’ XapakTtep, WM cnpawvBaeT NoATBEpPXKAEHWE Mepen BbINOMHEHUEM TakuX

JelcTBWiA (HanpuMep, NpWU yaaneHuu OaHHbIX)

Mpou3BoAMTENLHOCTL U HALAEKHOCTL

Bpema 3anycka MobunbHoe npunoxeHune 3anyckaerca BoicTpee vnu poBHo 5 c. Ecnm Mo 51,52
NPUNOXEHUA JonMblle, TO OHO NMOKa3blBaeT MHAMKATOP 3arpy3kuM Unuv UHPOPMUPYHO-

wue coobLueHus
SHepronoTpebneHue MobunsHoe npunoXeHWe 3SKOHOMHO pacxoayeT 3apsd akKyMynsaTo- Mo 51,52
MobunsHoro pa: KONMUYecTBO MOTPAYEHHOrO 3apsafa akkymynsTopa B MpOLEecce ero
NPUNoXeHus (NnpunoxeHus) TecTUpoBaHWs B TeveHue 20 MWH (B MAY) cocTaBnser

He Bonee 110 MAY (3apsag akkymynaTopa YCTPOWCTBa TECTUPOBaHWSA

Ha MOMEeHT Havana ucnbltTaHnii — 100%; sipkocTe — 100%; oTcyTcTBUE

3anyLleHHbIX NPUNOXEHWIA, KpOMe UCMbITyeMoro; BknodeHbl Wi-Fi, reo-

noKauws, 3ByK U aBTOMOBOPOT 3KpaHa, OCTarnbHble CUCTEMHBIE DYHKLIMN

BbIKITIOYEHbI)
YCTOMYMBOCTD MobunbHoe NpUNoXKEHWE 3arpyXaeTca C TOro e MecTa, Ha KOTOpoM Mo 5.1
K BHELUHWMM Oblna npuoctaHoeneHa ero paboTa, Nocrne BbIXO4a YCTPOWCTBa M3 3a-
npepbIBaHUAM BrokMpoBaHHOMO pexuMa W MNonb30BaHWs Opyrum npunoxeHuem. Ha

KOPPEKTHOCTM paboTbl MODUNBHOTO NPMIOXKEHWMA HE CKa3bIBAKTCA Takue

BHELLHUE NpepLIBaHMA, KaK BXOAALME YBEOOMIEHWS, 3BOHKA 1 Op.
CrabuneHoCTb paboThl MobunsHoe npunoxeHve pabotaet cTabuneHO K 6e3 «NageHun» Ha ak- Mo 5.1
NPUNOXKEHWA TyansHOW BEPCUN MOBUNBHOM NNaTgOopMbl Ha NPOTSIKEHMN BCENO TECTH-

poBaHusA. B TOM 41cne npyv MHOTOKpaTHOM OBICTPOM HaXKaTUW Ha Kakyto-

nubo obnacTe aKpaHa, a Takke MpW HaXxaTUW Ha Heckonbko obnacTein

3KpaHa OHOBPEMEHHO
KoppekTHocTe paboTsl MobunbHoe npunoxeHwe paboTaeT KOPPeKTHO Ha akTyanbHOW Bepcun Mo 5.1
NPUNOXeHUs MOBWMMNBHOW NNaTgopMEl HA NPOTSKEHWMW BCETO TECTUPOBAHMWA:

- NpV B3aUMOAENCTBUM C aneMeHTamun MHTepdeinca BINOMHAKTCA COOT-

BETCTBYKOLUME UM OEACTBUSA, MO CCbITIKaM OTKPLIBAKOTCA COOTBETCTBYHO-

LME UM CTPaHULLbI;

- perucTpauus n aBTopu3auuns NPoM3BOAATCA YCMNELLHO;

- BOCMPOU3BEAEHE BULAEO- U 8YyANOKOHTEHTA NpoucXoauT 6e3 BUaNMbIX

WCKaXKEHNA 1 AeddeKToB 1 T. M.
KoppeKTHOCTbL OTO- PacnonoxeHue anemMeHTOB MoMb30BaTeNnbCKoro MHTepdenca KOppeKTHo Mo 5.1
BpaxeHuss aNeMeHTOB B 06eux opueHTaumax. HET HANOXEeHWs 3NEMEHTOB, UCKaXXEHWIA, noTe-
MHTepdenca Py CUMBOSOB, NYCTLIX NoMen U T. 4. (Mcnonb3yeTcsa cpeqHU CUCTEMHbIN

pasmep TeKkcTa)

BesonacHocTb

BoamoxHOCTb ycTaHoBKM | MobBunbHoe npunoxeHne UMeeT BO3MOXHOCTL YCTaHOBKW Napons 1 BXo- Mo 5.1
napons 1 Bxoga rno na no BUOMETpUHECKUM AaHHBIM
BUOMETPUYECKUM
naHHbIM 8
BoamoxHOCTE yaaneHua MobunbHoe npunoxeHne uMeeT QYHKLMOHANBHOCTE YAaneHus y4eTHON Mo 5.1
yueTHol 3anucy 2 3anvcuy nNonb3oBaTens
3anpoc Tonbko Heobxo- B npouecce TtecTMpoBaHus MoOWNbHOE NpUNOMXKEHWE 3anpaluBaeT Mo 5.1
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OkoHYaHue mabnuuysi 1

HavmeHoBaHwe nokazartens XapakTepucTuka nokasarens Meron 5
MCNbITaHUK
Hanuune yazsmmocTent MoBunbHoe NpUnoXeHne He COAePKUT YIpo3 U YS3BMMOCTEN, BXOAALLMNX Mo 5.2
B Knaccudumkauuo OWASP Mobile
Hanwuwne BpenoHocHoro MofBunbHoe NPUNOXEHWE HEe COOEPXWMT BPEOOHOCHOE nporpaMmmHoe Mo 5.2
nporpamMmMmHoro obecne- ofecneyeHne, B TOM YUCIE MPOrpamMmMbl-TPOSHbLI 1 LLUMUOHBI
YeHud
BesonacHocTb nepegayn | MobunbHoe npunoxkeHve nepeqaeT AaHHble B CETU VIHTEPHET C Ucnonb- Mo 5.2
OaHHbIX 30BaHWEM anropuTMOB LUMPPOBaHMA AaHHbIX
BesonacHocTb MobunbHoe npunoxeHue wucnonb3ayet APl nokynkm nnatdopmbl ans Mo 5.1,5.2
o6paboTku nnarexeir 10 npoaaxu UMGPOBLIX 3NEMEHTOB WUNKU cryxb, noTpebnsaemMbix Unuv uc-
nonb3yembix B npunoxexHun. ObpaboTka nnatexen ons npuobpeTteHuns
dunandecknx ToBapoB, ycnyr U BrnaroTBOPUTENbHLIX B3HOCOB OCYLLECT-
BrAeTcA B cooteeTcTBUM ¢ PCl DSS
XpaHeHne nepcoHanb- [MepcoHankHble OaHHbIE NOMNb30BaTeneil NPUMNOXKeHNA XPaHATCA Ha Tep- Mo 5.3
HbIX AaHHbIX puTtopun Poccuiickon @egepauny (Mnn paspaboTymk He XpaHWT nepco-
HanbHble AaHHbIE NONb30BATENEN)
[MepeHocuMocTb
CuHxpoHu3auus [MpunoxeHue MO3BONSET CUHXPOHU3UPOBATL AaHHbIE MexOy YCTpoW- Mo 5.1
AaHHbix 11 CTBAaMM Nonb3oBaTens
Hanwuwne agantupoBan- MofunbHoe NpUnNoXxeHre MMeET adanTUPOBaHHYH BEPCUKD ONSA nnaH- Mo 5.3
HOW BEpPCUW ANSA NhaH- weta
weta
Hanwuuwne Bepcuun ans MoBuneHoe npunoxeHne UMeeT afanTUPOBaHHYIO BEPCUIO ONS YMHbIX Mo 5.3
YMHbIX YacoB yacos
Hanuune Beb-Bepcun MobunbHoe npunoxeHve MMeeT BeD-BEpPCUID UMW BEPCUKD ONSA Nepco- 5.3
WNV Bepcuu NpunoxeHus | HanesHoro komneoTepa (Windows unn macOS)
ansa MK
Hanuune Bepcuu Mo6unbHoe npunoxeHwe nmeet Bepcuto ansa Apple TV Mo 5.3
npunoxexua ana Apple
TV 12
Hanuuwe Bepcumn npu- Mo6uneHoe NpunoeHne UMeeT aganTUpPOBaHHYIO BEPCUIC ANA Apyron Mo 5.3

MNOXeHWs ans gpyron
MoBunbHOW nnatgopmbl

mobuneHon nnatopmel (iI0S, Android n Windows Phone)

1 [1ns NpunoXeHwii, 3annChIBAIOLLNX U/UAW XpaHALLMX AaHHbLIe Nonb3oBaTenei.

2 [INA NPUNOMKEHNIA, 3arpyKaloLLmMX AaHHbIE U3 ceTW VIHTepHeT.

3 Ins npunoXeHnit, NPoMrpLIBAIOLLMX ayauo (HO BOCMPOWU3BEEHNE ayano He ABMAETCS X KMHYEBON dyHKLIMO-

HanNbHOCTLIO).

4 [1nA NpUNOXeHWiA, MpeaHa3HaYeHHbIX Ana paboTbl C TEKCTOBLIMM, rPaMUECKMU Y MHBIMA PeaakTupyeMbIMy

AOKYMEHTaMW.

5 [1ns BCeX NPUNOKEHUIA, KpOME Urp.

6 Ins npunoxeHWit, MMelownx tyHKLIMIO NOMCKA.

7 [Ns npynoxeHWr, MMeLLMX BO3MOXHOCTL NPOBOANTL HeobpaTuMble AeNCTBUSA C AaHHbIMW NONb30BaTens.

8 ,D,J'Iﬂ I'IpVIJ'lO)KEHIAI;"I, coaepXalwnx nonb3oBaTernbCKUe daHHbIE.

9 Ins NpUnoMeHuia, Npeanaratolmx NpoUeaypy pericTpaumm nonbaosaTenei.

10 Ins npunoxeHuii, NpeanonaraioLx COBEPLIEHNE NOKYMOK.

" [Ina npunoxeHuin, NO3BONSIOLLNX 3aNUCLIBATL W/WMI XPaHUTL JaHHLIE Nonb3oBaTenei.
12 Nna npunoxeHuii onepaLmMoHHoi cuctems! i0S.
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MpunoxeHune A
(obsAzaTensHoe)

MpucBoeHue peTUHra MOGUNBLHOMY NPUNOXKEHUID

A.1 Mo pesyneratam NpoBedeHHbIX NOTPeBbUTENLCKUX UCTbITAHWIA MOBUNBHOMY NMPUNOXKEHWUIO NPUCBANBAETCA pei-
TUHL.

A.2 Kaxpgada rpynna xapakTepuUCTUK WM Kawaasi OTAeNbHAas XapakTepucTUKa, NpoBepsAemas npy notpebuTensckux
UCMbITAHUAX, UMEET Pa3fNUYHbIiA BEC NPW NOACYETE UTOTOBOMO PEMTUMHIa MODUIBHOMO MPUNOMEHNS BBUMAY Pa3HON 3HAYU-
MOCTW. Bannbi, BeICTaBNeHHbIE MOBUTBHOMY MPUITOXKEHUIO NO KOHKPETHOW XapakTepUCTUKE, MO-pa3HOMY BMMSAIOT Ha UTO-
roBbIA PENTUHT NpunoxeHusa. Beca npyucBanBaloTCa KaKaoW XxapakTepucTyke Takum obpasom, 4Tobbl MX cyMma B Kawaon
U3 rpynn xapakTepucTuk paeHanack eguHuue (100%). Yem BaxHee xapaktepuctuka, Tem Gonblue ee Bec. AHANOrMYHLIM
obpazom npuceanBaloTCA Beca rpynnaM xapakTepUCTWK, MpU 3TOM B aHHOM Cry4Yae UrpaeT porb He TOMbKO BaXHOCTb
rpynnbl XapakTepUCTHK, HO U KONMYECTBO COAEPKALUMXCA B HEW XapaKkTepucTUK.

A.3 B cnyyae, ecnuv xapakTepucTrKa HENpUMEHUMA K NPOBEpAEMOMY MOBUNBHOMY MPUNOKEHWUIO, B COOTBETCTBYHO-
LLIeM Mone CTaBuUTCA NPOYEpK, a Ana NoAcyeTa UTOroBOro perMTUHra ucnonbayetcs bann, paeHelil cpegHeapudmeTUYecko-
MY CpEOV 3HAYEHWUIA BCEX MPUINOXEHWUIA NO 3TOW XapakTEPUCTUKE MO BCEMY WUCCNEAOBaHUIO.

A.4 MNoacyeT MTOroBOro perTuHra MoBUIBHOIO NPUNOXEHWS OCYLLECTBNSETCA crieayowm obpasom: 3Ha4eHve no
KakgoW XapakTepucTvke (BbiCTaBneHHbl 6ann) yMHOXaeTcs Ha COOTBETCTBYHOLLMA emMy Bec. Bce nonyumBlunecs B3aBe-
LIEHHBIE 3HAYEHUST CYMMMUPYIOTCA BHYTPUW K&XKA0W rpynnbl XapakTEPUCTUK, TEM CaMbIM BLICTABNANOTCA Bannbl rpynnam xa-
pakTepucTuk («MHpopmaumns o MOBUABHOM NPUMNOKEHUWY, «PYHKUMOHANBbHOCTLY, «YA0DCTBO NomMb3oBaHUs», «[lponaso-
OWUTENBHOCTL U HafexHocTb», «be3onacHocTe» U «epeHocMMocTby). 3aTtem nonyyYeHHsle 6annbl rpynn XxapakTepucTuk
YMHOXAKTCH Ha COOTBETCTBRYHLLIME UM BECA Py, a pesynstatbl YMHOXEHUS CYMMUPYHOTCS. B pesynstaTe BelMMCIEHWUI
nonyyaeTcs UTOroBLIN PENTUHT NpunoxeHus [Cm. chopmyny (1)].

m n
"=Z Zm Z(Xnyn)' (1)
m=1 n=1
rae | — WTOroBbliA pEATUHT MPUNOXEHUS;
m — KONMYEeCTBO rpynn XapakTepucTHK;
Z,, — BeC COOTBETCTBYIOLLEN rPYNMbl XapakTepUCTUK;
N — KONMMYECTBO XapaKTepucTUK;
X, — 3HAYEHWEe XapaKTepuUCTUKK,
¥, — BeC COOTBETCTBYIOLLEN XapaKTepUcTUKN.
15
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Bubnuorpadun

COOpHUK NyYLLIMX peKkoMeHAaunin 1 NpakTuk Nno paspaboTke KayecTBEeHHLIX MOBUNBbHLIX NpunoxeHuin (AQUA Best
Practice Guidelines for Developing Quality Mobile Apps)

Monutukn marasmHa Windows. PykosogcTeo kopriopauum Microsoft ¢ TpeboBaHuaMU K KayecTBY MOOUMBHBIX
NPUNOXeHWA, pacnpocTpaHsaeMblx B marasmHe Windows

PykoBoacteo kopnopauuu Google no nonb3oBaTensckoMy MHTepdency MoBunbHbIX NPUNOXKEHWIA HA NNatopmMe
Android (Google User Interface Guidelines)

PykoBoacteo kopnopauun Apple no none3oBaTenbCckoMy MHTepdency MOBWMBbHBIX NPUNOXKEHWA Ha nnatdopme
iOS (Apple iOS Human Interface Guidelines)

PykoBoacTeo kopnopauun Google, onuckiatollee 6a3oBLie acnekTsl kKauecTBa MOBUNEHOTO NPUMOXEHUA NpK MNo-
MoLLM Habopa KpUTEPUER M CBA3aHHLIX C HUM TecToB (Google Core App Quality)

depepaneHbIi 3akoH oT 27 uons 2006 r. Ne 152-d3 «O nepcoHanbHbIX OaHHBIX»

denepancHbIin 3akoH oT 21 nona 2014 r. Ne 242-03 «O BHeceHUW U3MeHeHUW B OTAeNbHblE 3aKoHoAaTeNbHble
akTbl Poccuiickon ®egepauun B 4acTh yTodHeHNA nopsaka 06paboTkn nepcoHanbHbIX AaHHbIX B UHDOPMaLUWOHHO-
TENEeKOMMYHUKaLMOHHbLIX CETAX»

MexgyHapogHein undpoBoi ctaHaapT, pa3pabateiBaembiii Consumer Reports, Disconnect, Ranking Digital Rights
1 The Cyber Independent Testing Lab (The Digital Standard)

PykoBoacteo no obecneyeHuo KoHPUAEHUNMANBHOCTY AaHHBIX ANA paspaboTkm MobuneHbIx npunoxeHui (GSMA
Privacy Guidelines for Mobile Application Development)

LlenTp npaeun ans paspabotunkoe Google. TpeboBaHWA K KOHMUOEHUMANBHOCTA 1 6830NacHOCTM AaHHbIX

Knaccudourkaums BEKTOPOB aTak M yA3BUMOCTEN MOBUMNbHBLIX YCTPOWCTB No Bepcuy opraHuzauumn OWASP (OWASP
Mobile Security Project — Top Ten Mobile Risks)

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 18/ 20
CTpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-702.5.009-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=68669
https://gostexpert.ru/gost/gost-702.5.009-2024?utm_source=pdf&utm_medium=68669&utm_term=page

FOCT P 702.5.009—2024

YK 006.73:006.354 OKC 03.120.99

Knwyesbie cnoea: MobunsHoe NnpUnoXxeHue, cmapTde, beHKLI,l/IOHaJ'IbHDCTb, 6e3onacHocCTb, y,EI,O6CTBO Nnonb-
30BaHWA, FIOTDEﬁIfITeJ'IbCKI/Ie WCNbITaHWA, NOKasaTenu KavyecTsa, METOAbI UCMbITaHUI
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Penaktop f1.B. KopemHukosa
TexHudyeckun pegaktop M.E. Hepenkosa
Koppektop O.B. flazapeea
KomneloTepHas BepcTka E.A. KoHdpatuogol

CpaHo B Habop 14.06.2024. [MoanucaHo B nedatb 25.06.2024. ®opmar 60%84%. [apHuTypa Apuan.
Ycn. ney. n. 2,32. Y4.-u3a. n. 1,90.

MoaroToBneHo Ha OCHOBE ANEKTPOHHOW BEPCUM, NPEaoCcTaBNeHHoN paspaboTyMkoM cTaHaapTa

CosgaHo B eAVHUYHOM ncnonHednn B PIBY «MHCTUTYT cTaHaapTuaauumn»
ans komnnektoBaHust PegepanbHoro MHGopMaLMoHHoro hoHAa cTaHaapTos,
117418 Mockea, Haxumogscknia np-1, 4. 31, K. 2.
www.gostinfo.ru info@gostinfo.ru
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